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Abstract

OpenID DTP is a protocol for sending, receiving, and relaying an arbitrary signed and encrypted
payload between two endpoints. DTP Version 1.0 Part 1: Envelopes defines the envelope
formats along with message generation, validation, and error handling.
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1. Requirements Notation
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be

interpreted as described in [RFC2119] (Bradner, B., “Key words for use in RFCs to Indicate
Requirement Levels,” .).

2. Terminology

Identifier:
An |dentifier is a URL or XRI.

User:
Either a sender, recipient, or relayer of messages. Users are represented within
this protocol by Identifiers.

Payload:

An octet string of any length to be exchanged between Users.
Reciever Endpoint:
The software processing a recieved message.

3. XML Namespaces

The default namespace for XML fragments in this document without a namespace prefix is
xmins="http://www.example.com/2006/06/dtp#". Other namespace prefixes used include
xmins:xrd="xri://$xrd*($v*2.0)".

4. Messages

A Message consists of a set of nested envelopes. The outermost envelope is always an XML
document with a root node of <OuterEnvelope>. The innermost envelope is always an XML
document with a root node of <InnerEnvelope>.

It is possible to nest the innermost envelope in one or more relay documents before it is
encrypted and put in the outermost envelope. This allows for relaying messages while
maintaining the routing metadata, including signatures, with each relay.

4.1. The Inner Envelope
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An Inner Envelope is an XML document looking something like this:

<?xm version="1.0"?>
<l nner Envel ope xm ns="http://ww. exanpl e. com 2006/ 06/ dt p#" >

<Recipient ...>
<Sender ...>
<Data ...>

</ I nner Envel ope>

The InnerEnvelope encapsulates the Payload along with information about the User sending the
Payload and the one or more Users who should recieve it.

4.1.1. The Recipient Elements

Each Recipient element contains a <ldentifier> element. The Identifier element contains the
Identifier of the recipient, e.g.,

<Reci pi ent >
<l dentifier>http://]joe.exanple.com </ldentifier>
</ Reci pi ent >

4.1.2. The Sender Element

The Sender element has two children: a <ldentifier> element and a <Fingerprint> element, e.g.,

<Sender >
<l dentifier>http://bob.exanple.conl </ldentifier>
<Fi nger pri nt >
h9oLt | Ol OccY7JxcnEPOeFl GZV6QE=
</ Fi ngerprint>
</ Sender >

The Identifier element contains the Identifier of the User sending the Payload. The contents of
the Fingerprint element are described in Section 7.4 (Fingerprints).

4.1.3. The Data Element

The Data element encapsulates the Payload. Since the Payload is an octet string, it is first
base64 encoded, and then set as the inner text of the Data element. The Type attribute of the
Data element MUST be set to a URI denoting the type of the Payload.

Note: The Data element may have additional namespaced attributes for application-specific
purposes.
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4.2. The Outer Envelope

An Outer Envelope is an XML document looking something like this:

<?xm version="1.0"?>
<Qut er Envel ope xm ns="http://ww. exanpl e. com 2006/ 06/ dt p#" >

<Recipient ...>
<Signhature ...>
<pPata ...>

</ Qut er Envel ope>

An Outer Envelope contains an encrypted blob along with the information necessary to decrypt
it and a signature.

4.2.1. The Recipient Elements

Each Recipient element contains two subelements: a <Fingerprint> element, and a
<EncryptedCipherKey> element. The contents of the Fingerprint element are described in
Section 7.4 (Fingerprints). The EncryptedCipherKey element contains the symmetric cipher key
octet string encrypted for the recipient and base64 encoded, e.g.,

<Reci pi ent >
<Fi nger pri nt >
WBet 8wAsngP2CZj seELkn2nVyx5c=
</ Fi ngerprint>
<Encr ypt edCi pher Key
Encrypti onAl gorithm="http://ww. exanpl e. conf 2006/ 06/ dt p#r sa- oaep" >
R2EXPGE uZBNuoGoCMr9uJ G7nCzgeFqlb3Voz4SdWwZi OG j BdBt 5N
Dy Q\N3Rvf ohYnadNsZN6vUz SzL7S80j G 7Ny 1l | S4AHYcwkOY7I 6eK
WW+B/ t P40bVngu8RDoVnzi VuJOCObeM P1pnA4KTwnt 0z3SEqi Za8
Rebl hl RyUScE=
</ Encrypt edCi pher Key>
</ Reci pi ent >

A random octet string must be generated to use as the symmetric cipher key for encryption. The
length of the octet string will vary depending on the symmetric cipher algorithm used.

The symmetric cipher key octet string is encrypted with the Recipient's Public Key using one of
the algorithms described in Section 7.3 (Key Transport). The result of encrypting the symmetric

cipher key is another octet string that must then be base64 encoded before being inserted in the
<EncryptedCipherKey> element.

4.2.2. The Signature Element
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The Signature element contains a signature of the plain text octet string resulting from
decrypting the contents of the Data element. The signature is generated as described in
Section 7.1.1 (Signature Generation). The result of generating the signature is a new octet
string that must be base64 encoded before it is inserted into the <Signature> element.

The Algorithm attribute of the Signature element MUST be set to the identifier of the signature
algorithm used.

4.2.3. The Data Element

The Data element encapsulates either an encrypted Inner Envelope XML Document or an
encrypted Relay Envelope XML Document. Either way, the XML Document is treated as an
octet string.

The XML Document to be encrypted is passed to a symmetric cipher algorithm (see Section 7.2
(Symmetric Cipher Algorithms)) along with the symmetric cipher key. The result of encryption is
an octet string of cipher text.

The cipher text is then prefixed with the initial vector used by the symmetric cipher and base64
encoded. The CipherAlgorithm attribute of the Data element MUST be set to the identifier of the
cipher algorithm used.

The Contents attribute of the Data element is a string, and MUST be set to a either inner or
relay, denoting the type of its contents.

4.3. The Relay Envelope

A Relay Envelope is an XML document looking something like this:

<?xm version="1.0"?>
<Rel ayEnvel ope xm ns="http://ww. exanpl e. com 2006/ 06/ dt p#" >

<Recipient ...>
<Rel ayer ...>
<Signature ...>
<pPata ...>

</ Rel ayEnvel ope>

The Relay Envelope encapsulates either an Inner Envelope or another Relay Envelope. The
nesting of Relay Envelopes represents the number of times the Inner Envelope has been
relayed.

4.3.1. The Recipient Elements
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The format of the Recipient elements in a Relay Envelope are identical to those of the Inner
Envelope described in Section 4.1.1 (The Recipient Elements). The Recipients, however, will
more than likely not be the same.

4.3.2. The Relayer Element

The Relayer element has two children: a <ldentifier> element and a <Fingerprint> element, e.g.,

<Rel ayer >
<l dentifier>http://joe.exanple.com </ldentifier>
<Fi nger pri nt >
WBet 8wAsngP2CZj sELkn2nVyx5c=
</ Fi ngerprint>
</ Rel ayer >

The Identifier element contains the Identifier of the User relaying the Inner Envelope. The
contents of the Fingerprint element are described in Section 7.4 (Fingerprints).

4.3.3. The Data Element

The Data element encapsulates either Inner Envelope XML Document or another Relay
Envelope XML Document. Either way, the XML Document is treated as an octet string. It is first
base64 encoded, and then set as the inner text of the Data element. The Contents attribute of
the Data element is a string, and MUST be set to a either inner or relay, denoting the type of its
contents.

4.3.4. The Signature Element

The Signature element contains a signature of the plain text octet string resulting from decoding
the base64 encoded contents of the Data element. The signature is generated as described in
Section 7.1.1 (Signature Generation). The result of generating the signature is a new octet
string that must be base64 encoded before it is inserted into the <Signature> element.

The contents of the Signature element along with its attributes MAY have been extracted from
the Signature element of the Outer Envelope XML Document that originally wrapped the XML
Document enclosed by the Data element of this Relay Envelope. In other words, the signature
may have been generated by someone other than the current Relayer.

5. Message Validation

Message validation always begins with an Outer Envelope. From there each message in the
chain of nested envelopes must be validated, completing with validation of the Inner Envelope.

From openid.net/specs/openid-dtp-envelopes-1_0-02.html 6 26 October 2008



At any point during processing, if a document expected to be well-formed XML does no parse
as such, this corresponds to the MALFORMED_XML error code listed in Section 6.1 (Error
Codes).

Implementions SHOULD validate each envelope against the XML Schema listed in Appendix A
(Message Schema) before any further processing. During processing, if a message does not
validate against the XML Schema, does not contain elements as expected, or contains data that
is not properly encoded, this corresponds to the XML_SCHEMA_MISMATCH error code listed
in Section 6.1 (Error Codes).

5.1. Outer Envelope Validation

The Reciever Endpoint MUST know about at least one of the Recipients listed unless the
CipherAlgorithm attribute of the Data element is set to
http://www.example.com/2006/06/dtp#null. If the Reciever Endpoint does not have a the
corresponding RSA Private Key associated with any of the listed fingerprints, this corresponds
to the NO_KNOWN_RECIPIENTS error code listed in Section 6.1 (Error Codes).

For each Recipient element containing a Fingerprint for which the Reciever Endpoint has the
corresponding private key, the encrypted symmetric cipher key should be decrypted using the
private key, and the algorithm identified by the EncryptionAlgorithm attribute of the
EncryptedCipherKey element. If the encryption algorithm identified by the EncryptionAlgorithm
attribute is not known, this corresponds to the UNKNOWN_ALGORITHM error code listed in
Section 6.1 (Error Codes).

The symmetric cipher key octet string resulting from decryption MUST be the same for all
known recipients. If decryption results in more than one unique octet string, this corresponds to
the CIPHER_KEY_MISMATCH error code listed in Section 6.1 (Error Codes).

Once the symmetric cipher key has been decrypted, it is used to decrypt the encapsulated XML
Document. The ciphertext is extracted by decoding the base64 encoded contents of the Data
element. The ciphertext is then decrypted according to the algorithm specified in the
CipherAlgorithm attribute of the Data element using the symmetric cipher key resulting in an
XML Document. If the symmetric cipher algorithm identified by the CipherAlgorithm attribute is
not known, this corresponds to the UNKNOWN_ALGORITHM error code listed in Section 6.1
(Error Codes). The resulting XML Document can be identified as either a Relay or Inner
Envelope by looking at the Contents attribute of the Outer envelope's Data element.

The signature octet string is extracted by decoding the base64 encoded contents of the
Signature element. The Algorithm attribute of the Signature element indicates the algorithm
used to generate the signature. If the signature algorithm identified by the Algorithm attribute is
not known, this corresponds to the UNKNOWN_ALGORITHM error code listed in Section 6.1
(Error Codes).

To verify the signature over the decrypted XML Document, the document must first be parsed to
extract the Identifier and Fingerprint from the Sender/Relayer element. If no public key is found
for the (Identifier, Fingerprint) pair, this corresponds to the UNKNOWN_OUTER_SIGNER error
code listed in Section 6.1 (Error Codes).
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Using the public key associated with the (Identifier, Fingerprint) pair, the signature octet string,
and the unmodified plain text resulting from decrypting the contents of the Data element,
signature verification must be performed as described in Section 7.1.2 (Signature Verification). If
signature verification fails, this corresponds to the BAD_OUTER_SIGNATURE error code listed
in Section 6.1 (Error Codes).

5.2. Relay Envelope Validation

The base64 encoded contents of the Data element can be decoded to produce the relayed XML
Document. The resulting XML Document can be identified as either a Relay or Inner Envelope
by looking at the Contents attribute of this envelope's Data element.

The signature octet string is extracted by decoding the base64 encoded contents of the
Signature element. The Algorithm attribute of the Signature element indicates the algorithm
used to generate the signature. If the signature algorithm identified by the Algorithm attribute is
not known, this corresponds to the UNKNOWN_ALGORITHM error code listed in Section 6.1
(Error Codes).

To verify the signature over the relayed XML Document, the document must first be parsed to
extract the Identifier and Fingerprint from the Sender/Relayer element. If no public key is found
for the (Identifier, Fingerprint) pair, this corresponds to the UNKNOWN_RELAY_SIGNER error
code listed in Section 6.1 (Error Codes).

Using the public key associated with the (Identifier, Fingerprint) pair, the signature octet string,
and the unmodified plain text resulting from decoding the contents of the Data element,
signature verification must be performed as described in Section 7.1.2 (Signature Verification). If
signature verification fails, this corresponds to th BAD_RELAY_SIGNATURE error code listed in
Section 6.1 (Error Codes).

5.3. Inner Envelope Validation

The base64 encoded contents of the Data element can be decoded to produce the Payload. If
the Payload type identified by the Type attribute is not known, this corresponds to the
UNKNOWN_PAYLOAD error code listed in Section 6.1 (Error Codes).

6. Errors

In the event that validation of a message fails, in some instances, it MAY be possible to report
the issue to the Sender/Relayer. For this we define a simple XML document and a set of error
codes corresponding to the way in which validation failed.

An Error document has a root element of Error, e.g.,

<?xm version="1.0"?>
<Error Code="MALFORMED XM."
xm ns="http://ww. exanpl e. com 2006/ 06/ dt p#" >
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h9Lt | Ol OccY7JIxcnEPOeFl GZV6 Q=
</ Error>

The Error element has an attribute, Code, indicating the error that occured. The Error element
contains a base64 encoded [SHA-1] (Eastlake, D. and P. Jones, “US Secure Hash Algorithm 1
(SHA1),” .) digest of the bytes that validation was attempted on.

The Error XML document should be wrapped in an Outer envelope and signed with the private
key associated with the Reciever Endpoint. The NULL encryption type should be used, and no
Recipient elements are necessary.

6.1. Error Codes

MALFORMED_XML
At any point, a document expected to be well-formed XML is not.
XML_SCHEMA_MISMATCH
At any point, a document expected to be well-formed XML does not match the
XML Schema listed in Appendix A (Message Schema).
NO_KNOWN_RECIPIENTS
The Reciever Endpoint does not have the corresponding RSA Private Key for
any of the fingerprints listed in the Outer Envelope's Recipient elements.
CIPHER_KEY_MISMATCH
The result of decrypting the cipher key for each known recipient results in more
than one unique octet string.
UNKNOWN_OUTER_SIGNER
The Reciever Endpoint is unable to acquire the RSA Public Key identified by the
(Identifier, Fingerprint) pair in the Sender/Relayer element of the envelope
enclosed in the OuterEnvelope.
UNKNOWN_RELAY_SIGNER
The Reciever Endpoint is unable to acquire the RSA Public Key identified by the
(Identifier, Fingerprint) pair in the Sender/Relayer element of an envelope
enclosed in a RelayEnvelope.
BAD_OUTER_SIGNATURE
The result of running the signature verification algorithm on the enclosed
envelope does not match the signature in the OuterEnvelope.
BAD_RELAY_SIGNATURE
The result of running the signature verification algorithm on an enclosed
envelope does not match the signature in a RelayEnvelope.
UNKNOWN_ALGORITHM
An algorithm specified on an EncryptedCipherKey element, a Data element, or a
Signature element is not supported by the Reciever Endpoint.
UNKNOWN_PAYLOAD
The Type attribute of the Data element of the Inner envelope describing the
Payload is not recognized.

7. Algorithms
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This section describes the cryptographic algorithms used to digest, sign, and encrypt various
portions of data used to construct messages.

7.1. Signatures

All implementations MUST support the RSA-SHA1 signature algorithms identified by
http://www.example.com/2006/06/dtp#rsa-shal. The RSA-SHA1 signature algorithms are
described in RFC 2473 [PKCS1] (Kaliski, B. and J. Staddon, “PKCS #1: RSA Cryptography
Specifications Version 2.0,” .), section 8.1.

7.1.1. Signature Generation

Section 8.1.1 of RFC 2437 [PKCS1] (Kaliski, B. and J. Staddon, “PKCS #1: RSA Cryptography
Specifications Version 2.0,” .) describes a function RSASSA-PKCS1-V1_5-SIGN with two
inputs, K and M. K is the Sender's or Relayer's RSA Private Key and M is the XML Document,
treated as an octet string to be signed. The output of RSASSA-PKCS1-V1_5-SIGN is an octet
string.

7.1.2. Signature Verification

Section 8.1.2 of RFC 2473 [PKCS1] (Kaliski, B. and J. Staddon, “PKCS #1: RSA Cryptography
Specifications Version 2.0,” .) describes a function RSASSA-PKCS1-V1_5-VERIFY with three

inputs, (n, €), M, and S. The pair, (n, e), represents the Sender's or Relayer's RSA Public Key,

M is the octet string representing the signed envelope that was signed by the Sender/Relayer,

and S is the signature to be verified.

7.2. Symmetric Cipher Algorithms
These ciphers are used with a symmetric cipher key to encrypt either an Inner Envelope or
Relay Envelope XML Document before being included in the Data element of an Outer

Envelope. Each of these algorithms is identified by a URI. All implementations MUST support
the following ciphers.

7.2.1. AES 192 CBC

Identifier
http://www.example.com/2006/06/dtp#aes192-cbc

AES is used in the Cipher Block Chaining (CBC) mode with a 192 bit key. This algorithm uses a
128 bit initialization vector.
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7.2.2. AES 256 CBC

Identifier
http://www.example.com/2006/06/dtp#aes256-cbc

AES is used in the Cipher Block Chaining (CBC) mode with a 256 bit key. This algorithm uses a
128 bit initialization vector.

7.2.3. NULL Encryption

Identifier
http://www.example.com/2006/06/dtp#null

If the CipherAlgorithm attribute of the Data element of the Outer envelope is set to this identifier,
the data is not encrypted. All that is needed to retrieve the encapsulated envelope is to decode
the base64 encoded inner text of the Data element. No Recipient elements are needed in the
outer envelope when this algorithm is specified.

7.3. Key Transport

The symmetric cipher key used during symmetric encryption (Symmetric Cipher Algorithms)
must be encrypted for each recipient. To do this, a key transport algorithm using the recipients
public key must be used.

7.3.1. RSA-OAEP

Identifier
http://www.example.com/2006/06/dtp#rsa-oaep

The RSAES-OAEP algorithm, specified in section 7.1. of RFC 2437 [PKCS1] (Kaliski, B. and J.
Staddon, “PKCS #1: RSA Cryptography Specifications Version 2.0,” .), is used to encrypt and
decrypt the symmetric cipher key for each Recipient.

The value input to the key transport function SHOULD be calculated using [SHA-1] (Eastlake, D.
and P. Jones, “US Secure Hash Algorithm 1 (SHA1),” .) and the empty octet string, and MGF1
(with SHA1) SHOULD be used for mask generation during RSAES-OAEP-ENCRYPT and
RSAES-OAEP-DECRYPT.

7.4. Fingerprints

A Fingerprint is a digest of a DER-encoded RSA Public Key. These fingerprints can be used in
combination with an Identifier to aid in caching of Public Keys. The <Fingerprint> element
contains a base64 encoded digest.
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There is only one type of signature defined. The fingerprint is a [SHA-1] (Eastlake, D. and P.
Jones, “US Secure Hash Algorithm 1 (SHA1),” .) digest of the DER-encoded public key and is
identified by the URI, http://www.example.com/2006/06/dtp#der-sha1.

8. Normative References

[PKCS1] Kaliski, B. and J. Staddon, “PKCS #1: RSA Cryptography Specifications Version
2.0,” RFC 2437.

[RFC2119] Bradner, B., “Key words for use in RFCs to Indicate Requirement Levels.”
[SHA-1]  Eastlake, D. and P. Jones, “US Secure Hash Algorithm 1 (SHA1),” RFC 3174.

Appendix A. Message Schema

<?xm version='1.0" encodi ng=" UTF-8" ?>
<schema t ar get Namespace="htt p://ww. exanpl e. com 2006/ 06/ dt p#"
xm ns="http://ww. w3. org/ 2001/ XM_Schema"
xm ns: dt p="http://ww. exanpl e. com 2006/ 06/ dt p#"
bl ockDef aul t =" #al | "
el ement For nDef aul t =" qual i fi ed"
versi on="1.0"
xm : I ang="EN"' >

<conpl exType nane="Si gnat ureType" >
<si nmpl eCont ent >
<ext ensi on base="base64Bi nary" >
<attribute name="Al gorithnf type="anyURI" use="required"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>

<conpl exType nanme="Encrypt edC pher KeyType" >
<si mpl eCont ent >
<ext ensi on base="base64Bi nary" >
<attribute name="EncryptionAl gorithm type="anyURl"
use="required"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>

<conpl exType nane="Si npl eAddr essType" >
<sequence>
<el enent name="ldentifier" type="anyURI"/>
</ sequence>
</ conpl exType>

<si npl eType nane="Fi ngerpri nt Type">

<restriction base="base64Bi nary"/>
</ si npl eType>
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<conpl exType nane="Fi nger pri nt edAddr essType" >
<conpl exCont ent >
<ext ensi on base="dt p: Si npl eAddr essType" >
<sequence>
<el enent name="Fingerprint" type="dtp: FingerprintType"/>
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

<si npl eType name="Dat aType" >
<restriction base="base64Bi nary"/>
</ si npl eType>

<si npl eType nane="ContentsAttrType">
<restriction base="string">
<enumeration val ue="inner"/>
<enuneration value="rel ay"/>
</restriction>
</ si npl eType>

<conpl exType nane="Rel ayDat aType" >
<si nmpl eCont ent >
<ext ensi on base="dt p: Dat aType">
<attribute name="Contents" type="dtp: ContentsAttrType"
use="required"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>

<conpl exType nane="Annot at edDat aType" >
<si nmpl eCont ent >
<ext ensi on base="dt p: Dat aType">
<attribute name="Type" type="anyURlI " use="required"/>
<anyAttribute nanmespace="##ot her" processContents="|ax"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>

<attributeG oup name="Encrypt edDat aAttr G oup" >
<attribute nanme="Contents" type="dtp: ContentsType"
use="required"/ >
<attribute name="C pher Al gorithn type="anyURl"
use="required"/>
</attributeG oup>

<conpl exType nane="Encrypt edDat aType" >
<si nmpl eCont ent >
<ext ensi on base="dt p: Dat aType">
<attributeG oup ref="dtp: EncryptedDat aAttr G oup"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>

<el enent name="1nner Envel ope" >
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<conpl exType>
<sequence>
<el enent name="Reci pi ent" type="dtp: Si npl eAddr essType"
maxQccur s="unbounded"/ >
<el enent nanme="Sender" type="dtp: Fi ngerprintedAddressType"/>
<el enent name="Data" type="dtp: Annot at edDat aType" />
</ sequence>
</ conpl exType>
</ el ement >

<el enent nanme="Rel ayEnvel ope" >
<conpl exType>
<sequence>
<el enent name="Reci pi ent"
t ype="dt p: Si npl eAddr essType"
maxQccur s="unbounded"/ >
<el enent nanme="Rel ayer" type="dtp: Fi ngerpri nt edAddressType"/ >
<el enent name="Si gnature" type="dtp: SignatureType"/>
<el enent nanme="Data" type="dtp: Rel ayDat aType"/>
</ sequence>
</ conpl exType>
</ el emrent >

<el enent name="CQut er Envel ope" >
<conpl exType>
<sequence>
<el enent nanme="Reci pi ent" m nCccurs="0"
maxQccur s="unbounded" >
<conpl exType>
<sequence>
<el enent nanme="Fi ngerprint"
type="dt p: Fi ngerpri nt Type"/>
<el enent name="Encrypt edC pher Key"
type="dt p: Encrypt edC pher KeyType" />
</ sequence>
</ conpl exType>
</ el enent >
<el enent name="Si gnature" type="dtp: SignatureType"/>
<el enent name="Data" type="dtp: Encrypt edDat aType"/ >
</ sequence>
</ conpl exType>
</ el enent >

<si npl eType name="Error CodeType" >
<restriction base="string">

<enuneration val ue="Cl PHER KEY_M SMATCH'/ >
<enuneration val ue="NO KNOWN_RECI Pl ENTS"/ >
<enurer ati on val ue="UNKNOM_ OUTER S| GNER'/ >
<enurer ati on val ue="UNKNOM_RELAY_SI GNER'/ >
<enuneration val ue="BAD OUTER S| GNATURE"/ >
<enuneration val ue="BAD RELAY_SI GNATURE"/ >
<enuneration val ue=" MALFORMED XM."/ >
<enureration val ue="XM._SCHEMA M SMATCH'/ >
<enurer ati on val ue="UNKNOMN_ALGORI THM'/ >
<enunerati on val ue="UNKNOAN_ PAYLQAD"/ >

From openid.net/specs/openid-dtp-envelopes-1_0-02.html 14 26 October 2008



</restriction>
</ si npl eType>

<el enent name="Error">
<conpl exType>
<si nmpl eCont ent >
<ext ensi on base="base64Bi nary" >
<attribute name="Code" type="dtp: ErroCodeType"
use="required"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
</ el ement >

</ schema>
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