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Abstract

This docunent specifies a Dynam ¢ Host Configuration Protocol Option
for the coordi nat e-based geographic location of the client. The
Location Configuration Information (LCl) includes |atitude,

I ongitude, and altitude, with resolution indicators for each. The
reference datum for these values is also included.
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1. I nt roduction

July 2004

OCOOOUITRDWWN

This docunent specifies a Dynam ¢ Host Configuration Protocol [1]
Option for the coordinate-based geographic location of the client, to

be provided by the server

The DHCP server is assuned to have determ ned the | ocation fromthe
Circuit-1D Rel ay Agent Information Option (RAIO defined (as SubOpt

1) in[2]. In order to translate the circuit (switch port

identifier) into a location, the DHCP server is assumed to have
access to a service that maps fromcircuit-ID to the location at
which the circuit connected to that port termnates in the building,

for exanple, the location of the wall jack.

An inportant feature of this specification is that after the rel evant
DHC exchanges have taken place, the location information is stored on
the end device rather than sonewhere el se, where retrieving it might

be difficult in practice.

Anot her inportant feature of this LCl is its inclusion of a
resol ution paraneter for each of the dinensions of |ocation

Because

this resolution paraneter need not apply to all dinensions equally, a
resolution value is included for each of the 3 location el ements.

Resol uti on does not define Geographic Privacy policy.
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The resulting location information using this resolution nethod is a
smal | fixed I ength Configuration Information that can be easily
carried in protocols, such as DHCP, which have limted packet size
because this LCl is only 18 bytes |ong.

Finally, the appendix of this docunment provides sonme arithmetic
exanples of the inplication of different resolution values on the
La/ Lo/ Alt.

1.1. Conventions used in this docunment

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [3].

1.2. Motivation

As applications such as | P Tel ephony are replacing conventiona

t el ephony, users are expecting the sane (or greater) |evel of
services with the new technol ogy. One service offered by
conventional tel ephony that is mssing in any standardized fashion
within I P Tel ephony is for a user to be automatically |ocated by
energency responders, in a tinely fashion, when the user sunmmons hel p
(by dialing 911 in North America, for exanple). Unless strict

admi nistrative rules are followed, the nmobility of a wired Ethernet
device within a canmpus negates any opportunity for an emergency
responder to |l ocate the device with any degree of expediency. Users
do not want to give up the nobility I P Tel ephony offers. Informng
the host device of its geo-location at host configuration tine wll
all ow the device to utilize this geo-location information to inform
others of its current geo-location, if the user and/or application so
desires.

The goal of this option is to enable a wired Ethernet host to obtain
its location, which it could provide to an energency responder, as
one exanpl e.

Wreless hosts can utilize this option to gain know edge of the

| ocation of the radio access point used during host configuration
but woul d need sone nore exotic nechani sms, nmaybe GPS, or maybe a
future DHCP option, which includes a |ist of geo-locations |like that
defined here, containing the locations of the radi o access points
that are close to the client.
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1.3. Rationale

Wthin the LCI described here, Latitude and Longitude are represented
in fixed-point 2s-conpl enent binary degrees, for the econony of a
smal | er option size conpared to a string encoding of digits in [7].
The integer parts of these fields are 9 bits long to acconmbdate +/ -
180 degrees. The fractional part is 25 bits long, better than the
precision of 7 decimal digits. The length of each field is 40 bits,
34 of which is the sumof the integer (9) and fractional (25) bits,
plus 6 bits of resolution

Altitude is determned by the Altitude Type (AT) indicated by the AT
field, which is 4 bits long. Two Altitude Types are defined here,
meters (code=1) and floors (code=2), both of which are 2s-conpl enent
fixed-point with 22 bits of integer part and 8 bits of fractiona
part. Additional Altitude Types MAY be assigned by IANA. The
"floors" Altitude Type is provided because altitude in neters may not
be known within a building, and a floor indication nay be nore
usef ul .

GPS systens today can use WGS84 for horizontal and vertical datuns;
[6] defines WES84 as a three-di nensional datum For other datum

val ues that do not include a vertical conponent, both the horizonta
and vertical datumof reference will be specified in the | ANA record.

Each of these 3 elements begins with an accuracy sub-field of 6 bits,
i ndi cating the nunber of bits of resolution. This resolution sub-
field accormpdates the desire to easily adjust the precision of a
reported location. Contents beyond the clained resolution MAY be
randoni zed to obscure greater precision that night be avail able.

2. DHC Location Configuration Information El enents

DHCP is a binary Protocol; using protocols of LCl are likely to be
text based. Since nobst coordinate systens translate easily between
bi nary- based and text-based | ocation output (even energency services
within the US), translation/conversion is a non-issue with DHCP s

bi nary format.

This binary format provides a fortunate benefit in a mechanismfor
maki ng a true/correct location coordinate inprecise. It further
provides the capability to have this binary representation be
deterministically inprecise.
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1.

The LCl format is as follows:

0 1 2 3
01234567890123456789012345678901
B T i it T s i S e i SR SR
| Code 123 | 16 | LaRes | Latitude +
T R e e e i e S S e ok o S
| Latitude (cont’d) | LoRes | +
B i S S T s i S T st i S S S S S S S S i
[ Longi t ude [
T T e i i i i S S o ik i R SR
[ AT | AltRes | Altitude |
e T e s i e e e e R o o ok
| At (cont’d) Dat um |
B i S S S i i T S N S

El ements of the Location Configuration Information
Code 123: The code for this DHCP option
16: The length of this option is 16 bytes.

LaRes: Latitude resolution. 6 bits indicating the nunmber of
valid bits in the fixed-point value of Latitude.

This value is the nunber of high-order Latitude bits that should be
considered valid. Any bits entered to the right of this limt should
not be considered valid and night be purposely false, or zeroed by
the sender.

The exanples in the appendix illustrate that a smaller value in the
resolution field increases the area within which the device is
| ocat ed.

LaRes does not define Geographic Privacy policy.
Val ues above deci mal 34 are undefined and reserved.

Latitude: a 34 bit fixed point value consisting of 9 bits of integer
and 25 bits of fraction. Latitude SHOULD be nornalized to
within +/- 90 degrees. Positive nunbers are north of the
equat or and negative nunbers are south of the equator

A value of 2 in the LaRes field indicates a precision of no greater
than 1/6th that of the globe (in the first exanple of the appendix).
A value of 34 in the LaRes field indicates a precision of about 3.11
mmin Latitude at the equator
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LoRes: Longi tude resolution. 6 bits indicating the nunber of
valid bits in the fixed-point value of Longitude.

This value is the nunber of high-order Longitude bits that should be
considered valid. Any bits entered to the right of this limt should
not be considered valid and night be purposely false, or zeroed by

t he sender.

LoRes does not define Geographic Privacy policy.
Val ues above deci mal 34 are undefined and reserved.

Longitude: a 34 bit fixed point value consisting of 9 bits of integer
and 25 bits of fraction. Longitude SHOULD be normalized
to within +/- 180 degrees. Positive values are East of
the prine nmeridian and negative (2s conpl enent) nunbers
are West of the prine neridian

A value of 2 in the LoRes field indicates precision of no greater
than 1/6th that of the globe (see first example of the appendix). A
value of 34 in the LoRes field indicates a precision of about 2.42 mm
in longitude (at the equator). Because lines of |ongitude converge
at the poles, the distance is snmaller (better precision) for

| ocations away fromthe equator.

Altitude: A 30 bit value defined by the AT field

Al t Res: Al titude resolution. 6 bits indicating the nunber of
valid bits in the altitude. Values above 30 (decinal) are
undefined and reserved.

Al t Res does not define Geographic Privacy policy.

AT: Al titude Type for altitude. Codes defined are:

1. Meters - in 2s-conplenent fixed-point 22-bit integer part with 8-
bit fraction

If AT = 1, an AltRes value 0.0 would indicate unknown altitude. The
nost precise Altitude would have an AltRes value of 30. Many val ues
of Al'tRes would obscure any variation due to vertical datum

di fferences.

2: Floors - in 2s-conplenment fixed-point 22-bit integer part with
8-bit fraction
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AT = 2 for Floors enables representing altitude in a formnore

rel evant in buildings which have different floor-to-floor dinensions.
An altitude coded as AT = 2, AltRes = 30, and Altitude = 0.0 is

meani ngf ul even outside a building, and represents ground |evel at
the given latitude and longitude. Inside a building, 0.0 represents
the floor level associated with ground level at the main entrance.
Thi s docunent defines a nunber; one nust arrive at the nunmber by
counting floors fromthe floor defined to be 0.0.

The val ues represented by this AT will be of local significance.
Since buildings and fl oors can vary due to |lack of comon control
the val ues chosen to represent the characteristics of an individua
building will be derived and agreed upon by the operator of the

buil ding and the intended users of the data. Attenpting to
standardi ze this type of function is beyond the scope this docunent.

Sub-fl oors can be represented by non-integer values. Exanple: a
mezzani ne between floor 1 and floor 2 could be represented as a val ue
= 1.1. Exanple: (2) mezzani nes between floor 4 and floor 5 could be
represented as values = 4.1 and 4.2 respectively.

Fl oors | ocated bel ow ground | evel could be represented by negative
val ues.

Larger values represent floors that are above (higher in altitude)
floors with | ower val ues.

The AltRes field SHOULD be set to maxi mum precision when AT = 2
(floors) when a floor value is included in the DHCP Reply, or the
AT = 0 to denote the floor isn't known.

Any additional LCl Altitude Types(s) to be defined for use via this
DHC Option MJST be done through a Standards Track RFC

Datum The Map Datum used for the coordinates given in this Option
The datum rmust include both a horizontal and a vertical reference.
Since the WSS 84 reference datumis three-dinensional, it includes
both. For any additional datum paraneters, the datum codepoi nt nust
specify both horizontal datum and vertical datumreferences

The Datum byte has 256 possibilities, of which 3 have been registered
with I ANA by this docunment (all derived fromspecification in [5]):

1: WGS 84 (Ceographical 3D) - Wirld Geodesic System 1984, CRS
Code 4327, Prinme Meridian Name: G eenw ch
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2: NAD83 - North Anerican Datum 1983, CRS Code 4269, Prine
Meridi an Nanme: Greenwi ch; The associated vertical datum
is the North American Vertical Datum of 1988 ( NAVD88)

This datumpair is to be used when referencing
| ocations on |land, not near tidal water (which would
use Datum = 3 bel ow)

3: NAD83 - North American Datum 1983, CRS Code 4269, Prine
Meri di an Name: G eenw ch; The associated vertical datum
is Mean Lower Low Water (MLW

This datumpair is to be used when referencing
| ocati ons on wat er/seal/ ocean

Any additional LCl datum(s) to be defined for use via this DHC Option
MUST be done through a Standards Track RFC,

3. Security Considerations

Where critical decisions mght be based on the value of this GeoConf
option, DHCP authentication in [4] SHOULD be used to protect the
integrity of the DHCP options.

Since there is no privacy protection for DHCP nessages, an
eavesdropper who can nonitor the |ink between the DHCP server and
requesting client can discover this LCl.

To mninize the unintended exposure of location infornmation, the LC
option SHOULD be returned by DHCP servers only when the DHCP client
has included this option in its 'paranmeter request list’ (section 3.5

[11)-

When i npl ementing a DHC server that will serve clients across an
uncontrol | ed network, one should consider the potential security
risks.

4. | ANA Consi der ati ons

| ANA has assigned a DHCP option code of 123 for the GeoConf option
defined in this docunent.

The GeoConf Option defines two fields for which | ANA naintains a
registry: The Altitude (AT) field (see Section 2) and the Datumfield
(see Section 2). The datumindicator MJIST include specification of
both horizontal and vertical datum New values for the Altitude (AT)
field are assigned through "Standards Action" [RFC 2434]. The
initial values of the Altitude registry are as follows:
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AT 1 meters of Altitude defined by the vertical datum specified.

AT = 2 building Floors of Altitude.

Datum = 1 denotes the vertical datum WGS 84 as defined by the EPSG as
their CRS Code 4327; CRS Code 4327 al so specifies WSS 84 as
the vertical datum

Datum = 2 denotes the vertical datum NAD33 as defined by the EPSG as
their CRS Code 4269; North Anerican Vertical Datum of 1988
(NAVDB8) is the associated vertical datum for NAD83

Datum = 3 denotes the vertical datum NAD83 as defined by the EPSG as
their CRS Code 4269; Mean Lower Low Water (M.LW is the
associ ated vertical datumfor NAD33

Any additional LCl datum(s) to be defined for use via this DHC Option
MUST be done through a Standards Track RFC.
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Appendi x: Cal cul ations of |nprecision Possible with the DHC LC

The followi ng exanples for two different |ocations denonstrate how
the Resolution values for Latitude, Longitude, and Altitude can be
used. In both exanples the geo-location values were derived from
maps using the WES84 map datum therefore in these exanples, the
datum field woul d have a value = 1 (00000001, or 0x01).

A.1. Location Configuration Information of "Wite House" (Exanple 1)

The address was NOT picked for any political reason and can easily be
found on the Internet or mapping software, but was picked as an
easily identifiable |location on our planet.

Post al Address:
Whi t e House
1600 Pennsyl vania Ave. NW
Washi ngt on, DC 20006

Standi ng on the sidewal k, north side of White House, between
dri veways.

Latitude 38.89868 degrees North (or +38.89868 degrees)
Using 2s conplement, 34 bit fixed point, 25 bit fraction
Latitude 0x04dcc1f c8,

Latitude = 0001001101110011000001111111001000

Longi tude 77.03723 degrees West (or -77.03723 degrees)
Using 2s conpl enent, 34 bit fixed point, 25 bit fraction
Longi t ude = Oxf 65ecf 031
Longi t ude 1101100101111011001111000000110001

Al'titude 15

In this exanple, we are not inside a structure, therefore we wll
assune an altitude value of 15 neters, interpolated fromthe US
Geol ogi cal survey map, Washi ngton West quadrangl e.

Al'tRes = 30, Oxle, 011110
AT =1, 0x01, 000001
Al titude = 15, 0xOF00, 00000000000000000000000001111100000000

If: LaRes is expressed as value 2 (0x02 or 000010) and LoRes is
expressed as value 2 (0x02 or 000010), then it would describe a
geo-location region that is north of the equator and extends from
-1 degree (west of the neridian) to -128 degrees. This would
i nclude the area from approxi mately 600km south of Saltpond,
Ghana, due north to the North Pole and approxi mately 4400km
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Pol k,

sout h- sout hwest of Los Angel es, CA due north to the North Pole.
This woul d cover an area of about one-sixth of the gl obe,
approximately 20 mllion square nautical mles (nn.

LaRes is expressed as value 3 (0x03 or 000011) and LoRes is
expressed as value 3 (0x03 or 000011), then it would describe a
geo-location area that is north fromthe equator to 63 degrees
north, and -65 degrees to -128 degrees longitude. This area

i ncludes south of a line from Anchorage, AL to eastern Nunavut,
CN, and fromthe Amazons of northern Brazil to approxi nately
4400km sout h- sout hwest of Los Angeles, CA. This area would
include North Anerica, Central Anmerica, and parts of Venezuel a
and Col unbi a, except portions of Al aska and northern and eastern
Canada, approximately 10 million square nm

LaRes is expressed as value 5 (0x05 or 000101) and LoRes is
expressed as value 5 (0x05 or 000101), then it would describe a
geo-location area that is latitude 32 north of the equator to

| atitude 48 and extends from -64 degrees to -80 degrees
longitude. This is approximtely an east-west boundary of a time
zone, an area of approxi mtely 700,000 square nm

LaRes is expressed as value 9 (0x09 or 001001) and LoRes is
expressed as value 9 (0x09 or 001001), which includes all the
integer bits, then it would describe a geo-location area that is
latitude 38 north of the equator to latitude 39 and extends from
-77 degrees to -78 degrees longitude. This is an area of

approxi mately 9600 square km (111. 3km x 86. 5kn).

LaRes is expressed as value 18 (0x12 or 010010) and LoRes is
expressed as value 18 (0x12 or 010010), then it woul d describe a
geo-location area that is latitude 38.8984375 north to latitude
38. 9003906 and extends from -77.0390625 degrees to -77.0371094
degrees longitude. This is an area of approxi mately 36, 600
square neters (169m x 217n).

LaRes is expressed as value 22 (0x16 or 010110) and LoRes is
expressed as value 22 (0x16 or 010110), then it woul d describe a
geo-location area that is latitude 38.896816 north to |l atitude
38. 8985596 and extends from -77.0372314 degrees to -77.0371094
degrees longitude. This is an area of approximately 143 square
meters (10.5m x 13.6n).

LaRes is expressed as value 28 (0Ox1lc or 011100) and LoRes is

expressed as value 28 (Oxl1lc or 011100), then it would describe a
geo-location area that is latitude 38.8986797 north to |atitude

et al. St andards Track [ Page 11]



RFC 3825 DHCP Option for Coordinate LCl July 2004

38. 8986816 and extends from -77.0372314 degrees to -77.0372296
degrees longitude. This is an area of approximately 339 square
centimeters (20.9cm x 16.23cn).

If: LaRes is expressed as value 30 (Oxle or 011110) and LoRes is
expressed as value 30 (Oxle or 011110), then it woul d describe a
geo-location area that is latitude 38.8986797 north to latitude
38. 8986802 and extends from -77.0372300 degrees to -77.0372296
degrees longitude. This is an area of approximately 19.5 square
centineters (50mMm x 39mm).

If: LaRes is expressed as value 34 (0x22 or 100010) and LoRes is
expressed as value 34 (0x22 or 100010), then it woul d describe a
geo-location area that is latitude 38.8986800 north to latitude
38. 8986802 and extends from -77.0372300 degrees to -77.0372296
degrees longitude. This is an area of approximately 7.5 square
mllimeters (3.11mm x 2.42m).

In the (Wite House) exanple, the requirenent of emergency responders
in North Anerica via their NENA Mddel Legislation [8] could be met by
a LaRes value of 21 and a LoRes value of 20. This would yield a
geo-location that is latitude 38.8984375 north to latitude 38.8988616
north and | ongitude -77.0371094 to |longitude -77.0375977. This is an
area of approximately 89 feet by 75 feet or 6669 square feet, which
is very close to the 7000 square feet requested by NENA. In this
exanpl e, a service provider could enforce that a device send a
Location Configuration Information with this m ni mum anount of
resolution for this particular |ocation when calling energency
services

A. 2. Location Configuration Information of "Sears Tower" (Exanple 2)

Post al Addr ess:
Sears Tower
103rd Fl oor
233 S. Wacker Dr.
Chicago, IL 60606

Viewi ng the Chicago area fromthe Cbservation Deck of the Sears
Tower .

Latitude 41.87884 degrees North (or +41.87884 degrees)
Using 2s conplement, 34 bit fixed point, 25 bit fraction
Latitude = 0x053c1f 751

Lati tude = 0001010011110000011111011101010001
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Longi tude 87.63602 degrees West (or -87.63602 degrees)
Using 2s conplenment, 34 bit fixed point, 25 bit fraction

Longi tude = Oxf50ba5b97,

Longi tude = 1101010000101110100101101110010111

Al titude 103

In this exanple, we are inside a structure, therefore we will assume

an altitude value of 103 to indicate the floor we are on. The

Al titude Type value is 2, indicating floors. The AlItRes field would
indicate that all bits in the Altitude field are true, as we want to
accurately represent the floor of the structure where we are | ocat ed.

Al'tRes = 30, Oxle, 011110
AT = 2, 0x02, 000010
Al titude = 103, 0x00006700, 000000000000000110011100000000

For the accuracy of the latitude and | ongitude, the best information
avail able to us was supplied by a generic mapping service that shows
a single geo-loc for all of the Sears Tower. Therefore we are going
to show LaRes as value 18 (0x12 or 010010) and LoRes as val ue 18
(0x12 or 010010). This would be describing a geo-location area that
is latitude 41.8769531 to latitude 41.8789062 and extends from
-87.6367188 degrees to -87.6347657 degrees longitude. This is an
area of approximately 373412 square feet (713.3 ft. x 523.5 ft.).
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