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Abst r act
Thi s docunent describes the various Internet cal endaring and

schedul i ng standards and works in progress, and the rel ationships
between them Its intent is to provide a context for these

docunents, assist in their understanding, and potentially aid in the

desi gn of standards-based cal endaring and schedul i ng systens. The
st andards addressed are RFC 2445 (i Cal endar), RFC 2446 (iTIP), and

RFC 2447 (iMP). The work in progress addressed is "Cal endar Access

Protocol" (CAP). This docunment al so describes issues and probl ens

that are not solved by these protocols, and that could be targets for

future work.
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1. Introduction

Cal endari ng and scheduling protocols are intended to aid individuals
i n obtaining calendaring informati on and schedul i ng neetings across
the Internet, to aid organizations in providing cal endaring
information on the Internet, and to provide for organi zations | ooking
for a cal endaring and scheduling solution to deploy internally.

It is the intent of this docunent to provide a context for these
docunents, assist in their understanding, and potentially help in the
desi gn of standards-based cal endaring and schedul i ng systens.

Probl ems not solved by these protocols, as well as security issues to
be kept in mnd, are discussed at the end of the docunent.

1.1 Term nol ogy
This menmo uses much of the same term nol ogy as i Cal endar [RFC 2445],
i TIP [ RFC-2446], i M P [RFC 2447], and [CAP]. The foll ow ng

definitions are provided as an introduction; the definitions in the
protocol specifications thensel ves should be considered canonical .
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Cal endar

A collection of events, to-dos, journal entries, etc. A cal endar
could be the content of a person or resource's agenda; it could
al so be a collection of data serving a nmore specialized need.

Cal endars are the basic storage containers for cal endaring

i nformation.

Ca

endar Access Rights

A set of rules defining who may perform what operations, such as
reading or witing informati on, on a given cal endar

Ca

endar Service

A runni ng server application that provides access to a nunber of
cal endar stores.

Ca

endar Store (CS)

A data store of a calendar service. A calendar service may have
several cal endar stores, and each store nmay contain severa

cal endars, as well as properties and conmponents outside of those
cal endars.

Cal endar User (CU)
An entity (often a human) that accesses cal endar infornation.
Cal endar User Agent (CUA)

Software with which the cal endar user conmuni cates with a cal endar
service or |ocal calendar store to access cal endar infornmation.

Conponent

A piece of calendar data such as an event, a to-do or an alarm
I nformati on about conponents is stored as properties of those
components.

Del egat or

A cal endar user who has assigned his or her participationin a
schedul ed cal endar component (e.g. a VEVENT) to another cal endar
user (sometines called the del egate or del egatee). An exanple of
a del egator is a busy executive sending an enpl oyee to a neeting
in his or her place.
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Del egat e
A cal endar user (sonetinmes called the del egatee) who has been
assigned to participate in a schedul ed cal endar conponent (e.g. a
VEVENT) in place of one of the attendees in that component
(sonmetines called the delegator). An exanple of a delegate is a
team nenber sent to a particular neeting.

Desi gnhat e
A cal endar user authorized to act on behal f of another cal endar
user. An exanple of a designate is an assistant scheduling
neetings for his or her superior.

Local Store
A CS that is on the same device as the CUA

Property

A description of some elenent of a conponent, such as a start
tine, title or |ocation.

Renpte Store
A CS that is not on the same device as the CUA

1.2 Concepts and Rel ationshi ps
i Cal endar is the | anguage used to describe cal endar objects. iTIP
describes a way to use the iCal endar | anguage to do scheduling. iMP
describes howto do i TIP scheduling via e-mail. CAP describes a way
to use the iCal endar | anguage to access a cal endar store in real -
time.
The rel ati onshi p between cal endaring protocols is simlar to that
between e-mail protocols. In those terns, iCalendar is anal ogous to
RFC 2822, iTIP and i MP are anal ogous to the Sinple Ml Transfer
Protocol (SMIP), and CAP is anal ogous to the Post O fice Protoco
(POP) or Internet Message Access Protocol (IMNAP).

2. Requirenents

2.1 Fundanental Needs

The following scenarios illustrate people and organi zati ons' basic
cal endaring and schedul i ng needs:
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a] A doctor wishes to keep track of all her appointnents.
Need: To read and nani pul ate one's own cal endar with only one CUA

b] A busy nusician wants to maintain her schedule with multiple
devi ces, such as through an Internet-based agenda and with a PDA

Need: To read and nani pul ate one's own cal endar, possibly with
solutions fromdifferent vendors.

c] A software devel opment team w shes to nore effectively schedul e
their tinme through view ng each other's cal endar infornation.

Need: To share cal endar informati on between users of the sane
cal endar service.

d] A teacher wants his students to schedul e appoi ntnents during
his office hours.

Need: To schedul e cal endar events, to-dos and journals w th other
users of the sane cal endar service.

e] A novie theater wants to publish its schedule for prospective
cust oners.

Need: To share calendar information with users of other cal endar
services, possibly froma nunber of different vendors.

f] A social club wants to schedul e cal endar entries effectively
with its nenbers.

Need: To schedul e cal endar events and to-dos with users of other
cal endar services, possibly froma nunber of different vendors.

2.2 Protocol Requirenents

Sone of these needs can be nmet by proprietary solutions (a, c, d),
but others can not (b, e, f). These latter scenarios show that
standard protocols are required for accessing information in a

cal endar store and scheduling calendar entries. |In addition, these
protocols require a common data format for representing cal endar

i nformation.

These requirenments are met by the follow ng protocol specifications.
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- Data format: i Cal endar [ RFC- 2445]

i Cal endar [ RFC-2445] provides a data format for representing

cal endar information, to be used and exchanged by ot her protocols.
i Cal endar [ RFC-2445] can also be used in other contexts, such as a
drag-and-drop interface, or an export/inport feature. Al the

ot her cal endaring protocols depend on i Cal endar [ RFC-2445], so al
el ements of a standards-based cal endari ng and schedul i ng systens
will have to be able to interpret iCal endar [RFC 2445].

- Scheduling protocol: iTIP [ RFC 2446]

i TIP [ RFC-2446] describes the nessages used to schedul e cal endar
events. Wthin i TIP messages, events are represented in i Cal endar
[ RFC-2445] format, and have semantics that identify the nmessage as
being an invitation to a neeting, an acceptance of an invitation,
or the assignment of a task.

i TIP [ RFC-2446] nmessages are used in the scheduling workfl ow,
wher e users exchange nessages in order to organi ze things such as
events and to-dos. CUAs generate and interpret iTlIP [ RFC 2446]
nessages at the direction of the calendar user. Wth i TIP [ RFC
2446] users can create, nodify, delete, reply to, counter, and
decline counters to the various iCal endar [ RFC-2445] conponents.
Furt hernore, users can al so request the free/busy tine of other
peopl e.

i TIP [ RFC-2446] is transport-independent, and has one specified
transport binding: iMP [RFC-2447] binds iTIP to e-mail. 1In
addition [CAP] will provide a real-tinme binding of i TIP [ RFC
2446], allowing CUAs to perform cal endar nmanagement and schedul i ng
over a single connection.

- Cal endar managenent protocol: [ CAP]

[ CAP] describes the nessages used to manage cal endars on a

cal endar store. These nessages use i Cal endar [ RFC-2445] to
descri be various conponents such as events and to-dos. These
messages make it possible to performi TIP [ RFC-2446] operations,
as well as other operations relating to a cal endar store such as
searching, creating cal endars, specifying cal endar properties, and
speci fyi ng cal endar access rights.
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3. Solutions
3.1 Exanpl es

Returning to the scenarios presented in section 2.1, the cal endaring
protocols can be used in the foll owi ng ways:

a] The doctor can use a proprietary CUA with a | ocal store, and
per haps use i Cal endar [ RFC-2445] as a storage nechanism This
woul d allow her to easily inport her data store into another
application that supports i Cal endar [RFC 2445].

b] The nusician who wi shes to access her agenda from anywhere can
use a [ CAP] - enabl ed cal endar service accessi ble over the Internet.
She can then use any available [CAP] clients to access the data.

A proprietary systemthat provides access through a Wb-based
interface could al so be enpl oyed, but the use of [CAP] woul d be
superior in that it would allow the use of third party
applications, such as PDA synchroni zation tools.

c] The devel opnent team can use a cal endar service which supports
[ CAP], and each nmenber can use a [ CAP]-enabl ed CUA of their
choi ce.

Al ternatively, each nmenber could use an i M P [ RFC- 2447] - enabl ed
CUA, and they could book neetings over e-nail. This solution has
the drawback that it is difficult to exam ne other users' agendas,
maki ng the organi zation of meetings nore difficult.

Proprietary solutions are al so avail able, but they require that
all nenmbers use clients by the sane vendor, and disallow the use
of third party applications.

d] The teacher can set up a cal endar service, and have students
book tine through any of the i TIP [ RFC 2446] bindings. [ CAP]
provides real -tinme access, but could require additiona
configuration. 1iMP [RFC 2447] woul d be the easiest to configure,
but may require nore e-mail processing.

If [CAP] access is provided then determning the state of the
teacher's schedule is straightforward. |If not, this can be
determ ned through i TIP [ RFC-2446] free/ busy requests. Non-
standard net hods coul d al so be enpl oyed, such as serving up

i Cal endar [RFC-2445], HTM., or XM. over HITP.

A proprietary systemcould al so be used, but would require that
all students be able to use software froma specific vendor.
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e] [CAP] would be preferred for publishing a novie theater's
schedul e, since it provides advanced access and search
capabilities. It also allows easy integration with custoners'
cal endar systens.

Non- st andard net hods such as serving data over HITP coul d al so be
enpl oyed, but would be harder to integrate with custoners
syst ens.

Using a conpletely proprietary solution would be very difficult,
if not inpossible, since it would require every user to instal
and use the proprietary software.

f] The social club could distribute nmeeting information in the
formof iTIP [ RFC- 2446] nessages, sent via e-mail using iMP

[ RFC-2447]. The club could distribute neeting invitations, as
well as a full published agenda.

Al ternatively, the club could provide access to a [ CAP]-enabl ed
cal endar service. However, this solution would be nore expensive
since it requires the nai ntenance of a server.

3.2 Systens

The follow ng diagrams illustrate possible systens and their usage of
the various protocols.

3.2.1 Standal one Single-user System
A single user systemthat does not conmmunicate with other systens

need not enploy any of the protocols. However, it may use i Cal endar
[ RFC-2445] as a data format in sonme places.

----------- O
| CUA wW | - +- user
| I ocal store| A
----------- [\

3.2.2 Single-user Systems Commruni cating

Users with single-user systens nay schedul e neetings with each others
using i TIP [ RFC-2446]. The easiest binding of i TIP [ RFC-2446] to use
woul d be i M P [ RFC-2447], since nessages can be held in the users
mai | queues, which we assune to already exist. [CAP] could also be
used.
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O ----------- e @]

-+- | CUA W | ----- [IMP]----- | CUA W | -+- user
A |local store| I nt er net |l ocal store|l A

R I\

3.2.3 Single-user with Multiple CUAs

A single user may use nore than one CUA to access his or her

cal endar. The user may use a PDA, a Wb client, a PC, or sone other
devi ce, depending on accessibility. Some of these clients may have
| ocal stores and others may not. Those with |ocal stores need to
synchroni ze the data on the CUA with the data on the CS.

| CLAw | ----- [CAP] - --------- +

| 1 ocal store| |
O mmmmm-e——-— oo
-+ | cs
A I I
T

| CLAwWo | ----- [CAP] <= -------- +
|l ocal store|

3.2.4 Single-user with Miultiple Cal endars

A single user may have many i ndependent cal endars; for exanple, one
may contain work-related information and anot her personal
information. The CUA may or may not have a |local store. |If it does,
then it needs to synchronize the data of the CUA with the data on
both of the CS.

b [CAP]------ | cs |
I I I
O mmmmemeeeo. i
4| cuA |
A | |
N
| ..........
S [CAP]------ | cs |
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3.2.5 Users Conmunicating on a Miulti-user System

Users on a multi-user system may schedul e neetings with each ot her
usi ng [ CAP] - enabl ed CUAs and services. The CUAs may or nay not have
| ocal stores. Those with |ocal stores need to synchronize the data
on the CUAs with the data on the CS

O @ s

-t | CLAw | - [CAP] ---------- +

A | ocal store| |

T
| CS I
| |

O  --------- |

-+- | CQUAWO | ----- [CAP] - --------- +

A | I ocal store|

T

3.2.6 Users Conmmuni cating through Different Miulti-user Systens

Users on a multi-user systemmay need to schedul e neetings with users
on a different nmulti-user system The services can conmuni cate using
[CAP] or i MP [RFC 2447].

O @ —mmm------- e e e m
- +- | CUAw | ----- [CAP] ------- | Cs |
A |l ocal store]| | |
L N e
|
[CAP] or [iMP]
I
O cmmmmee———— o ieeea s
- +- | CUAwWoO | ----- [CAP] ------- | Cs |
A | 1 ocal store| | |
L L R R

4. |nportant Aspects

There are a nunber of inportant aspects of these cal endaring
standards of which people, especially inplenenters, should be aware.

4.1 Ti nmezones
The dates and tinmes in conponents can refer to a specific time zone.
Time zones can be defined in a central store, or they may be defined

by a user to fit his or her needs. Al users and applications should
be aware of tinme zones and tine zone differences. New tine zones may
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need to be added, and others renpved. Two different vendors may
describe the sanme tinme zone differently (such as by using a different
nane) .

4.2 Choi ce of Transport

There are issues to be aware of in choosing between a network
protocol such as [CAP], or a store and forward protocol, such as iMP
[ RFC- 2447] .

The use of a network ("on-the-wire") nechanismmay require sone
organi zations to nake provisions to allow calendaring traffic to
traverse a corporate firewall on the required ports. Depending on
the organi zational culture, this may be a chall engi ng socia

exerci se.

The use of an enmmil -based nmechani sm exposes tine-sensitive data to
unbounded | atency. Large or heavily utilized mail systens may
experience an unacceptabl e delay in nmessage receipt.

4.3 Security
See the "Security Considerations" (Section 6) section bel ow
4.4 Amount of data

In sone cases, a conponent may be very large, for instance, a
conponent with a very large attachment. Sone applications may be

| ow- bandwi dth or may be linmted in the amount of data they can store.
Maxi mum conponent size may be set in [CAP]. It can also be
controlled in iMP [ RFC-2447] by restricting the maxi num size of the
e-mai |l that the application can downl oad.

4.5 Recurring Conmponents
In i CAL [ RFC-2445], one can specify conmplex recurrence rules for
VEVENTs, VTODOs, and VJOURNALsS. One nust be careful to correctly
interpret these recurrence rules and pay extra attention to being
able to interoperate using them

5. Open |ssues
Many issues are not currently resolved by these protocols, and many

desirabl e features are not yet provided. Sonme of the nore prom nent
ones are outlined bel ow
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5.1 Schedul i ng People, not Cal endars

Meetings are schedul ed with peopl e; however, people nay have many

cal endars, and may store these cal endars in many places. There nmay
al so be many routes to contact them The cal endaring protocols do
not attenpt to provide uni que access for contacting a given person.

I nst ead, 'cal endar addresses' are booked, which nay be e-nmi
addresses or individual calendars. It is up to the users thensel ves
to orchestrate mechani sms to ensure that the bookings go to the right
pl ace.

5.2 Adm ni stration

The cal endaring protocols do not address the issues of admnistering
users and cal endars on a cal endar service. This nust be handl ed by
proprietary nechani sns for each inplenmentation.

5.3 Notification

6.

Peopl e often wish to be notified of upcom ng events, new events, or
changes to existing events. The cal endaring protocols do not attenpt
to address these needs in a real-tinme system Instead, the ability
to store alarminformation on events is provided, which can be used
to provide client-side notification of upcom ng events. To organize
notification of new or changed events, clients have to poll the data
store.

Security Considerations

6.1 Access Contro

There has to be reasonable granularity in the configuration options
for access to data through [CAP], so that what should be released to
requesters is released, and what shouldn't is not. Details of
handling this are described in [ CAP].

6.2 Authentication

Access control must be coupled with a good authentication system so
that the right people get the right information. For [CAP], this
means requiring authentication before any database access can be
performed, and checking access rights and aut hentication credentials
before releasing information. [CAP] uses the Sinple Authentication
Security Layer (SASL) for this authentication. In iMP [RFC 2447],
this may present sone chall enges, as authentication is often not a
consi deration in store-and-forward protocol s.
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Aut hentication is also inmportant for scheduling, in that receivers of
schedul i ng nessages should be able to validate the apparent sender.

Si nce schedul i ng nessages are wapped in MM [ RFC-2045], signing and
encryption are freely available. For nessages transmitted over mail
this is the only available alternative. It is suggested that

devel opers take care in inplenmenting the security features in iMP

[ RFC-2447], bearing in mnd that the concept and need may be foreign
or non-obvious to users, yet essential for the systemto function as
they m ght expect.

The real -time protocols provide for the authentication of users, and
the preservation of that authentication information, allow ng for
val idation by the receiving end-user or server.

6.3 Using E-nmai

Because scheduling informati on can be transmitted over nail w thout
any authentication information, e-mmil spoofing is extrenely easy if
the receiver is not checking for authentication. It is suggested
that inplementers consider requiring authentication as a default,
usi ng mechani sns such as are described in Section 3 of i MP [RFC
2447]. The use of e-nmmil, and the potential for anonynous
connections, neans that 'cal endar spam is possible. Devel opers
shoul d consider this threat when designing systens, particularly
those that allow for automated request processing.

6.4 O her |ssues

The current security context should be obvious to users. Because the
under | yi ng mechani sms may not be clear to users, efforts to make
clear the current state in the U should be made. One exanpl e of
this is the "l ock' icon used in sone Wb browsers during secure
connecti ons.

Wth both i MP [RFC- 2447] and [CAP], the possibilities of Denial of
Service attacks nmust be considered. The ability to flood a cal endar
systemwi th bogus requests is likely to be exploited once these
systens beconme w dely depl oyed, and detection and recovery nethods
will need to be considered.
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