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I ndi cating Medi a Features for M ME Cont ent
Status of this Menp
This docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.
Copyri ght Notice
Copyright (C) The Internet Society (2000). All Ri ghts Reserved.
Abst ract
In "A Syntax for Describing Media Feature Sets", an expression format
is presented for describing nedia feature capabilities using sinple
medi a feature tags.
This meno defines a Multipurpose Internet Mail Extensions (M ME)
"Content-features:’ header that can be used to annotate a M ME

nmessage part using this expression format, and indicates some ways it
m ght be used.

Kl yne St andards Track [ Page 1]



RFC 2912 I ndi cati ng Medi a Features for M ME Content Septenmber 2000

Tabl e of Contents

1. IntroduCtion .. ... 2
1.1 Term nol ogy and docunent conventions ................... 2

2. Motivation and goals ......... .. e 3
3. The 'Content-features:” MM header ........................ 4
3.1 Wiitespace and folding long headers .................... 4
3.2 Usage considerati ons .. ...... ...t 4
3.2.1 Sinple message parts ......... .. 4
3.2.2 Multipart and other conposites ..................... 5
3.2.3 Reference to external data ......................... 5

4, EXanpl €S ..o e 5
4.1 Sinple MBSSAQE . ..ottt 5
4.2 FaX MBSSAQE . . oottt ettt e 6
4.3 Multipart/alternative data .............. ... ... ... 6
4.4 Reference to external nmessage data ..................... 8
4.5 Conpressed data ........... .. e e 8
4.6 Multipart/related data ............. . ... ... 8

5. Security Considerations ........... ... ... 9
6. Acknow edgemEnt S .. ... ... 10
7. ReferenCes . ... . 10
8. AUthOr’s AdAress . ... .. 10
Full Copyright Statement ......... .. .. . ..., 11

1. Introduction

In "A Syntax for Describing Media Feature Sets" [1], an expression
format is presented for describing nedia feature capabilities as a
conbi nation of sinple media feature tags, registered according to
"Medi a Feature Tag Regi stration Procedure"” [2]. This provides a
format for nessage handling agents to describe the nedia feature
content of messages that they can handl e.

This meno defines a MME ' Content-features:’ header that can be used
to annotate a M ME nessage part using these feature expressions.
Thi s header provides a neans to indicate nedia-related features of
message content that go beyond the M ME content type.

Consideration is also given to howit nmay be used to present nessage
medi a content information that is problematic to express within the
basic M ME framework.

1.1 Terminol ogy and docunent conventions

This section defines a nunber of terns and ot her docunent
conventions, which are used with specific nmeaning in this neno.
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nedia feature
information that indicates facilities assunmed to be available
for the message content to be properly rendered or otherw se
presented. Media features are not intended to include
informati on that affects nmessage transm ssion

feature set
sone set of nedia features described by a nedia feature
assertion, as described in "A Syntax for Describing Mdia
Feature Sets" [1]. (See that nmeno for a nore formal definition
of this term)

feature set expression
a string that describes some feature set, formnul ated according
to the rules in "A Syntax for Describing Media Feature Sets"
[1] (and possibly extended by other specifications).

This specification uses syntax notation and conventions described in
RFC 2234 "Augnented BNF for Syntax Specifications: ABNF' [3].

NOTE: Conments |like this provide additional nonessenti al

i nformation about the rational e behind this docunent. Such
information is not needed for building a confornant

i mpl ement ation, but nmay help those who wish to understand the
design in greater depth.

Motivation and goal s

It is envisaged that nedia feature labelling of nessage parts may be
used in the followi ng ways:

0 to supply nore detailed nmedia feature information about a nessage
content than can be provided by the 'Content-type:’ header

0 to provide summary nedia feature information (possibly including
M ME content types) about the content of a conposite M ME nessage
part (e.g. 'multipart’ or ’'nmessage’), w thout having to open up
the inner content of the nessage.

0 to supply nedia feature information about external data referenced
by a nessage part (e.g. ’'nmessage/external -body’ MM type). This
i nformati on woul d not be avail abl e by exam nation of the nessage
cont ent.

0 to describe the content of a nmessage that is encrypted or encoded
usi ng sonme application-specific file structure that hides the
content froma M ME processor. This infornmation also would not be
general |y avail abl e by exam nation of the nmessage content.
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3. The 'Content-features:’ M ME header

A new header field is defined that extends the all owable formats for
"optional -field [4] with the follow ng syntax:

optional-field =/ "Content-features" ":" Feature-expr
Feat ur e- expr = filter ; See [1], section 4.1

where "filter’ is the nmedia feature expression format defined by "A
Syntax for Describing Media Feature Sets" [1].

Thi s header provides additional information about the nessage content
directly contained or indirectly referenced in the corresponding M ME
nessage part.

3.1 Witespace and folding | ong headers
In sone circunstances, nedia feature expressions can be very |ong.

According to "A Syntax for Describing Media Feature Sets" [1],
whi t espace is all owed between | exical elenents of a nedia feature
expression. Further, RFC822/M ME [4,5] allows folding of |ong
headers at points where whitespace appears to avoid line length
restrictions.

Therefore, it is recommended that whitespace is included as
permtted, especially in long nmedia feature expressions, to
facilitate the folding of headers by agents that do not otherwi se
understand the syntax of this field.

3.2 Usage consi derations
3.2.1 Sinple nessage parts

When applied to a sinple M ME nessage part, the header shoul d appear
just once and is used to convey additional information about the
message part content that goes beyond that provided by the MM
"Content-type:’ header field. The 'Content-features:’ header may

i ndicate a content type that is different than that given by the MM
"Content-type:’ header. This is possible but not recomended when

applied to a non-conposite body part: in any case, M ME content type
processi ng nust be performed in accordance with the 'Content-type:’
header .

NOTE: Once the nessage content has been delivered to an
application, it is possible that subsequent processing nmay be
af fected by content type information indicated by the nedia
feature expression. See exanple 4.5 bel ow
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3.2.2 Multipart and other conposites

"Content-features:’ headers nay be applied to a MM nultipart
i ndi cating information about the inner content of the multipart.

| mpl enent ati ons nust not assune a one-to-one relationship between
"Content-features’ headers and contai ned body parts. Headers may
appear on a containing nultipart wapper in a different order than
the body parts to which they refer; a single header may refer to
nore than one contai ned body part; several headers may refer to the
sanme contai ned body part.

If it is inmportant to relate specific media features to specific
contai ned M ME body parts, then the 'Content-features:’ header should
be applied directly to the body part concerned, rather than the
surroundi ng conposite.

NOTE: The intent here is to allow summary nedia feature
information to be provided w thout having to open up and
exam ne the inner content of the M ME nessage.

Sim | ar usage may apply when the nessage format is a non-M ME or
opaque conposite; e.g. 'application/zip', or an encrypted nessage.
In these cases, the option of exami ning the nessage content to
di scover nedia feature information is not avail able.

3.2.3 Reference to external data
Media feature informati on about data indirectly referenced by a M ME
body part rather than contained within a nessage can be conveyed
using one or nore 'Content-features:’ headers.
For exanple, nedia information --including contained MME content
type(s)-- about the data referenced by a M ME ' Message/ ext er nal - body’
may be conveyed.

4. Exanpl es

4.1 Sinple nmessage

M me-Version: 1.0

Content-type: text/plain;charset=US- ASCI |
Content-features: (& (paper-size=A4) (ua-nedi a=stationery) )

(data)
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4.2 Fax nmessage

M me-Version: 1.0
Content - Type: nultipart/ m xed; boundary="break"
Cont ent - f eat ur es:
(& (Type="image/tiff")
(col or =Bi nary)
(image-file-structure=TIFF-S)
(dpi =200)
(dpi - xyrati 0=200/ 100)
(paper - si ze=A4)
(i mage- codi ng=MH) ( MRC- nbde=0)
(ua- medi a=stationery) )
- - break
Content-Type: image/tiff; name="coverpage.tiff"
Cont ent - Transf er - Encodi ng: base64
Content-Description: This part is a coverpage
Content-Di sposition: attachnent; fil enane="coverpage.tiff"

0MBRAKGX GUEAAAAAAAAAAAAAAAAAAAAAPG ADAP7/ CQAGAAAAAAAAAAAAAAA
AAAAAAAAEAAAZ AAAAAEAAADH! [ | [ AAAAAAAAAADY [ [ 11 TTTTTTTETTTTTTT

(ﬁDre dat a)

—:break

Content-Type: inmage/tiff; nane="docunent.tiff"
Cont ent - Tr ansf er - Encodi ng: base64

Content-Disposition: attachment; filename="docunent.tiff"

AAAADg AAAAS AAAAQAAAAECQAAABI AAAATAAAAFAAAABUAAAAVAAAAFWAAABY
GgAAABs AAAAC AAAAHQAAABA AAAAF AAAAI AAAACEAAAAI AAAAT WAAACQAAAA

(ﬁDre dat a)

-:break--

4.3 Multipart/alternative data

This exanple illustrates three points:

(o]

Kl yne

2000

I nformati on about the various parts in a nultipart/alternative can
be nade avail able before the alternative body parts are processed.

This may facilitiate opti num one-pass processi ng of
nmultipart/alternative data
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o There may be alternatives having the same basic M M content-type,
but differing in the content features that they use.

0 There is NO defined correspondence between ' Content-features
headers and contai ned body parts.

M me-Version: 1.0
Content-Type: nultipart/alternative; boundary="break"
Content-features: (& (Type="text/plain") (charset=US-ASCI|) )
Cont ent - f eat ur es:

(& (Type="text/htm") (charset=ISO 8859-1) (color=limted) )
Cont ent - f eat ur es:

(& (Type="text/htm") (charset=I SO 8859-1) (col or=binary) )

- - break

Content-type: "text/plain";charset=US-ASCl |
Content-features: (color=binary)

(dat a)

- - break

Content-type: "text/plain";charset=US-ASCl |
Content-features: (color=limted)

(dat a)

- - break

Content-type: text/htm ;charset=iso-8859-1
Content-features: (color=binary)

(dat a)

- - break

Content-type: text/htm ;charset=iso-8859-1
Content-features: (color=limted)

(dat a)

-Lbreak--
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4.4 Reference to external nessage data

M me-Version: 1.0
Content-type: nessage/ external -body; access-type=URL;
URL="http://ww. foo.comfilel. htm"

Content-type: Miltipart/ m xed
Content-features: (& (Type="text/plain") (charset=US-ASCI|) )
Content-features: (& (Type="image/tiff") (color=linmted) )

<end>
4.5 Conpressed data

Thi s exanpl e shows how the ' Content-features’ header can be used to
overcone the problemnoted in the MME registration for
"Application/zip' regarding information about the data content.

M me-Version: 1.0

Content-type: application/zip

Content-features: (& (Type="text/plain") (charset=US-ASCI1) )
Content-features: (& (Type="image/tiff") (color=limted) )
Cont ent -transfer-encodi ng: base64

(data)
<énd>
4.6 Multipart/related data
(See al so: RFC 2387, "The M ME Miultipart/Related Content-type" [8])

M me-Version: 1.0

Content-Type: nultipart/rel ated; boundary="boundary-exanple";
type="text/htm"; start="<fo03@ ool@ar. net>"

Content-features: (& (type="text/htm") (charset=US-ASCI|) )

Content-features: (type="image/gif")

- - boundar y- exanpl e
Cont ent - Type: text/htmnl; charset=US- ASCI |
Content-1D: <foo3@ ool@ar. net>

referencing a resource in another body part, for exanple

t hrough a statenent such as:

<IM5 SRC="http://ww.ietf.cnri.reston.va.us/inages/ietflogo.gif"
ALT="1ETF | ogo" >
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- - boundar y- exanpl e

Cont ent - Locat i on:
http://ww.ietf.cnri.reston.va.us/images/ietflogo.gif

Cont ent - Type: | MAGE/ G F

Cont ent - Tr ansf er - Encodi ng: BASE64

ROl GODI hGAGJAPEAAP/ [ | | | ZRaCgoAAAACH+PUNvcH yaWlodCAoQykgMrk5
NSBJRVRGLiI BvbnF1dGhvem 6ZWQZHvwWhd j YXRpb24gcHIvad i aXRl ZC4A
etc...

- - boundar y- exanpl e- -
5. Security Considerations

When applied to sinple or multipart MME fornatted data, a nedia
feature expression provides sunmary i nformati on about the nessage
data, which in nany cases can be determ ned by exam nation of the
nessage content. Under these circunstances, no additional security
consi derati ons appear to be raised.

When applied to other nessage conposites, especially encrypted
message content, feature expressions may disclose information that is

ot herwi se unavailable. |In these cases, some security considerations
associ ated with nmedia content negotiation [1,2] may have greater
rel evance.

It is suggested here that nedia feature descriptions may be usefully
enpl oyed with encrypted message content. |In doing this, take care to
ensure that the purpose of encryption is not conprom sed (e.g.
encryption mght be intended to conceal the fact that a particular
application data fornat is being used, which fact m ght be discl osed
by an injudiciously applied Content-features header).

If a ' Content-features’ header is applied to a nultipart/signed

obj ect (or indeed outside any other form of signed data) the nedia
feature information is not protected. This unprotected infornation
could be tampered with, possibly fooling inplenentations into doing

i nappropriate things with the contained material. (Putting the nedia
feature information inside the signed informati on woul d overcone
this, at the cost of requiring inplenmentations to parse the inner
structure to find it.)
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9. Full Copyright Statenent
Copyright (C The Internet Society (2000). All Ri ghts Reserved.

This docunent and translations of it may be copied and furnished to
others, and derivative works that conment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linmted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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