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Abst ract

Thi s docunent defines the "Start Transport Layer Security (TLS)
Operation" for LDAP [LDAPv3, TLS]. This operation provides for TLS
establishment in an LDAP association and is defined in terns of an
LDAP ext ended request.

1. Conventions Used in this Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RegsKeywords].

2. The Start TLS Request

This section describes the Start TLS extended request and extended
response thensel ves: how to formthe request, the formof the
response, and enunerates the various result codes the client MJST be
prepared to handl e.

The section following this one then describes how to sequence an
overall Start TLS Qperation.
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2.1. Requesting TLS Establishnent
A client may performa Start TLS operation by transmitting an LDAP
PDU cont ai ni ng an Ext endedRequest [LDAPv3] specifying the QD for the
Start TLS operation:
1.3.6.1.4.1.1466. 20037

An LDAP Ext endedRequest is defined as follows:

Ext endedRequest ::= [ APPLI CATI ON 23] SEQUENCE ({
request Nane [0] LDAPA D,
request Val ue [1] OCTET STRI NG OPTI ONAL }

A Start TLS extended request is forned by setting the request Nane
field to the OD string given above. The requestValue field is
absent. The client MUST NOT send any PDUs on this connection
following this request until it receives a Start TLS extended
response.

When a Start TLS extended request is made, the server MJST return an
LDAP PDU containing a Start TLS extended response. An LDAP
Ext endedResponse i s defined as foll ows:

Ext endedResponse ::= [ APPLI CATI ON 24] SEQUENCE {
COVPONENTS OF LDAPResul t,
r esponseNane [10] LDAPO D OPTI ONAL,
response [ 11] OCTET STRI NG OPTI ONAL }

A Start TLS extended response MJST contain a responseNane field which
MUST be set to the sane string as that in the responseNane field
present in the Start TLS extended request. The response field is
absent. The server MJST set the resultCode field to either success or
one of the other values outlined in section 2.3.

2.2. "Success" Response
I f the ExtendedResponse contains a resultCode of success, this
i ndicates that the server is willing and able to negotiate TLS. Refer
to section 3, below, for details.
2.3. Response other than "success"
I f the ExtendedResponse contains a resultCode other than success,

this indicates that the server is unwilling or unable to negotiate
TLS.
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If the Start TLS extended request was not successful, the resultCode
will be one of:

operationsError (operations sequencing incorrect; e.g. TLS already
est abl i shed)

pr ot ocol Error (TLS not supported or incorrect PDU structure)
referral (this server doesn’'t do TLS, try this one)
unavai l abl e (e.g. sonme major problemw th TLS, or server is

shutting down)

The server MJST return operationsError if the client violates any of
the Start TLS extended operation sequencing requirenents described in
section 3, bel ow

If the server does not support TLS (whether by design or by current
configuration), it MJST set the resultCode to protocol Error (see
section 4.1.1 of [LDAPv3]), or to referral. The server MJST include
an actual referral value in the LDAP Result if it returns a

result Code of referral. The client’s current session is unaffected if
the server does not support TLS. The client MAY proceed with any LDAP
operation, or it MAY close the connection

The server MUST return unavailable if it supports TLS but cannot
establish a TLS connection for sone reason, e.g. the certificate
server not responding, it cannot contact its TLS inpl enentation, or
if the server is in process of shutting down. The client MAY retry
the StartTLS operation, or it MAY proceed with any other LDAP
operation, or it MAY close the connection

3. Sequencing of the Start TLS Operation

This section describes the overall procedures clients and servers
MUST follow for TLS establishnent. These procedures take into
consi deration various aspects of the overall security of the LDAP
associ ation including discovery of resultant security |evel and
assertion of the client’s authorization identity.

Note that the precise effects, on a client’s authorization identity,

of establishing TLS on an LDAP association are described in detail in
section 5.
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3.1. Requesting to Start TLS on an LDAP Associ ation

The client MAY send the Start TLS extended request at any tinme after
est abl i shing an LDAP associ ati on, except that in the follow ng cases
the client MUST NOT send a Start TLS extended request:

- if TLS is currently established on the connection, or
- during a multi-stage SASL negoti ation, or
- if there are any LDAP operations outstanding on the connection

The result of violating any of these requirenents is a resultCode of
operationsError, as described above in section 2.3.

The client MAY have already perforned a Bind operation when it sends
a Start TLS request, or the client mght have not yet bound.

If the client did not establish a TLS connection before sendi ng any
ot her requests, and the server requires the client to establish a TLS
connection before performng a particular request, the server MJST
reject that request with a confidentialityRequired or

strongAut hRequired result. The client MAY send a Start TLS extended
request, or it MAY choose to close the connection

3.2. Starting TLS

The server will return an extended response with the resultCode of
success if it is willing and able to negotiate TLS. It will return
ot her resultCodes, docunented above, if it is unable.

In the successful case, the client, which has ceased to transfer LDAP
requests on the connection, MJST either begin a TLS negotiation or

cl ose the connection. The client will send PDUs in the TLS Record
Protocol directly over the underlying transport connection to the
server to initiate TLS negotiation [TLS].

3.3. TLS Version Negotiation

Negoti ating the version of TLS or SSL to be used is a part of the TLS
Handshake Protocol, as docunmented in [TLS]. Please refer to that
docunment for details.

3.4. Discovery of Resultant Security Leve

After a TLS connection is established on an LDAP associ ation, both
parties MJST individually decide whether or not to continue based on
the privacy | evel achieved. Ascertaining the TLS connection’s privacy
I evel is inplenentation dependent, and acconplished by comuni cating
with one’s respective |ocal TLS inplenentation
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If the client or server decides that the I evel of authentication or
privacy is not high enough for it to continue, it SHOULD gracefully
close the TLS connection imedi ately after the TLS negoti ation has

conpl eted (see sections 4.1 and 5.2, bel ow).

The client MAY attenpt to Start TLS again, or MAY send an unbi nd
request, or send any other LDAP request.

3.5. Assertion of Cient’s Authorization lIdentity

The client MAY, upon receipt of a Start TLS extended response

i ndi cating success, assert that a specific authorization identity be
utilized in determning the client’s authorization status. The client
acconpl i shes this via an LDAP Bind request specifying a SASL
mechani sm of "EXTERNAL" [SASL]. See section 5.1.2, bel ow

3.6. Server ldentity Check

The client MUST check its understanding of the server’s hostnane
against the server's identity as presented in the server’s
Certificate nessage, in order to prevent nan-in-the-mddle attacks.

Mat ching is performed according to these rules:

- The client MJST use the server hostnanme it used to open the LDAP
connection as the value to conpare agai nst the server nane as
expressed in the server’'s certificate. The client MJST NOT use the
server’s canoni cal DNS nanme or any other derived form of nane

- If a subjectAltNanme extension of type dNSNane is present in the
certificate, it SHOULD be used as the source of the server’'s
identity.

- Matching is case-insensitive.

- The "*" wildcard character is allowed. |If present, it applies only
to the |l eft-nost nane conponent.

E.g. *.bar.comwould match a.bar.com b.bar.com etc. but not

bar.com If nore than one identity of a given type is present in the
certificate (e.g. nore than one dNSNane nane), a nmatch in any one of
the set is considered acceptable.

I f the hostnane does not match the dNSNanme-based identity in the

certificate per the above check, user-oriented clients SHOULD eit her
notify the user (clients MAY give the user the opportunity to
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3.

4.

4.

4.

continue with the connection in any case) or termnate the connection
and indicate that the server’'s identity is suspect. Automated clients
SHOULD cl ose the connection, returning and/or |ogging an error
indicating that the server’'s identity is suspect.

Beyond the server identity checks described in this section, clients
SHOULD be prepared to do further checking to ensure that the server

is authorized to provide the service it is observed to provide. The

client MAY need to nake use of local policy information.

7. Refresh of Server Capabilities Information

The client MJUST refresh any cached server capabilities information
(e.g. fromthe server’'s root DSE; see section 3.4 of [LDAPv3]) upon
TLS session establishment. This is necessary to protect against
active-internediary attacks which may have altered any server
capabilities information retrieved prior to TLS establishnment. The
server MAY advertise different capabilities after TLS establishnent.

C osing a TLS Connection
1. Gaceful Cosure

Either the client or server MAY term nate the TLS connection on an
LDAP associ ation by sending a TLS closure alert. This will |eave the
LDAP associ ation intact.

Before closing a TLS connection, the client MJST either wait for any
out standi ng LDAP operations to conplete, or explicitly abandon them
[ LDAPV3] .

After the initiator of a close has sent a closure alert, it MJST
di scard any TLS nessages until it has received an alert fromthe
other party. It will cease to send TLS Record Protocol PDUs, and
following the receipt of the alert, MAY send and receive LDAP PDUs.

The other party, if it receives a closure alert, MJST i mediately
transmit a TLS closure alert. It will subsequently cease to send TLS
Record Protocol PDUs, and MAY send and recei ve LDAP PDUs.

2. Abrupt Cosure

Either the client or server MAY abruptly close the entire LDAP
associ ati on and any TLS connection established on it by dropping the
underlying TCP connection. A server MAY beforehand send the client a
Noti ce of Disconnection [LDAPv3] in this case.
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5. Effects of TLS on a Cient’'s Authorization ldentity

This section describes the effects on a client’s authorization
identity brought about by establishing TLS on an LDAP associ ation
The default effects are described first, and next the facilities for
client assertion of authorization identity are discussed including
error conditions. Lastly, the effects of closing the TLS connection
are descri bed.

Aut hori zation identities and rel ated concepts are defined in
[ Aut hvet h] .

5.1. TLS Connection Establishnment Effects
5.1.1. Default Effects

Upon establishnment of the TLS connection onto the LDAP associ ation,
any previously established authentication and authorization
identities MJUST renmain in force, including anonynous state. This
hol ds even in the case where the server requests client

aut hentication via TLS -- e.g. requests the client to supply its
certificate during TLS negotiation (see [TLY]).

5.1.2. dient Assertion of Authorization lIdentity

A client MAY either inmplicitly request that its LDAP authorization
identity be derived fromits authenticated TLS credentials or it MAY
explicitly provide an authorization identity and assert that it be
used in conbination with its authenticated TLS credentials. The
former is known as an inplicit assertion, and the latter as an
explicit assertion.

5.1.2.1. Inplicit Assertion

An inplicit authorization identity assertion is acconplished after
TLS establishment by invoking a Bind request of the SASL form using
the "EXTERNAL" nechani sm nane [ SASL, LDAPv3] that SHALL NOT incl ude
the optional credentials octet string (found within the

Sasl Credential s sequence in the Bind Request). The server will derive
the client’s authorization identity fromthe authentication identity
supplied in the client’s TLS credentials (typically a public key
certificate) according to | ocal policy. The underlying nechanics of
how this is acconplished are inplenentation specific.
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5.1.2.2. Explicit Assertion

An explicit authorization identity assertion is acconplished after
TLS establishnent by invoking a Bind request of the SASL form using
the "EXTERNAL" nechani sm nane [ SASL, LDAPv3] that SHALL include the
credentials octet string. This string MJIST be constructed as
docunented in section 9 of [AuthMeth].

5.1.2. 3. Error Conditions

For either form of assertion, the server MJST verify that the
client’s authentication identity as supplied in its TLS credentials
is permitted to be mapped to the asserted authorization identity. The
server MUST reject the Bind operation with an invalidCredentials
resultCode in the Bind response if the client is not so authorized.

Additionally, with either formof assertion, if a TLS session has not
been established between the client and server prior to naking the
SASL EXTERNAL Bind request and there is no other external source of
aut hentication credentials (e.g. |P-level security [IPSEC]), or if,
during the process of establishing the TLS session, the server did
not request the client’s authentication credentials, the SASL
EXTERNAL bind MJUST fail with a result code of

i nappropri at eAut henti cati on.

After the above Bind operation failures, any client authentication
and aut horization state of the LDAP association is lost, so the LDAP
association is in an anonynmous state after the failure. TLS
connection state is unaffected, though a server MAY end the TLS
connection, via a TLS close _notify nessage, based on the Bind failure
(as it MAY at any tinme).

5.2. TLS Connection Closure Effects

Closure of the TLS connection MJST cause the LDAP association to nove
to an anonynous aut hentication and authorization state regardl ess of
the state established over TLS and regardl ess of the authentication
and authorization state prior to TLS connection establishnent.

6. Security Considerations
The goals of using the TLS protocol with LDAP are to ensure
connection confidentiality and integrity, and to optionally provide

for authentication. TLS expressly provides these capabilities, as
described in [TLS].
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Al'l security gained via use of the Start TLS operation is gained by
the use of TLS itself. The Start TLS operation, on its own, does not
provi de any additional security.

The use of TLS does not provide or ensure for confidentiality and/or
non-repudi ati on of the data housed by an LDAP-based directory server
Nor does it secure the data frominspection by the server

adm ni strators. Once established, TLS only provides for and ensures
confidentiality and integrity of the operations and data in transit
over the LDAP association, and only if the inplenentations on the
client and server support and negotiate it.

The | evel of security provided though the use of TLS depends directly
on both the quality of the TLS inplenentati on used and the style of
usage of that inplenentation. Additionally, an active-internediary
attacker can renove the Start TLS extended operation fromthe

support edExtension attribute of the root DSE. Therefore, both parties
SHOULD i ndependent|ly ascertain and consent to the security |evel

achi eved once TLS is established and before beginning use of the TLS
connection. For exanple, the security level of the TLS connection

m ght have been negotiated down to plaintext.

Cients SHOULD either warn the user when the security |evel achieved
does not provide confidentiality and/or integrity protection, or be
configurable to refuse to proceed w thout an acceptable |evel of
security.

Cient and server inmplenentors SHOULD t ake neasures to ensure proper
protection of credentials and other confidential data where such
measures are not otherw se provided by the TLS i npl enentati on.

Server inplenentors SHOULD al l ow for server adm nistrators to el ect
whet her and when connection confidentiality and/or integrity is
required, as well as elect whether and when client authentication via
TLS i s required.
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11. Full Copyright Statenent
Copyright (C The Internet Society (2000). All Ri ghts Reserved.

This docunent and translations of it may be copied and furnished to
others, and derivative works that conment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linmted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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