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Abstract

This neno describes how to use TLS to secure HTTP connecti ons over
the Internet. Current practice is to |layer HITP over SSL (the
predecessor to TLS), distinguishing secured traffic frominsecure
traffic by the use of a different server port. This docunent
docunents that practice using TLS. A conpani on docunent describes a
met hod for using HTTP/ TLS over the same port as normal HITP

[ RFC2817] .
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1. Introduction

HTTP [ RFC2616] was originally used in the clear on the Internet.
However, increased use of HITP for sensitive applications has
required security neasures. SSL, and its successor TLS [ RFC2246] were
designed to provide channel -oriented security. This docunent

descri bes how to use HTTP over TLS.

1.1. Requirenents Termi nol ogy

Keywor ds "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT" and
"MAY" that appear in this docunent are to be interpreted as described
in [ RFC2119].

2. HITP Over TLS

Conceptual ly, HTTP/TLS is very sinple. Sinply use HTTP over TLS
preci sely as you would use HTTP over TCP

2.1. Connection Initiation

The agent acting as the HTTP client should also act as the TLS
client. It should initiate a connection to the server on the
appropriate port and then send the TLS ClientHello to begin the TLS
handshake. Wen the TLS handshake has finished. The client may then
initiate the first HITP request. All HTTP data MJST be sent as TLS
"application data". Normal HTTP behavior, including retained
connections should be foll owed.

2.2. Connection Closure

TLS provides a facility for secure connection closure. Wien a valid
closure alert is received, an inplenentation can be assured that no
further data will be received on that connection. TLS

i npl enentations MJUST initiate an exchange of closure alerts before
closing a connection. A TLS inpl enentati on MAY, after sending a
closure alert, close the connection without waiting for the peer to
send its closure alert, generating an "inconplete close". Note that
an i nmpl ement ati on whi ch does this MAY choose to reuse the session
This SHOULD only be done when the application knows (typically

t hrough detecting HTTP nessage boundaries) that it has received al
the nmessage data that it cares about.

As specified in [ RFC2246], any inplenmentation which receives a
connection close without first receiving a valid closure alert (a
"premature close") MJUST NOT reuse that session. Note that a

premat ure cl ose does not call into question the security of the data
al ready received, but sinply indicates that subsequent data ni ght
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have been truncated. Because TLS is oblivious to HITP
request/response boundaries, it is necessary to exam ne the HITP data
itself (specifically the Content-Length header) to deterni ne whether
the truncation occurred inside a nmessage or between nessages.

2.2.1. dient Behavior

Because HTTP uses connection closure to signal end of server data,
client inplenentations MIUST treat any prenmature closes as errors and
the data received as potentially truncated. While in sone cases the
HTTP protocol allows the client to find out whether truncation took
place so that, if it received the conplete reply, it may tolerate
such errors following the principle to "[be] strict when sending and
tol erant when receiving" [RFC1958], often truncati on does not show in
the HTTP protocol data; two cases in particular deserve special note

A HTTP response without a Content-Length header. Since data |ength
in this situation is signalled by connection close a premature

cl ose generated by the server cannot be distinguished froma
spurious close generated by an attacker

A HTTP response with a valid Content-Length header cl osed before
all data has been read. Because TLS does not provide docunent
oriented protection, it is inpossible to determ ne whether the
server has m sconputed the Content-Length or an attacker has
truncated the connecti on.

There is one exception to the above rule. Wen encountering a
premature close, a client SHOULD treat as conpleted all requests for
which it has received as nuch data as specified in the Content-Length
header .

A client detecting an inconplete close SHOULD recover gracefully. It
MAY resune a TLS session closed in this fashion.

Cients MIJST send a closure alert before closing the connection
Cients which are unprepared to receive any nore data MAY choose not
to wait for the server’'s closure alert and sinply close the
connection, thus generating an inconplete close on the server side.

2.2.2. Server Behavi or

RFC 2616 pernits an HTTP client to close the connection at any tine,
and requires servers to recover gracefully. |In particular, servers
SHOULD be prepared to receive an inconplete close fromthe client,
since the client can often determ ne when the end of server data is.
Servers SHOULD be willing to resune TLS sessions closed in this
fashi on.

Rescorl a | nf or mati onal [ Page 3]



RFC 2818 HTTP Over TLS May 2000

| mpl enentation note: In HITP i npl enentations which do not use

persi stent connections, the server ordinarily expects to be able to
signal end of data by closing the connection. Wen Content-Length is
used, however, the client may have already sent the closure alert and
dropped the connection

Servers MJST attenpt to initiate an exchange of closure alerts with
the client before closing the connection. Servers MAY close the
connection after sending the closure alert, thus generating an

i nconplete close on the client side.

2.3. Port Nunber

The first data that an HTTP server expects to receive fromthe client
is the Request-Line production. The first data that a TLS server (and
hence an HTTP/ TLS server) expects to receive is the CientHello.
Consequently, common practice has been to run HTTP/ TLS over a
separate port in order to distinguish which protocol is being used.
Wien HTTP/ TLS is being run over a TCP/IP connection, the default port
is 443. This does not preclude HTTP/ TLS from bei ng run over anot her
transport. TLS only presunmes a reliable connection-oriented data
stream

2. 4. URI For mat

HTTP/ TLS is differentiated fromHITP URI's by using the 'https’
protocol identifier in place of the "http’ protocol identifier. An
exanpl e URI specifying HITP/TLS i s:

htt ps://ww. exanpl e. com ~sni t h/ hone. ht m
3. Endpoint ldentification
3.1. Server ldentity

In general, HTTP/TLS requests are generated by dereferencing a URI.
As a consequence, the hostnanme for the server is known to the client.
If the hostnane is available, the client MJST check it against the
server’s identity as presented in the server’s Certificate nessage
in order to prevent man-in-the-m ddle attacks.

If the client has external information as to the expected identity of
the server, the hostnane check MAY be onmitted. (For instance, a
client may be connecting to a nmachi ne whose address and hostnanme are
dynamic but the client knows the certificate that the server will
present.) In such cases, it is inportant to narrow the scope of
acceptable certificates as nmuch as possible in order to prevent nman
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in the mddle attacks. |In special cases, it may be appropriate for
the client to sinply ignore the server’'s identity, but it nust be
understood that this | eaves the connection open to active attack

If a subjectAltNane extension of type dNSNane is present, that MJST
be used as the identity. O herw se, the (nost specific) Common Nane
field in the Subject field of the certificate MIST be used. Although
the use of the Conmon Nane is existing practice, it is deprecated and
Certification Authorities are encouraged to use the dNSNane i nstead.

Matching is performed using the matching rul es specified by
[RFC2459]. If nore than one identity of a given type is present in
the certificate (e.g., more than one dNSNane nane, a match in any one
of the set is considered acceptable.) Names may contain the wldcard
character * which is considered to match any single donmai n nane
conponent or conponent fragnment. E.g., *.a.com nmatches foo.a.com but
not bar.foo.a.com f*.com matches foo.com but not bar.com

In sone cases, the URI is specified as an | P address rather than a
hostnane. In this case, the i PAddress subject Al t Nane nust be present
in the certificate and nust exactly match the IP in the URI.

If the hostnane does not match the identity in the certificate, user
oriented clients MIST either notify the user (clients MAY give the
user the opportunity to continue with the connection in any case) or
term nate the connection with a bad certificate error. Automated
clients MUST log the error to an appropriate audit log (if avail able)
and SHOULD terminate the connection (with a bad certificate error).
Aut omat ed clients MAY provide a configuration setting that disables
this check, but MJUST provide a setting which enables it.

Note that in many cases the URI itself cones froman untrusted
source. The above-described check provides no protection agai nst
attacks where this source is conprom sed. For exanple, if the URH was
obt ai ned by clicking on an HTML page which was itself obtained

wi t hout using HTTP/TLS, a man in the mddle could have repl aced the
URI. In order to prevent this formof attack, users should carefully
exanine the certificate presented by the server to deternmine if it
neets their expectations.

3.2. dient ldentity

Typically, the server has no external know edge of what the client’s
identity ought to be and so checks (other than that the client has a
certificate chain rooted in an appropriate CA) are not possible. If a
server has such know edge (typically fromsone source external to
HTTP or TLS) it SHOULD check the identity as described above.

Rescorl a | nf or mati onal [ Page 5]



RFC 2818

Ref er ences

[ RFC2459]

[ RFC2616]

[ RFC2119]

[ RFC2246]

[ RFC2817]

HTTP Over TLS May 2000

Housl ey, R, Ford, W, Polk, W and D. Solo, "Internet
Public Key Infrastructure: Part 1: X 509 Certificate and
CRL Profile", RFC 2459, January 1999.

Fielding, R, Gettys, J., Mgul, J., Frystyk, H , Msinter,
L., Leach, P. and T. Berners-Lee, "Hypertext Transfer
Protocol, HTTP/1.1", RFC 2616, June 1999.

Bradner, S., "Key Wirds for use in RFCs to indicate
Requi rement Levels", BCP 14, RFC 2119, March 1997.

Dierks, T. and C. Allen, "The TLS Protocol", RFC 2246,
January 1999.

Khare, R and S. Lawrence, "Upgrading to TLS Wthin
HTTP/ 1.1", RFC 2817, My 2000.

Security Considerations

This entire docunment is about security.

Aut hor’ s Address

Eric Rescorla

RTFM I nc.

30 Newel |

Road, #16

East Pal o Alto, CA 94303

Phone: (650) 328-8631
EMail: ekr@tfm com

Rescorl a

| nf or mati onal [ Page 6]



RFC 2818 HTTP Over TLS May 2000

Ful I Copyright Statenent
Copyright (C The Internet Society (2000). All Ri ghts Reserved.

This docunent and translations of it may be copied and furnished to
others, and derivative works that conment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linmted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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