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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C The Internet Society (1999). Al R ghts Reserved.
| ESG Not e:

The 40-bit ciphersuites defined in this neno are included only for

t he purpose of docunenting the fact that those ciphersuite codes have
al ready been assigned. 40-bit ciphersuites were designed to conply
with US-centric, and now obsol ete, export restrictions. They were
never secure, and nowadays are inadequate even for casua
applications. |Inplenentation and use of the 40-bit ciphersuites
defined in this docunent, and el sewhere, is strongly di scouraged.

1. Abstract

Thi s docunent proposes the addition of new cipher suites to the TLS
protocol [1] to support Kerberos-based authentication. Kerberos
credentials are used to achieve mutual authentication and to
establish a naster secret which is subsequently used to secure
client-server comunication.

2. Introduction

Flexibility is one of the main strengths of the TLS protocol

Cients and servers can negotiate cipher suites to neet specific
security and adnministrative policies. However, to date,
authentication in TLSis limted only to public key solutions. As a
result, TLS does not fully support organi zations with heterogeneous
security deploynents that include authentication systens based on
symretric cryptography. Kerberos, originally developed at MT, is
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based on an open standard [2] and is the npost w dely depl oyed
synmmetric key authentication system This docunent proposes a new
option for negotiating Kerberos authentication within the TLS
framework. This achi eves nmutual authentication and the establishment
of a master secret using Kerberos credentials. The proposed changes
are mninmal and, in fact, no different fromadding a new public key
algorithmto the TLS franmework.

3. Kerberos Authentication Option In TLS

This section describes the addition of the Kerberos authentication
option to the TLS protocol. Throughout this docunent, we refer to
the basic SSL handshake shown in Figure 1. For a review of the TLS
handshake see [1].

ServerHel |l o
Certificate *

Ser ver KeyExchange*
CertificateRequest*
Server Hel | oDone

Ko e e e e e e e e e e e e e e e e e e e e e m = =
Certificate*
d i ent KeyExchange
CertificateVerify*
change ci pher spec
Fi ni shed
I R >
| change ci pher spec
| Fi ni shed
| |
| I
Application Data  <-------------mmmmmmii oo >Appl i cation Data

FIGURE 1: The TLS protocol. All nmessages followed by a star are
optional. Note: This figure was taken from an | ETF docunent

[1].

The TLS security context is negotiated in the client and server hello
nmessages. For exanple: TLS RSA WTH RC4_MD5 neans the initial

aut hentication will be done using the RSA public key algorithm RC4
will be used for the session key, and MACs will be based on the M5
algorithm Thus, to facilitate the Kerberos authentication option

we nust start by defining new ci pher suites including (but not
limted to):
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Ci pherSuite TLS_KRB5_W TH_DES_CBC_SHA = { 0x00, Ox1E };
Ci pherSuite TLS_KRB5_W TH_3DES_EDE_CBC_SHA = { 0x00, Ox1F };
Ci pher Suite TLS KRB5 W TH RC4_128 SHA = { 0x00, 0x20 };
Ci pherSuite TLS _KRB5_W TH_| DEA_CBC_SHA = { 0x00, 0x21 };
C pherSuite TLS_KRB5_W TH_DES_CBC_MD5 = { 0x00, 0x22 };
C pherSuite TLS_KRB5_W TH_3DES_EDE_CBC_MD5 = { 0x00, 0x23 };
Ci pherSuite TLS_KRB5_W TH_RC4_128_MD5 = { 0x00, 0x24 };
Ci pher Suite TLS KRB5 W TH | DEA CBC M5 = { 0x00, 0x25 };
C pherSuite TLS_KRB5_EXPORT_W TH _DES _CBC 40_SHA = { 0x00, 0x26 };
C pherSuite TLS_KRB5_EXPORT_W TH_RC2_CBC 40_SHA = { 0x00, 0x27 };
Ci pherSuite TLS_KRB5_EXPORT_W TH_RC4_40_SHA = { 0x00, 0x28 };
Ci pher Suite TLS KRB5 EXPORT W TH DES CBC 40 _MD5 = { 0x00, 0x29 };
Ci pher Suite TLS KRB5 EXPORT W TH RC2_CBC 40 _MD5 = { 0x00, Ox2A };
Ci pherSuite TLS_KRB5_EXPORT_W TH_RC4_40_ND5 = { 0x00, 0x2B };

To establish a Kerberos-based security context, one or nore of the
above ci pher suites nust be specified in the client hello nessage.
If the TLS server supports the Kerberos authentication option, the
server hell o nessage, sent to the client, will confirmthe Kerberos
ci pher suite selected by the server. The server’s certificate, the
client

CertificateRequest, and the ServerKeyExchange shown in Figure 1 will
be onmtted since authentication and the establishment of a master
secret will be done using the client’s Kerberos credentials for the
TLS server. The client’s certificate will be omtted for the sanme
reason. Note that these nmessages are specified as optional in the
TLS protocol; therefore, omtting themis permissible.

The Kerberos option nust be added to the Cient KeyExchange nessage as
shown in Figure 2.

Medvi nsky & Hur St andards Track [ Page 3]



RFC 2712 Additi on of Kerberos Cipher Suites to TLS Cctober 1999

struct

{

}

sel ect (KeyExchangeAl gorithm

{
case krbb5: Ker ber osW apper ; /* new addition */
case rsa: Encr ypt edPr eMast er Secr et
case diffie hellman: dientDi ffieHell manPubli c;

} Exchange_keys;

d i ent KeyExchange;

struct

{

}

opaque Ticket;
opaque aut henticator; /* optional */
opaque Encrypt edPreMasterSecret; /* encrypted with the session key
which is sealed in the ticket */
Ker ber osW apper ; /* new addition */

FI GURE 2: The Kerberos option in the dientKeyExchange.

To use the Kerberos authentication option, the TLS client nust obtain
a service ticket for the TLS server. |In TLS, the dient KeyExchange
nmessage is used to pass a random 48-byte pre-master secret to the
server.

The client and server then use the pre-nmaster secret to independently
derive the naster secret, which in turn is used for generating
session keys and for MAC conputations. Thus, if the Kerberos option
is selected, the pre-nmaster secret structure is the sane as that used
in the RSA case; it is encrypted under the Kerberos session key and
sent to the TLS server along with the Kerberos credentials (see
Figure 2). The ticket and authenticator are encoded per RFC 1510
(ASN. 1 encoding). Once the CientKeyExchange nessage is received,
the server’s secret key is used to unwap the credentials and extract
the pre-nmaster secret.

Note that a Kerberos authenticator is not required, since the master
secret derived by the client and server is seeded with a random val ue
passed in the server hello nessage, thus foiling replay attacks.
However, the authenticator may still prove useful for passing

aut horization information and is thus allotted an optional field (see
Fi gure 2).

Lastly, the client and server exchange the finished nessages to
conpl ete the handshake. At this point we have achi eved the
fol | owi ng:
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1) A naster secret, used to protect all subsequent conmunication, is
securely established.

2) Miutual client-server authentication is achieved, since the TLS
server proves know edge of the master secret in the finished
nessage.

Note that the Kerberos option fits in seam essly, wi thout adding any
new nmessages.

4. Nam ng Conventi ons:

To obtain an appropriate service ticket, the TLS client nust
determine the principal nane of the TLS server. The Kerberos service
nam ng convention is used for this purpose, as follows:

host / Machi neName@Rreal m
wher e:
- The literal, "host", follows the Kerberos conventi on when not
concerned about the protection domain on a particul ar machi ne.
- "Machi neNane" is the particular instance of the service.
- The Kerberos "Realnf is the domain nane of the nachine.

5. Summary

The proposed Kerberos authentication option is added in exactly the
same nmanner as a new public key algorithmwould be added to TLS
Furthernmore, it establishes the naster secret in exactly the sane
nanner .

6. Security Considerations

Ker beros ci phersuites are subject to the same security considerations
as the TLS protocol. |In addition, just as a public key

i npl enentati on nust take care to protect the private key (for exanple
the PIN for a smartcard), a Kerberos inplenentation nust take care to
protect the long lived secret that is shared between the principa

and the KDC. In particular, a weak password nmay be subject to a
dictionary attack. |In order to strengthen the initial authentication
to a KDC, an inplenmentor may choose to utilize secondary

aut hentication via a token card, or one may utilize initial

aut hentication to the KDC based on public key cryptography (conmonly
known as PKINIT - a product of the Common Authenticati on Technol ogy
wor ki ng group of the |IETF).
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10. Full Copyright Statenent
Copyright (C The Internet Society (1999). All R ghts Reserved.

This docunent and translations of it may be copied and furnished to
others, and derivative works that conment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linmted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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