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1. Mdtivation

The TLS protocol (fornerly known as SSL) provides a way to secure an
application protocol fromtanpering and eavesdroppi ng. The option of
usi ng such security is desirable for I MAP, POP and ACAP due to common
connecti on eavesdroppi ng and hijacking attacks [AUTH . Al though
advanced SASL aut hentication nmechani sns can provide a |ightweight
version of this service, TLS is conplinentary to sinple

aut henti cation-only SASL nechani sns or depl oyed cl ear-text password

| ogi n commands.

Many sites have a high investnent in authentication infrastructure
(e.g., a large database of a one-way-function applied to user
passwords), so a privacy layer which is not tightly bound to user

aut hentication can protect against network eavesdroppi ng attacks

wi thout requiring a new authentication infrastructure and/or forcing
all users to change their password. Recognizing that such sites wll
desire sinple password authentication in conbination with TLS
encryption, this specification defines the PLAIN SASL nechani sm for
use with protocols which lack a sinple password aut hentication
conmmand such as ACAP and SMIP. (Note there is a separate RFC for the
STARTTLS comand in SMIP [ SMIPTLS].)

There is a strong desire in the |ETF to elinmnate the transni ssion of
cl ear-text passwords over unencrypted channels. Wile SASL can be
used for this purpose, TLS provides an additional tool with different
depl oyability characteristics. A server supporting both TLS with
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si npl e passwords and a chal | enge/ response SASL nmechanismis likely to
interoperate with a wide variety of clients without resorting to
unencrypted cl ear-text passwords.

The STARTTLS conmand rectifies a nunber of the problens with using a
separate port for a "secure" protocol variant. Sone of these are
nmentioned in section 7.

1.1. Conventions Used in this Docunent

The key words "REQUI RED', "MJST", "MJST NOT", "SHOULD', "SHOULD NOT",
"MAY", and "OPTIONAL" in this docunment are to be interpreted as
described in "Key words for use in RFCs to Indicate Requirenent
Level s" [ KEYWORDS] .

Terns related to authentication are defined in "On |Internet
Aut henti cation" [AUTH].

Formal syntax is defined using ABNF [ ABNF] .

In exanples, "C.:" and "S:" indicate lines sent by the client and
server respectively.

2. Basic Interoperability and Security Requirenents

The following requirenments apply to all inplenentations of the
STARTTLS extension for | MAP, POP3 and ACAP

2.1. Cipher Suite Requirenments

| mpl enentation of the TLS DHE DSS W TH 3DES EDE CBC SHA [ TLS] ci pher
suite is REQURED. This is inportant as it assures that any two
conpliant inplenentations can be configured to interoperate.

Al'l other cipher suites are OPTI ONAL.
2.2. Privacy Qperational Mde Security Requirenents

Both clients and servers SHOULD have a privacy operational node which
refuses aut hentication unless successful activation of an encryption
| ayer (such as that provided by TLS) occurs prior to or at the tine
of authentication and which will term nate the connection if that
encryption layer is deactivated. Inplenentations are encouraged to
have flexability with respect to the ninimal encryption strength or

ci pher suites permtted. A mninalist approach to this
recommendati on woul d be an operational node where the

TLS DHE DSS W TH 3DES EDE CBC SHA ci pher suite is nmandatory prior to
permitting authentication
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Cdients MAY have an operational node which uses encryption only when
it is advertised by the server, but authentication continues

regardl ess. For backwards compatibility, servers SHOULD have an
operational node where only the authentication nmechani snms required by
the rel evant base protocol specification are needed to successfully
aut henti cate.

2.3. O ear-Text Password Requirenents

Cients and servers which inplement STARTTLS MJUST be configurable to
refuse all clear-text |ogin commands or nechani sns (including both
standards-track and nonstandard nmechani sns) unl ess an encryption

| ayer of adequate strength is active. Servers which allow
unencrypted clear-text |ogins SHOULD be configurable to refuse
clear-text logins both for the entire server, and on a per-user

basi s.

2.4. Server ldentity Check

During the TLS negotiation, the client MJST check its understanding
of the server hostnane against the server’s identity as presented in
the server Certificate nessage, in order to prevent nman-in-the-mddle
attacks. Matching is perforned according to these rules:

- The client MJST use the server hostname it used to open the
connection as the value to conpare against the server nane as
expressed in the server certificate. The client MJUST NOT use any
formof the server hostnane derived froman insecure renote source
(e.qg., insecure DNS | ookup). CNAME canonicalization is not done.

- If a subjectAltName extension of type dNSNane is present in the
certificate, it SHOULD be used as the source of the server’'s
identity.

- Matching is case-insensitive.

- A"*" wldcard character MAY be used as the |eft-npst nane
conponent in the certificate. For exanple, *.exanple.comwould
mat ch a. exanpl e.com foo.exanple.com etc. but would not match
exanpl e. com

- If the certificate contains nultiple nanes (e.g. nore than one
dNSNane field), then a match with any one of the fields is
consi dered accept abl e.

If the match fails, the client SHOULD either ask for explicit user

confirmation, or term nate the connection and indicate the server’s
identity is suspect.

Newnan St andards Track [ Page 3]



RFC 2595 Using TLS with | MAP, POP3 and ACAP June 1999

2.5. TLS Security Policy Check

Both the client and server MJST check the result of the STARTTLS
command and subsequent TLS negotiation to see whether acceptable

aut hentication or privacy was achieved. |Ignoring this step
conpletely invalidates using TLS for security. The decision about
whet her acceptabl e authentication or privacy was achi eved is nade
locally, is inplementation-dependent, and is beyond the scope of this
docunent .

3. | MAP STARTTLS ext ensi on

Wien the TLS extension is present in | MAP, "STARTTLS" is listed as a
capability in response to the CAPABILITY command. This extension
adds a single command, "STARTTLS' to the | MAP protocol which is used
to begin a TLS negoti ation

3.1. STARTTLS Conmand
Argunents: none
Responses: no specific responses for this conmand

Resul t: OK - begin TLS negoti ation
BAD - conmmand unknown or argunents invalid

A TLS negotiation begins imediately after the CRLF at the end of
the tagged OK response fromthe server. Once a client issues a
STARTTLS command, it MJST NOT issue further commands until a
server response is seen and the TLS negotiation is conplete.

The STARTTLS conmmand is only valid in non-authenticated state.
The server remains in non-authenticated state, even if client
credentials are supplied during the TLS negotiation. The SASL
[ SASL] EXTERNAL mechani sm MAY be used to authenticate once TLS
client credentials are successfully exchanged, but servers
supporting the STARTTLS command are not required to support the
EXTERNAL mechani sm

Once TLS has been started, the client MJST discard cached

i nfornmati on about server capabilities and SHOULD re-issue the
CAPABI LI TY conmand. This is necessary to protect against
man-in-the-m ddl e attacks which alter the capabilities list prior
to STARTTLS. The server MAY advertise different capabilities
after STARTTLS.

The formal syntax for IMAP is anended as foll ows:
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conmand_any =/ "STARTTLS"

Exanpl e: C. a001 CAPABILITY
S. * CAPABILITY | MAP4revl STARTTLS LOG NDI SABLED
S: a001 OK CAPABI LI TY conpl et ed
C. a002 STARTTLS
S: a002 K Begin TLS negoti ati on now
<TLS negotiation, further comrands are under TLS |ayer>
C. a003 CAPABILITY
S: * CAPABILITY | MAP4revl AUTH=EXTERNAL
S: a003 OK CAPABI LI TY conpl et ed
C. a004 LOG N joe password
S: a004 OK LOG N conpl et ed

3.2. I MAP LOG NDI SABLED capability

The current | MAP protocol specification (RFC 2060) requires the

i mpl ement ati on of the LOG@ N conmmand whi ch uses cl ear-text passwords.
Many sites may choose to disable this comand unl ess encryption is
active for security reasons. An | MAP server MAY advertise that the
LOAd N conmand i s disabled by including the LOG NDI SABLED capability
in the capability response. Such a server will respond with a tagged
"NO' response to any attenpt to use the LOG N comand.

An | MAP server which inplenents STARTTLS MJST i npl enent support for
the LOG NDI SABLED capability on unencrypted connections

An | MAP client which complies with this specification MJIST NOT issue
the LOG N command if this capability is present.

This capability is useful to prevent clients conpliant with this
specification fromsendi ng an unencrypted password in an environment
subject to passive attacks. It has no inpact on an environnment
subject to active attacks as a man-in-the-niddl e attacker can renove
this capability. Therefore this does not relieve clients of the need
to follow the privacy nbde recommendation in section 2.2.

Servers advertising this capability will fail to interoperate with
many exi sting conpliant I MAP clients and will be unable to prevent
those clients fromdisclosing the user’s password.

4, POP3 STARTTLS extension

The POP3 STARTTLS extension adds the STLS command to POP3 servers.

If this is inplenented, the POP3 extension nmechani sm [ POP3EXT] MJST
al so be inplenented to avoid the need for client probing of nultiple
conmands. The capability nane "STLS" indicates this command is
present and permitted in the current state.
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STLS
Argunents: none

Restrictions:
Only permtted in AUTHORI ZATI ON st at e.

Di scussi on:
A TLS negotiation begins i mediately after the CRLF at the
end of the +OK response fromthe server. A -ERR response
MAY result if a security layer is already active. Once a
client issues a STLS command, it MJST NOT issue further
conmands until a server response is seen and the TLS
negotiation is conplete.

The STLS command is only permtted in AUTHORI ZATI ON state
and the server remains in AUTHORI ZATI ON state, even if
client credentials are supplied during the TLS negoti ation
The AUTH command [ POP- AUTHl with the EXTERNAL nechani sm

[ SASL] MAY be used to authenticate once TLS client
credentials are successfully exchanged, but servers
supporting the STLS command are not required to support the
EXTERNAL mechani sm

Once TLS has been started, the client MJST discard cached

i nfornmati on about server capabilities and SHOULD re-i ssue
the CAPA command. This is necessary to protect against
man-in-the-mddl e attacks which alter the capabilities |ist
prior to STLS. The server MAY advertise different
capabilities after STLS.

Possi bl e Responses:
+K - ERR

Exanpl es:
C. STLS
S: +OK Begin TLS negoti ation
<TLS negotiation, further commands are under TLS | ayer>
C. STLS
S: -ERR Conmmand not pernitted when TLS active
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5. ACAP STARTTLS ext ensi on

Wien the TLS extension is present in ACAP, "STARTTLS" is listed as a
capability in the ACAP greeting. No argunments to this capability are
defined at this tinme. This extension adds a single conmand,
"STARTTLS" to the ACAP protocol which is used to begin a TLS
negoti ati on.

5.1. STARTTLS Conmand
Argunents: none
Responses: no specific responses for this conmand

Resul t: K - begin TLS negotiation
BAD - conmmand unknown or argunents invalid

A TLS negoti ation begins inmediately after the CRLF at the end of
the tagged OK response fromthe server. Once a client issues a
STARTTLS conmand, it MJST NOT issue further commands until a
server response is seen and the TLS negotiation is conplete.

The STARTTLS command is only valid in non-authenticated state.
The server remains in non-authenticated state, even if client
credentials are supplied during the TLS negotiation. The SASL
[ SASL] EXTERNAL mechani sm MAY be used to authenticate once TLS
client credentials are successfully exchanged, but servers
supporting the STARTTLS command are not required to support the
EXTERNAL mechani sm

After the TLS layer is established, the server MJST re-issue an
unt agged ACAP greeting. This is necessary to protect against
man-in-the-m ddl e attacks which alter the capabilities list prior
to STARTTLS. The client MJST discard cached capability
information and replace it with the information fromthe new ACAP
greeting. The server NMAY advertise different capabilities after
STARTTLS

The formal syntax for ACAP is anmended as foll ows:
conmand_any =/ "STARTTLS"
Exanpl e: S: * ACAP (SASL "CRAM MD5") (STARTTLS)
C. a002 STARTTLS
S: a002 K "Begin TLS negotiation now'

<TLS negoti ation, further conmands are under TLS | ayer>
S: * ACAP (SASL "CRAM MD5" "PLAIN' "EXTERNAL")
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6. PLAI N SASL nechani sm

Cl ear-text passwords are sinple, interoperate with al nost all

exi sting operating system authenticati on databases, and are useful

for a snoboth transition to a nore secure password-based

aut henti cation nechanism The drawback is that they are unacceptable
for use over an unencrypted network connection

This defines the "PLAIN' SASL nechani smfor use with ACAP and ot her
protocols with no clear-text login conmmand. The PLAIN SASL nechani sm
MUST NOT be advertised or used unless a strong encryption |ayer (such
as the provided by TLS) is active or backwards conpatibility dictates
ot herw se.

The mechani sm consists of a single nessage fromthe client to the
server. The client sends the authorization identity (identity to
login as), followed by a US-ASCI1 NUL character, followed by the
aut hentication identity (identity whose password will be used),
followed by a US-ASCII NUL character, followed by the clear-text
password. The client may | eave the authorization identity enpty to
indicate that it is the sane as the authentication identity.

The server will verify the authentication identity and password with
the system aut hentication database and verify that the authentication
credentials permt the client to login as the authorization identity.
If both steps succeed, the user is |ogged in.

The server MAY al so use the password to initialize any new
aut henti cati on dat abase, such as one suitable for CRAM MD5
[ CRAM MDB] .

Non- US- ASCI | characters are permitted as long as they are represented
in UTF-8 [UTF-8]. Use of non-visible characters or characters which
a user nmay be unable to enter on some keyboards is discouraged.

The formal granmar for the client nmessage using Augnented BNF [ ABNF]
fol | ows.

nmessage = [authorize-id] NUL authenticate-id NUL password
aut henticate-id = 1*UTF8- SAFE ; MJUST accept up to 255 octets
aut horize-id = 1*UTF8- SAFE ; MJUST accept up to 255 octets
passwor d = 1*UTF8- SAFE ; MUST accept up to 255 octets
NUL = %00
UTF8- SAFE = 9%01-09 / 9%O0B-0C / 9%OE-7F / UTF8-2 /

UTF8-3 / UTF8-4 / UTF8-5 / UTF8-6
UTF8- 1 = 9%%80- BF
UTF8- 2 = 9% CO0- DF UTF8-1
UTF8- 3 = OEO- EF 2UTF8-1
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UTF8- 4 = 9%FO-F7 3UTF8-1
UTF8-5 = 9%F8-FB 4UTF8-1
UTF8- 6 = WFC- FD 5UTF8-1

Here is an exanple of how this mght be used to initialize a CRAM M)
aut henti cati on database for ACAP

Exanpl e: S: * ACAP (SASL "CRAM MD5") (STARTTLS)

a001 AUTHENTI CATE " CRAM MD5"

+ "<1896.697170952@ost of fi ce. reston. nti. net>"
"tim b913a602c7eda7a495b4e6e7334d3890"

a001 NO ( TRANSI TI ON- NEEDED)

"Pl ease change your password, or use TLS to |ogin"
a002 STARTTLS

. a002 K "Begin TLS negotiation now'

TLS negoti ation, further commands are under TLS | ayer>
* ACAP (SASL "CRAM MD5" "PLAIN' "EXTERNAL")

a003 AUTHENTI CATE "PLAIN' {21+}

<NUL>t i nkNUL>t anst aaf t anst aaf

a003 OK CRAM MD5 password initialized

NOO DOWO

woow

Note: In this exanple, <NUL> represents a single ASCII NUL octet.

7. imaps and pop3s ports
Separate "imaps" and "pop3s" ports were registered for use with SSL
Use of these ports is discouraged in favor of the STARTTLS or STLS
commands.

A nunber of problens have been observed with separate ports for
"secure" variants of protocols. This is an attenpt to enunerate sone
of those probl ens.

- Separate ports lead to a separate URL schene which intrudes into
the user interface in inappropriate ways. For exanple, nany web
pages use |anguage like "click here if your browser supports SSL."
This is a decision the browser is often nore capabl e of naking than
t he user.

- Separate ports inply a nodel of either "secure" or "not secure."
This can be msleading in a nunber of ways. First, the "secure"
port nmay not in fact be acceptably secure as an export-crippl ed
ci pher suite might be in use. This can nislead users into a fal se
sense of security. Second, the normal port might in fact be
secured by using a SASL mechani sm which includes a security |ayer.
Thus the separate port distinction nakes the conpl ex topic of
security policy even nore confusing. One conmnon result of this
confusion is that firewall administrators are often nmisled into
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8.

permtting the "secure" port and blocking the standard port. This
could be a poor choice given the comobn use of SSL with a 40-bit
key encryption |ayer and plain-text password authentication is |ess
secure than strong SASL mechani sms such as GSSAPI with Kerberos 5.

Use of separate ports for SSL has caused clients to inplenent only
two security policies: use SSL or don’t use SSL. The desirable
security policy "use TLS when avail abl e woul d be cunbersome with
the separate port nodel, but is sinple with STARTTLS.

Port nunmbers are a limted resource. Wile they are not yet in
short supply, it is unwise to set a precedent that could double (or
wor se) the speed of their consunption.

| ANA Consi der ati ons

This constitutes registration of the "STARTTLS' and "LOG NDI SABLED'
| MAP capabilities as required by section 7.2.1 of RFC 2060 [| MAP].

The registration for the POP3 "STLS" capability foll ows:

CAPA t ag: STLS
Argunent s: none
Added conmands: STLS

Standard commands affected: May enabl e USER/ PASS as a side-effect.

CAPA conmand SHOULD be re-issued after successful conpletion

Announced states/Valid states: AUTHORI ZATION state only.
Speci fication reference: this meno

The registration for the ACAP "STARTTLS" capability foll ows:

Capability nane: STARTTLS
Capability keyword: STARTTLS
Capability argunments: none

Publ i shed Specification(s): this nmenpo
Person and enmni| address for further infornmation:

see author’s address section bel ow

The registration for the PLAIN SASL nechani sm fol | ows:

SASL mechani sm nane: PLAI'N
Security Considerations: See section 9 of this nmenmp
Publ i shed specification: this meno

Person & emnil| address to contact for further infornmation:

see author’s address section bel ow

I nt ended usage: COVIVON
Aut hor / Change controller: see author’s address section bel ow
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9. Security Considerations

TLS only provides protection for data sent over a network connection
Messages transferred over | MAP or POP3 are still available to server
adm ni strators and usually subject to eavesdroppi ng, tanpering and
forgery when transmtted through SMIP or NNTP. TLS is no substitute
for an end-to-end nessage security nechani smusing M ME security

mul ti parts [ M Me- SEC] .

A man-in-the-mddl e attacker can renpbve STARTTLS fromthe capability
list or generate a failure response to the STARTTLS command. In
order to detect such an attack, clients SHOULD warn the user when
session privacy is not active and/or be configurable to refuse to
proceed wi thout an acceptable |level of security.

A man-in-the-mddle attacker can al ways cause a down-negotiation to
t he weakest authentication nechani smor cipher suite available. For
this reason, inplenentations SHOULD be configurable to refuse weak
nmechani sns or ci pher suites.

Any protocol interactions prior to the TLS handshake are performed in
the clear and can be nodified by a man-in-the-niddle attacker. For
this reason, clients MJST discard cached informati on about server
capabilities advertised prior to the start of the TLS handshake.

Cients are encouraged to clearly indicate when the | evel of
encryption active is known to be vulnerable to attack using nodern
hardware (such as encryption keys with 56 bits of entropy or |ess).

The LOG NDI SABLED | MAP capability (discussed in section 3.2) only
reduces the potential for passive attacks, it provides no protection
agai nst active attacks. The responsibility remains with the client
to avoid sending a password over a vul nerabl e channel

The PLAIN nechanismrelies on the TLS encryption |layer for security.
Wien used without TLS, it is vulnerable to a common network
eavesdroppi ng attack. Therefore PLAIN MJUST NOT be advertised or used
unl ess a suitable TLS encryption layer is active or backwards
conpatibility dictates otherw se.

When the PLAIN nechanismis used, the server gains the ability to

i npersonate the user to all services with the sane password
regardl ess of any encryption provided by TLS or other network privacy
nmechani sms. Wil e many ot her authentication nmechani snms have sinilar
weaknesses, stronger SASL nechani sns such as Kerberos address this
issue. Clients are encouraged to have an operati onal node where al
mechani sns which are likely to reveal the user’s password to the
server are disabled
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The security considerations for TLS apply to STARTTLS and the
security considerations for SASL apply to the PLAI N nechani sm
Addi tional security requirenents are discussed in section 2.

10. References

[ ABNF] Crocker, D. and P. Overell, "Augnented BNF for Syntax
Speci fications: ABNF', RFC 2234, Novenber 1997.

[ ACAP] Newnan, C. and J. Myers, "ACAP -- Application
Configuration Access Protocol", RFC 2244, Novenber 1997.

[ AUTH| Haller, N. and R Atkinson, "On Internet Authentication",
RFC 1704, Cctober 1994.

[ CRAMt MD5] Kl ensin, J., Catoe, R and P. Krunviede, "I NAP/ POP
AUTHor i ze Extension for Sinple Chall engel/ Response”, RFC
2195, Septenmber 1997.

[ 1 MAP] Crispin, M, "Internet Message Access Protocol - Version
4revl1l", RFC 2060, Decenber 1996.

[ KEYWORDS] Bradner, S., "Key words for use in RFCs to |ndicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[MMe-SEC] @Glvin, J., Murphy, S., Crocker, S. and N Freed,
"Security Multiparts for MME: Miltipart/Signed and
Mul tipart/Encrypted", RFC 1847, Cctober 1995.

[ POP3] Myers, J. and M Rose, "Post Ofice Protocol - Version 3",
STD 53, RFC 1939, May 1996.

[ POP3EXT] Gellens, R, Newran, C. and L. Lundbl ade, "POP3 Extension
Mechani sni, RFC 2449, Novenber 1998.

[ POP- AUTH Myers, J., "POP3 AUTHentication conmand", RFC 1734,
Decenber 1994.

[ SASL] Myers, J., "Sinple Authentication and Security Layer
(SASL)", RFC 2222, Cctober 1997.

[ SMITPTLS] Hoffrman, P., "SMIP Service Extension for Secure SMIP over
TLS", RFC 2487, January 1999.

[ TLS] Dierks, T. and C. Allen, "The TLS Protocol Version 1.0",
RFC 2246, January 1999.

Newnan St andards Track [ Page 12]



RFC 2595 Using TLS with | MAP, POP3 and ACAP June 1999

[ UTF- 8] Yergeau, F., "UTF-8, a transformation format of |SO
10646", RFC 2279, January 1998.

11. Author’s Address

Chri s Newman

I nnosoft I nternational, Inc.
1050 Lakes Drive

West Covi na, CA 91790 USA

EMai | : chris. newman@ nnosoft.com

A. Appendi x -- Conpliance Checkli st

An inplenentation is not conpliant if it fails to satisfy one or nore
of the MUST requirenents for the protocols it inplenents. An

i mpl enentation that satisfies all the MJST and all the SHOULD
requirenents for its protocols is said to be "unconditionally
conpliant”; one that satisfies all the MJST requirenents but not al
the SHOULD requirenents for its protocols is said to be
"conditionally conpliant".

Rul es Section
Mandat ory-to-i npl ement Ci pher Suite 2.1
SHOULD have node where encryption required 2.2
server SHOULD have node where TLS not required 2.2
MUST be configurable to refuse all clear-text login

comands or mechani sns 2.3
server SHOULD be configurable to refuse clear-text

| ogi n conmands on entire server and on per-user basis 2.3
client MUST check server identity 2.4
client MJUST use hostnane used to open connection 2.4
client MUST NOT use hostname frominsecure renote | ookup 2.4
client SHOULD support subject Alt Name of dNSNane type 2.4
client SHOULD ask for confirmation or termnate on fail 2.4
MJUST check result of STARTTLS for acceptable privacy 2.5
client MUST NOT issue commands after STARTTLS

until server response and negoti ation done 3.1,4,5.1
client MUST discard cached information 3.1,4,5.1,9
client SHOULD re-issue CAPABI LI TY/ CAPA conmand 3.1, 4
| MAP server with STARTTLS MJUST inpl ement LOG NDI SABLED 3.2
| MAP client MJUST NOT issue LOG@ N if LOG NDI SABLED 3.2
POP server MJST i npl enent POP3 extensions 4
ACAP server MJST re-issue ACAP greeting 5.1
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client SHOULD warn when session privacy not active and/or

refuse to proceed without acceptable security |evel 9
SHOULD be configurable to refuse weak nechani sns or
ci pher suites 9

The PLAIN nechanismis an optional part of this specification
However if it is inplemented the follow ng rules apply:

Rul es Secti on

MUST NOT use PLAIN unl ess strong encryption active
or backwards conpatibility dictates otherw se 6,9
MUST use UTF-8 encoding for characters in PLAIN 6
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Ful I Copyright Statenent
Copyright (C The Internet Society (1999). All R ghts Reserved.

This docunent and translations of it may be copied and furnished to
others, and derivative works that conment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linmted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Newnan St andards Track [ Page 15]






	Using TLS with IMAP, POP3 and ACAP
	June 1999, RFC 2595
	Status of this Memo
	Copyright Notice
	1. Motivation
	1.1. Conventions Used in this Document

	2. Basic Interoperability and Security Requirements
	2.1. Cipher Suite Requirements
	2.2. Privacy Operational Mode Security Requirements
	2.3. Clear-Text Password Requirements
	2.4. Server Identity Check
	2.5. TLS Security Policy Check

	3. IMAP STARTTLS extension
	3.1. STARTTLS Command
	3.2. IMAP LOGINDISABLED capability

	4. POP3 STARTTLS extension
	5. ACAP STARTTLS extension
	5.1. STARTTLS Command

	6. PLAIN SASL mechanism
	7. imaps and pop3s ports
	8. IANA Considerations
	9. Security Considerations
	10. References
	11. Author’s Address
	A. Appendix -- Compliance Checklist
	Full Copyright Statement
	Acknowledgement

	
	IETF Title Page

