Net wor k Wor ki ng Group P. Hof f man
Request for Comments: 2487 Internet Mail Consortium
Cat egory: Standards Track January 1999

SMIP Servi ce Extension for Secure SMIP over TLS
Status of this Meno

This docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.
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Copyright (C The Internet Society (1999). All R ghts Reserved.
1. Abstract

Thi s docunent describes an extension to the SMIP service that all ows
an SMIP server and client to use transport-layer security to provide
private, authenticated comunication over the Internet. This gives
SMIP agents the ability to protect sone or all of their
conmuni cati ons from eavesdroppers and attackers.

2. Introduction

SMIP [ RFC-821] servers and clients normally comrunicate in the clear
over the Internet. In many cases, this conmmunication goes through one
or nore router that is not controlled or trusted by either entity.
Such an untrusted router nmight allow a third party to nonitor or

al ter the communi cati ons between the server and client.

Further, there is often a desire for two SMIP agents to be able to
aut henticate each others’ identities. For exanple, a secure SMIP
server night only allow comruni cati ons from other SMIP agents it
knows, or it mght act differently for nessages received froman
agent it knows than fromone it doesn't know.

TLS [ TLS], nore commonly known as SSL, is a popul ar mechani sm for
enhanci ng TCP communi cati ons with privacy and aut hentication. TLS is
in wide use with the HTTP protocol, and is al so being used for adding
security to nmany other comon protocols that run over TCP
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2.1 Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC-2119].

3. STARTTLS Extension
The STARTTLS extension to SMIP is |laid out as follows:
(1) the nane of the SMIP service defined here is STARTTLS;
(2) the EHLO keyword val ue associated with the extension is STARTTLS;
(3) the STARTTLS keyword has no paraneters;
(4) a new SMIP verb, "STARTTLS", is defined
(5) no additional paranmeters are added to any SMIP command.

4. The STARTTLS Keyword

The STARTTLS keyword is used to tell the SMIP client that the SMIP
server allows use of TLS. It takes no paraneters.

5. The STARTTLS Command
The format for the STARTTLS conmand is:
STARTTLS
wi th no paraneters.

After the client gives the STARTTLS conmand, the server responds wth
one of the follow ng reply codes:

220 Ready to start TLS
501 Syntax error (no paraneters allowed)
454 TLS not avail abl e due to tenporary reason

A publicly-referenced SMIP server MJST NOT require use of the
STARTTLS extension in order to deliver mail locally. This rule
prevents the STARTTLS extension from damaging the interoperability of
the Internet’s SMIP infrastructure. A publicly-referenced SMIP server
is an SMIP server which runs on port 25 of an Internet host listed in
the MX record (or Arecord if an MK record is not present) for the
domai n nane on the right hand side of an Internet nmil address.
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Any SMIP server may refuse to accept nessages for relay based on

aut hentication supplied during the TLS negotiation. An SMIP server
that is not publicly referenced may refuse to accept any nmessages for
relay or |ocal delivery based on authentication supplied during the
TLS negoti ati on.

A SMIP server that is not publicly referenced may choose to require
that the client performa TLS negotiation before accepting any
conmands. In this case, the server SHOULD return the reply code:

530 Must issue a STARTTLS command first

to every conmmand ot her than NOOP, EHLO, STARTTLS, or QUIT. If the
client and server are using the ENHANCEDSTATUSCODES ESMIP ext ensi on
[ RFC-2034], the status code to be returned SHOULD be 5.7.0.

After receiving a 220 response to a STARTTLS conmand, the client
SHOULD start the TLS negoti ation before giving any other SMIP
conmands.

If the SMIP client is using pipelining as defined in RFC 1854, the
STARTTLS comand nust be the |last conmand in a group

5.1 Processing After the STARTTLS Comrand

After the TLS handshake has been conpl eted, both parties MJST

i medi ately deci de whether or not to continue based on the

aut hentication and privacy achi eved. The SMIP client and server nay
deci de to nove ahead even if the TLS negotiation ended with no

aut hentication and/ or no privacy because nbst SMIP services are
perfornmed with no authentication and no privacy, but sone SMIP
clients or servers may want to continue only if a particular |evel of
aut henti cation and/or privacy was achi eved.

If the SMIP client decides that the |evel of authentication or
privacy is not high enough for it to continue, it SHOULD i ssue an
SMIP QUIT conmand i medi ately after the TLS negotiation is conplete
If the SMIP server decides that the level of authentication or
privacy is not high enough for it to continue, it SHOULD reply to
every SMIP command fromthe client (other than a QU T comand) with
the 554 reply code (with a possible text string such as "Conmand
refused due to | ack of security").

The deci sion of whether or not to believe the authenticity of the

other party in a TLS negotiation is a local natter. However, sone
general rules for the decisions are:
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- A SMIP client would probably only want to authenticate an SMIP
server whose server certificate has a domain nane that is the
donmai n nanme that the client thought it was connecting to.

- A publicly-referenced SMIP server woul d probably want to accept
any certificate froman SMIP client, and woul d possibly want to
put distinguishing information about the certificate in the
Recei ved header of nessages that were relayed or submitted from
the client.

5.2 Result of the STARTTLS Command

Upon conpl etion of the TLS handshake, the SMIP protocol is reset to
the initial state (the state in SMIP after a server issues a 220
service ready greeting). The server MJST discard any know edge
obtained fromthe client, such as the argunent to the EHLO comuand,
whi ch was not obtained fromthe TLS negotiation itself. The client
MUST di scard any know edge obtained fromthe server, such as the list
of SMIP service extensions, which was not obtained fromthe TLS
negotiation itself. The client SHOULD send an EHLO command as the
first command after a successful TLS negotiation

The list of SMIP service extensions returned in response to an EHLO
command received after the TLS handshake MAY be different than the
list returned before the TLS handshake. For exanple, an SMIP server
m ght not want to advertise support for a particular SASL nmechani sm
[ SASL] unless a client has sent an appropriate client certificate
during a TLS handshake.

Both the client and the server MJST know if there is a TLS session
active. A client MUST NOT attenpt to start a TLS session if a TLS
session is already active. A server MJUST NOT return the TLS extension
in response to an EHLO comand received after a TLS handshake has
conpl et ed

6. Usage Exanple

The following dialog illustrates how a client and server can start a
TLS session:

220 Go ahead
<starts TLS negoti ati on>

S: <waits for connection on TCP port 25>

C. <opens connection>

S: 220 nail.inc.org SMIP service ready

C. EHLO muil .ietf.org

S: 250-mail.inc.org offers a warm hug of wel cone
S: 250 STARTTLS

C. STARTTLS

S

C
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C & S: <negotiate a TLS session>
C & S: <check result of negotiation>
C. <continues by sending an SMIP conmand>

7. Security Considerations

It should be noted that SMIP is not an end-to-end nechanism Thus, if
an SMIP client/server pair decide to add TLS privacy, they are not
securing the transport fromthe originating mail user agent to the
reci pient. Further, because delivery of a single piece of nmail may
go between nore than two SMIP servers, adding TLS privacy to one pair
of servers does not nean that the entire SMIP chain has been nade
private. Further, just because an SMIP server can authenticate an
SMIP client, it does not nmean that the mail fromthe SMIP client was
aut henticated by the SMIP client when the client received it.

Both the STMP client and server nust check the result of the TLS
negoti ation to see whether acceptabl e authentication or privacy was
achieved. Ignoring this step conpletely invalidates using TLS for
security. The decision about whether acceptable authentication or
privacy was achieved is nmade locally, is inplenentation-dependant,
and is beyond the scope of this docunent.

The SMTIP client and server should note carefully the result of the

TLS negotiation. If the negotiation results in no privacy, or if it
results in privacy using algorithms or key lengths that are deened

not strong enough, or if the authentication is not good enough for

either party, the client nay choose to end the SMIP session with an
i mediate QU T command, or the server may choose to not accept any

nore SMIP conmands.

A server announcing in an EHLO response that it uses a particular TLS
protocol should not pose any security issues, since any use of TLS
will be at |east as secure as no use of TLS.

A man-in-the-mddle attack can be | aunched by del eting the "250
STARTTLS" response fromthe server. This would cause the client not
to try to start a TLS session. An SMIP client can protect against
this attack by recording the fact that a particular SMIP server

of fers TLS during one session and generating an alarmif it does not
appear in the EHLO response for a | ater session. The |lack of TLS
during a session SHOULD NOT result in the bouncing of email, although
it could result in delayed processing.
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Bef ore the TLS handshake has begun, any protocol interactions are
perforned in the clear and may be nodified by an active attacker. For
this reason, clients and servers MJST di scard any know edge obt ai ned
prior to the start of the TLS handshake upon conpl etion of the TLS
handshake.

The STARTTLS extension is not suitable for authenticating the author
of an email message unless every hop in the delivery chain, including
the submission to the first SMIP server, is authenticated. Another
proposal [SMIP-AUTH] can be used to authenticate delivery and M M
security nmultiparts [ M Me-SEC] can be used to authenticate the author
of an email nessage. In addition, the [ SMIP-AUTH] proposal offers
sinmpler and nore flexible options to authenticate an SMIP client and
t he SASL EXTERNAL nechani sm [ SASL] MAY be used in conjunction with
the STARTTLS conmand to provide an authorization identity.
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C. Full Copyright Statenent
Copyright (C The Internet Society (1999). All R ghts Reserved.

This docunent and translations of it may be copied and furnished to
others, and derivative works that conment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linmted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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