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Abst r act

The | Psec protocol suite is used to provide privacy and

aut hentication services at the IP layer. Several docunents are used
to describe this protocol suite. The interrelationship and

organi zation of the various docunents covering the | Psec protocol are
di scussed here. An explanation of what to find in which docunent,
and what to include in new Encryption Al gorithm and Authentication

Al gorithm docunents are descri bed.
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1. Introduction

This docunent is intended to provide guidelines for the devel oprment
of collateral specifications describing the use of new encryption and
aut hentication algorithns with the ESP protocol, described in [ ESP]
and new aut hentication algorithns used with the AH protocol

described in [AH . ESP and AH are part of the IP Security
architecture described in [Arch]. There is a requirenent for a

wel | - known procedure that can be used to add new encryption

al gorithnms or authentication algorithns to ESP and AH, not only while
the initial docunent set is undergoing devel opnent but after the base
docunment s have achi eved RFC status. Followi ng the guidelines

di scussed bel ow sinplifies adding new al gorithns and reduces that
amount of redundant docunentation

The goal in witing a new Encryption Al gorithmor Authentication

Al gorithm docunent is to concentrate on the application of the
specific algorithmwithin ESP and AH. General ESP and AH concepts,
definitions, and issues are covered in the ESP and AH docunents. The
al gorithns thensel ves are not described in these docunents. This
gives us the capability to add new algorithnms and al so specify how
any given algorithmm ght interact with other algorithns. The intent
is to achieve the goal of avoiding duplication of information and
excessi ve nunbers of docunents, the so-called "draft expl osion"
effect.

2. Interrelationship of |IPsec Docunents

The docunents describing the set of I Psec protocols are divided into
seven groups. This is illustrated in Figure 1. There is a nain
Archi tecture docunent which broadly covers the general concepts,
security requirenments, definitions, and mechani sms defining |IPsec

t echnol ogy.

There is an ESP Protocol docunent and an AH Protocol docunment which

covers the packet format and general issues regarding the respective
protocols. These protocol docunents also contain default values if

appropriate, such as the default padding contents, and nmandatory to

i npl enent al gorithns. These docunents dictate sone of the values in
the Domain O Interpretation docunment [DO]. Note the DO docunent

is itself part of the | ANA Assigned Nunbers nechani sm and so the

val ues described in the DO are well-known. See [DO] for nore

i nformati on on the mechani sm

The "Encryption Al gorithn docunent set, shown on the left, is the
set of documents describing how various encryption algorithns are
used for ESP. These docunents are intended to fit in this roadmap
and shoul d avoid overlap with the ESP protocol docunent and with the
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Aut henti cation Al gorithm docunents. Exanples of this docunent are
the [DES-Detroit] and [CBC] docunments. When these or other
encryption algorithns are used for ESP, the DO docunment has to

i ndi cate certain values, such as an encryption algorithmidentifier
so these docunents provide input to the DO.

The "Authentication Al gorithnm docunment set, shown on the right, is
the set of documents describing how various authentication algorithns
are used for both ESP and AH. These docunents are intended to fit in
this roadmap, and should avoid overlap with the AH protocol docunent
and with the Encryption Al gorithmdocunents. Exanples of this
docunent are the [ HVAC- MD5], and [ HVAC- SHA- 1] docunents. Wen these
or other algorithnms are used for either ESP or AH the DO docunent
has to indicate certain values, such as algorithmtype, so these
docunents provide input to the DO.

The "Key Managenment Docunents”, shown at the bottom are the
docunment s descri bing the | ETF standards-track key managenment schenes.
These docunents provide certain values for the DO also. Note that

i ssues of key managenent shoul d be indicated here and not in, for
exanpl e, the ESP and AH protocol docunents. Currently this box
represents [| SAKMP], [Cakley], and [Resol ution].

The DA docunent, shown in the mddle, contains values needed for the
ot her documents to relate to each other. This includes for exanple
encryption algorithms, authentication algorithns, and operationa
paraneters such as key lifetinmes.
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Figure 1. | Psec Docurment Roadnap.
3. Keying Materi al

Descri bing the encryption and authentication algorithns in different
docunments rai ses the issue of how the key managenent protocols knows
the required keying material length for the desired al gorithnms when
used together with ESP. It also raises the issue of how to divide
the keying material. This is known as the "slicing and dicing"

i nformation.

Each Encryption Al gorithm and Authentication Al gorithm docunent
shoul d specify their respective key attributes (e.g. how to pad,

| ocation of parity bits, key order for nulti-keyed al gorithms, and

I ength). The key nanagenment protocols should use the length of the
keys specified in the respective Al gorithmdocunents to generate the
keying material of required |ength.
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The key managenent protocol generates keying material w th enough
strength and size to generate keys for individual algorithns. The

| Psec Architecture docurment specifies how keys are extracted froma
single block of keying material when nultiple keys are required (e.g.
ESP with authentication). The Encryption Al gorithm and

Aut henti cati on Al gorithm documents are responsi ble for specifying the
key sizes and strengths for each algorithm However, whether the
entire keying material is passed down to the kernel to perform
slicing and dicing or if the keys are sliced and di ced by key
managenent protocol is an inplenentation issue. The AH protoco
docunment has no such requirenent.

4. Recommended Content of Al gorithm Docunents

The docunent describing how a specific encryption or authentication
algorithmis used should contain information appropriate to that
encryption or authentication algorithm This section enunerates what
i nformati on should be provided. It is the intention of the docunent
roadmap that:

General protocol information goes in the respective ESP or AH
prot ocol docunents.

Key managenent information goes in the key managenent docunents.
Assi gned val ues and constants of negotiable itens go in the DO
docunent .

Encryption and aut hentication algorithms require sonme set of optional
paraneters or have optional nodes of operation (e.g. |Vs,

aut hentication data | engths, and key lengths). To help elimnate
sonme conplexity involved with key managenent having to negotiate

| arge nunbers of algorithmspecific paraneters, encryption and

aut hentication al gorithmdocunments will select fixed values for these
paraneters when it is deenmed technically reasonabl e and feasi bl e.

Note, the following information is intended as a general guideline
only.

4.1 Encryption and Authentication Al gorithns

This section describes the information that should be included in
both Encryption Al gorithmand Authentication Al gorithm docunments.

Keyi ng Materi al
Si ze of keys, including mninmum naxi rum reconmended and/ or

requi red sizes. Note: the security considerations section should
address any weakness in specific sizes.
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Recommended or required pseudo-random nunber generator techniques
and attributes to provide sufficiently strong keys. [ RANDOM
provi des reconmendati ons on generating strong randomess for use
with security.

Format of keying material.

Known weak keys or references to docunentation on known weak keys.
Recommended or required processing of input keying material such
as parity generation or checking.

Requi rements and/or reconmmendati ons on how often the keying

mat eri al shoul d be refreshed.

Per f or mance Consi derati ons
Any avail abl e estimates on performance of this algorithm
Any avail abl e conparison data (e.g., conpared agai nst DES or
MD5) .
I nput size or other considerations that could i nprove or degrade
per f or mance.

ESP Environment al Consi derations
Any known issues regarding interactions between this algorithmand
ot her aspects of ESP, such as use of certain authentication
schenes. Note: As new encryption and authentication al gorithns
are applied to ESP, the later docunments will be required to
address interactions with previously specified al gorithns.

Payl oad Content and Format Description
Speci fication of size, placenent, and content of algorithm
specific fields not defined in the ESP or AH protocol docunents

(e.g., I'V).

Security Considerations
Di scuss any known attacks.
Di scuss any known common inplementation pitfalls, such as use of
weak random nunber generators.
Di scuss any rel evant validation procedures, such as test vectors.
[ RFC-2202] is an exanple docunment containing test vectors for
a set of authentication algorithns.

4.2 Encryption Al gorithns

This section describes the information that should be included in the
Encryption Al gorithm docunents.

Encryption Al gorithm Description
General information how this encryption algorithmis to be used in
ESP.
Description of background material and fornmal algorithm
description.
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Features of this encryption algorithmto be used by ESP, including
encryption and/ or authentication.

Mention of any availability issues such as Intellectual Property
consi derati ons.

Ref erences, in | ETF style, to background material such as FIPS
docunent s.

Al gorithm Modes of Operation

. Description of howthe algorithmis operated, whether it is block
node or stream ng node or other.
Requirements for input or output block format.
Paddi ng requirements of this algorithm Note: there is a default
for padding, specified in the base ESP docunent, so this is only
needed i f the default cannot be used.
Any al gorithmspecific operating paraneters, such as nunber of
rounds.
I dentify optional parameters and optional methods of operation and
pi ck reasonable fixed values and methods with explicit technica
expl anati ons.
Identify those optional paraneters in which values and net hods
should remain optional with explicit technical explanations on why
fi xed values and nethods shoul d not be used.
Defaul ts and nandatory ranges on al gorithmspecific optiona
paranmeters that could not be fixed.

4.3 Authentication Al gorithns

This section describes the information that should be included in the
Aut henti cation Al gorithmdocunents. In nbst cases, an authentication
algorithmw || operate the same whether it is used for ESP or AH.
This should be represented in a single Authentication Al gorithm
docunent .

Aut henti cation Al gorithm Description
General information on how this authentication algorithmis to be
used wi th ESP and AH.
Description of background material and fornmal algorithm
description.
Features of this authentication algorithm
Mention of any availability issues such as Intellectual Property
consi derati ons.
References, in | ETF style, to background material such as
FI PS docunments and definitive descriptions of underlying
al gorithns.

Al gorithm Modes of Operation
Descri ption of how the algorithmis operated.
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Al gorithmspecific operating paraneters, such as nunber of

rounds, and input or output block format.

Inplicit and explicit padding requirenents of this algorithm

Note: There is a default nmethod for padding of the

authentication data field specified in the AH protocol docunent.
This is only needed if the default cannot be used.

I dentify optional parameters and optional methods of operation and
pi ck reasonable fixed values and methods with explicit technica
expl anati ons.

Identify those optional paraneters in which values and net hods
should remain optional with explicit technical explanations on why
fi xed values and nethods shoul d not be used.

Defaul ts and nandatory ranges on al gorithmspecific optiona
paranmeters that could not be fixed.

Aut henti cation data conparison criteria for this algorithm Note:
There is a default nethod for verifying the authentication data
specified in the AH protocol docunent. This is only needed if the
default cannot be used (e.g. when using a signed hash).

5. Security Considerations

Thi s docunent provides a roadmap and guidelines for witing
Encryption and Authentication Al gorithm documents. The reader should
follow all the security procedures and gui delines described in the

| Psec Architecture, ESP Protocol, AH Protocol, Encryption Al gorithm
and Aut hentication Al gorithmdocunents. Note that many encryption
al gorithms are not considered secure if they are not used with sone
sort of authentication nechani sm

6. Acknow edgnents

Several Internet drafts were referenced in witing this docunent.
Dependi ng on where the docunents are on (or off) the | ETF standards
track these may not be avail able through the | ETF RFC repositories.
In certain cases the reader may want to know what version of these
docunments were referenced. These docunents are:

DES-Detroit: this is the ANX Wrkshop style of ESP, based on the
Hughes draft as nodified by Cheryl Madson and published on the ANX
mailing |list.

DO : draft-ietf-ipsec-ipsec-doi-02.txt.

3DES: this is <the Triple-DES shi mdocunent>.

CAST: this is draft-ietf-ipsec-esp-cast-128-cbc-00.txt, as revised
to relate to this docunent.

ESP. draft-ietf-ipsec-esp-04.txt, mailed to the IETF mailing |ist
in May/ June 1997.

AH: draft-ietf-ipsec-auth-05.txt, nmailed to the IETF mailing |ist
in May/June 1997.
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HUGHES: this is draft-ietf-ipsec-esp-des-nd5-03.txt

| SAKMP: There are three docunments describing | SAKMP. These are
draft-ietf-ipsec-isaknp-07.txt, draft-ietf-ipsec-isaknp-oakley-
03.txt, and draft-ietf-ipsec-ipsec-doi-02.1txt.

7. References

[ CBC]

[ Arch]

[ DES-Detroit]

(DA

[ AH]

[ ESP]

[ HVAC]

[ HVAC- MD5]

[ HVAC- SHA- 1]

[ RANDOM

[ RFC- 2202]

Thayer, et. al.

Periera, R, and R Adanms, "The ESP CBC- Mbde Ci pher
Al gorithms", RFC 2451, Novenber 1998.

Kent, S., and R Atkinson, "Security Architecture for
the Internet Protocol", RFC 2401, Novenber 1998.

Madson, C., and N. Doraswany, "The ESP DES- CBC Ci pher
AlgorithmWth Explicit IV', RFC 2405, Novenber 1998.

Piper, D., "The Internet |IP Security Domain of
Interpretation for | SAKMP", RFC 2407, Novenber 1998.

Kent, S., and R Atkinson, "IP Authentication Header",
RFC 2402, Novenber 1998.

Kent, S., and R Atkinson, "IP Encapsul ating Security
Payl oad (ESP)", RFC 2406, Novenber 1998.

Krawczyk, K., Bellare, M, and R Canetti, "HWVAC
Keyed- Hashi ng for Message Authentication”, RFC 2104,
February 1997.

Madson, C., and R denn, "The Use of HMAC-MD5 within
ESP and AH', RFC 2403, Novenber 1998.

Madson, C., and R denn, "The Use of HMAC-SHA-1 within
ESP and AH', RFC 2404, Novenber 1998.

Eastl| ake, D., Crocker, S., and J. Schiller, "Randommess
Recommendati ons for Security", RFC 1750, Decenber 1994.

Cheng, P., and R denn, "Test Cases for HVAC- MD5 and
HVAC- SHA- 1", RFC 2202, March 1997.

I nf or mati onal [ Page 9]



RFC 2411 | P Security Document Roadnmap Novenber 1998

8. Authors’ Addresses

Rodney Thayer

Sabl e Technol ogy Corporation
246 Wal nut Street

Newt on, Massachusetts 02160

EMail: mailto:rodney@abl et ech. com

Naganand Dor aswany
Bay Networ ks

EMai | : naganand@aynet wor ks. com
Rob d enn
NI ST

EMai | ;: rob. gl enn@i st. gov

Thayer, et. al. I nf or mati onal [ Page 10]



RFC 2411 | P Security Document Roadnmap Novenber 1998

9. Full Copyright Statenent
Copyright (C) The Internet Society (1998). All R ghts Reserved.

This docunent and translations of it may be copied and furnished to
others, and derivative works that conment on or otherw se explain it
or assist in its inplementation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the infornmation contained herein is provided on an
"AS I'S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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