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The String Representation of LDAP Search Filters
1. Status of this Menp

This docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (1997). Al R ghts Reserved.
| ESG Not e

Thi s docunent describes a directory access protocol that provides
both read and update access. Update access requires secure

aut hentication, but this docunent does not nmandate inpl enmentation of
any satisfactory authentication nmechani sns.

In accordance with RFC 2026, section 4.4.1, this specification is
bei ng approved by | ESG as a Proposed Standard despite this
limtation, for the follow ng reasons:

a. to encourage inplenentation and interoperability testing of
these protocols (with or without update access) before they
are depl oyed, and

b. to encourage depl oynment and use of these protocols in read-only
applications. (e.g. applications where LDAPv3 is used as
a query language for directories which are updated by sone
secure nechani sm ot her than LDAP), and

c. to avoid del aying the advancenent and depl oynent of other |nternet

standards-track protocols which require the ability to query, but
not update, LDAPv3 directory servers.
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Readers are hereby warned that until mandatory authentication
mechani sns are standardi zed, clients and servers witten according to
this specification which nake use of update functionality are

UNLI KELY TO | NTEROPERATE, or MAY | NTEROPERATE ONLY | F AUTHENTI CATI ON
I S REDUCED TO AN UNACCEPTABLY WEAK LEVEL.

| mpl enentors are hereby di scouraged from depl oyi ng LDAPv3 clients or
servers which inplenent the update functionality, until a Proposed
Standard for mandatory authentication in LDAPv3 has been approved and
publ i shed as an RFC.

2. Abstract

The Lightweight Directory Access Protocol (LDAP) [1] defines a
network representation of a search filter transmtted to an LDAP
server. Some applications may find it useful to have a common way of
representing these search filters in a human-readable form This
docunment defines a human-readable string format for representing LDAP
search filters.

Thi s docunent replaces RFC 1960, extending the string LDAP filter
definition to include support for LDAP version 3 extended natch
filters, and including support for representing the full range of
possi bl e LDAP search filters.
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3. LDAP Search Filter Definition

An LDAPv3 search filter is defined in Section 4.5.1 of [1] as

fol |l ows:
Filter ::= CHO CE {
and [0] SET OF Filter,
or [1] SET OF Filter,
not [2] Filter,
equal i tyMat ch [3] AttributeVal ueAssertion,
substrings [4] SubstringFilter,
gr eat er Or Equal [5] AttributeVal ueAssertion,
| essOr Equal [6] AttributeVal ueAssertion,
present [7] AttributeDescription,
appr oxhMat ch [8] AttributeVal ueAsserti on,
ext ensi bl eMat ch [9] Mat chi ngRul eAssertion
}
SubstringFilter ::= SEQUENCE {
type AttributeDescription,
SEQUENCE OF CHA CE {
initial [0] LDAPStTri ng,
any [1] LDAPStri ng,
final [2] LDAPString
}
}
AttributeVal ueAssertion ::= SEQUENCE {
attribut eDesc AttributeDescription,
attributeValue AttributeVal ue
}
Mat chi ngRul eAssertion ::= SEQUENCE ({
mat chi ngRul e [1] Mat chi ngRul el D OPTI ONAL,
type [2] AttributeDescription OPTI ONAL,
mat chVal ue [3] AssertionVal ue,
dnAttri butes [4] BOOLEAN DEFAULT FALSE
}
AttributeDescription ::= LDAPString

Attri buteVal ue ::

OCTET STRI NG

Mat chi ngRul el D : : = LDAPStri ng

AssertionVal ue ::= OCTET STRI NG

LDAPString ::= OCTET STRI NG
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where the LDAPString above is linmted to the UTF-8 encodi ng of the
| SO 10646 character set [4]. The AttributeDescriptionis a string
representation of the attribute description and is defined in [1].
The AttributeVal ue and AssertionVal ue OCTET STRI NG have the form
defined in [2]. The Filter is encoded for transm ssion over a
networ k using the Basic Encoding Rules defined in [3], with
sinplifications described in [1].

4. String Search Filter Definition
The string representation of an LDAP search filter is defined by the

followi ng grammar, followi ng the ABNF notation defined in [5]. The
filter format uses a prefix notation.

filter ="(" filtercomp ")"

filtercomp = and / or / not / item

and ="&" filterlist

or ="|" filterlist

not ="1" filter

filterlist = 1*filter

item = sinple / present / substring / extensible

sinpl e = attr filtertype val ue

filtertype = equal / approx / greater / |ess

equal ="="

appr ox = "~=

greater = ">="

| ess = "<="

extensible = attr [":dn"] [":" matchingrule] ":=" value
[ [":dn"] ":" matchingrule ":=" val ue

pr esent = attr "=*"

substring = attr "=" [initial] any [final]

initial = val ue

any = "*" *(value "*")

final = val ue

attr = AttributeDescription fromSection 4.1.5 of [1]

mat chi ngrul e = MatchingRuleld from Section 4.1.9 of [1]

val ue = AttributevValue from Section 4.1.6 of [1]

The attr, matchingrule, and value constructs are as described in the
correspondi ng section of [1] given above.
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If a value should contain any of the follow ng characters

Char act er ASCl | val ue
* Ox2a
( 0x28
) 0x29
\ 0x5c¢
NUL 0x00

the character nust be encoded as the backslash '\’ character (ASCl
0x5c) followed by the two hexadecinmal digits representing the ASCI
val ue of the encoded character. The case of the two hexadeci ma
digits is not significant.

This sinple escaping mechanismelimnates filter-parsing anmbiguities
and allows any filter that can be represented in LDAP to be
represented as a NUL-term nated string. Qther characters besides the
ones |isted above may be escaped using this nmechanism for exanple,
non-printing characters.

For exanple, the filter checking whether the "cn" attribute contained
a value with the character "*" anywhere in it would be represented as
"(cn=*\2a*)".

Not e that although both the substring and present productions in the
gramar above can produce the "attr=*" construct, this construct is
used only to denote a presence filter

5. Exanpl es

This section gives a few exanples of search filters witten using
this notation.

(cn=Babs Jensen)
(' (cn=Ti m Howes))
(&(obj ect d ass=Person) (| (sn=Jensen) (cn=Babs J*)))
(o=uni v*of *m ch*)

The follow ng exanples illustrate the use of extensible matching.
(cn:1.2.3.4.5:=Fred Flintstone)
(sn:dn:2.4.6.8.10: =Bar ney Rubbl e)

(o:dn: =Ace I ndustry)
(:dn:2.4.6.8.10: =Di no)
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The second exanple illustrates the use of the ":dn" notation to
indicate that matching rule "2.4.6.8.10" should be used when naki ng
conparisons, and that the attributes of an entry’s distinguished nane
shoul d be considered part of the entry when evaluating the nmatch

The third exanple denotes an equality match, except that DN
conponents shoul d be considered part of the entry when doing the
mat ch.

The fourth exanple is a filter that should be applied to any
attribute supporting the matching rule given (since the attr has been
left off). Attributes supporting the matching rule contained in the
DN shoul d al so be consi der ed.

The follow ng exanples illustrate the use of the escaping nmechani sm

(o=Parens R Us \28for all your parenthetical needs\29)
(cn=*\ 2A*)

(fil ename=C:\ 5¢cMFil e)

(bi n=\" 00\ 00\ 00\ 04)

(sn=Lu\ c4\ 8di \ c4\ 87)

The first exanmple shows the use of the escaping nechanismto
represent parenthesis characters. The second shows how to represent a
"*" in a value, preventing it frombeing interpreted as a substring
indicator. The third illustrates the escaping of the backsl ash
character.

The fourth exanple shows a filter searching for the four-byte val ue
0x00000004, illustrating the use of the escaping nechanismto
represent arbitrary data, including NUL characters.

The final exanple illustrates the use of the escaping nechanismto
represent various non-ASClI| UTF-8 characters.

6. Security Considerations

This neno describes a string representation of LDAP search filters.
While the representation itself has no known security inplications,
LDAP search filters do. They are interpreted by LDAP servers to
select entries fromwhich data is retrieved. LDAP servers should
take care to protect the data they nmaintain fromunauthorized access.
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9. Full Copyright Statenent
Copyright (C The Internet Society (1997). All R ghts Reserved.

This docunent and translations of it may be copied and furnished to
others, and derivative works that conment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linmted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Howes St andards Track [ Page 8]



	The String Representation of LDAP Search Filters
	Dec 1997 RFC 2254
	1. Status of this Memo
	IESG Note
	2. Abstract
	3. LDAP Search Filter Definition
	4. String Search Filter Definition
	5. Examples
	6. Security Considerations
	7. References
	8. Author’s Address

	
	IETF Title Page

