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Status of this Meno

This docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C The Internet Society (1997). All R ghts Reserved.
| ESG Not e

Thi s docunent describes a directory access protocol that provides
both read and update access. Update access requires secure

aut hentication, but this docunent does not nmandate inplenmentation of
any satisfactory authentication nmechani sns.

In accordance with RFC 2026, section 4.4.1, this specification is
bei ng approved by | ESG as a Proposed Standard despite this
limtation, for the follow ng reasons:

a. to encourage inplenentation and interoperability testing of
these protocols (with or w thout update access) before they
are depl oyed, and

b. to encourage depl oynment and use of these protocols in read-only
applications. (e.g. applications where LDAPv3 is used as
a query language for directories which are updated by sone
secure nechani sm ot her than LDAP), and

c. to avoid del aying the advancenent and depl oynent of other |nternet

standards-track protocols which require the ability to query, but
not update, LDAPv3 directory servers.
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Readers are hereby warned that until mandatory authentication
mechani sns are standardi zed, clients and servers witten according to
this specification which nake use of update functionality are

UNLI KELY TO | NTEROPERATE, or MAY | NTEROPERATE ONLY | F AUTHENTI CATI ON
I S REDUCED TO AN UNACCEPTABLY WEAK LEVEL.

| mpl enentors are hereby di scouraged from depl oyi ng LDAPv3 clients or
servers which inplenent the update functionality, until a Proposed
Standard for mandatory authentication in LDAPv3 has been approved and
publ i shed as an RFC.

Abst r act

The X. 500 Directory uses distinguished nanes as the primary keys to
entries in the directory. Distinguished Nanes are encoded in ASN. 1
in the X. 500 Directory protocols. 1In the Lightweight Directory
Access Protocol, a string representation of distinguished nanes is
transferred. This specification defines the string format for
representing nanes, which is designed to give a clean representation
of commonly used di stingui shed nanes, while being able to represent
any di stingui shed nane.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [6].

1. Background

This specification assunes famliarity with X.500 [1], and the
concept of Distinguished Name. It is inportant to have a conmon
format to be able to unanbi guously represent a distingui shed nane.
The primary goal of this specification is ease of encodi ng and
decodi ng. A secondary goal is to have nanes that are human readabl e.
It is not expected that LDAP clients with a human user interface
woul d di splay these strings directly to the user, but would nost
likely be perform ng translations (such as expressing attribute type
nanes in one of the |ocal national |anguages).

2. Converting Distingui shedName fromASN. 1 to a String
In X.501 [2] the ASN. 1 structure of distinguished nane is defined as:
Di sti ngui shedNanme ::= RDNSequence

RDNSequence ::= SEQUENCE OF Rel ativeDi sti ngui shedName
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Rel ati veDi sti ngui shedNane ::= SET SIZE (1..MAX) OF
Attri but eTypeAndVal ue

Attribut eTypeAndVal ue ::= SEQUENCE ({
type AttributeType
val ue AttributeVal ue }

The foll owi ng sections define the algorithmfor converting from an
ASN. 1 structured representation to a UTF-8 string representation

2.1. Converting the RDNSequence

I f the RDNSequence is an enpty sequence, the result is the enpty or
zero length string.

O herwi se, the output consists of the string encodi ngs of each

Rel ati veDi sti ngui shedNarme in the RDNSequence (according to 2.2),
starting with the | ast element of the sequence and nmovi ng backwards
toward the first.

The encodi ngs of adjoining RelativeDi stingui shedNanes are separ at ed
by a comma character (', ASCI| 44).

2.2. Converting Rel ativeD stingui shedName

When converting froman ASN. 1 Rel ativeDi stingui shedNane to a string,
the out put consists of the string encodi ngs of each
Attribut eTypeAndVal ue (according to 2.3), in any order.

Where there is a nulti-valued RDN, the outputs from adj oi ni ng
AttributeTypeAndVval ues are separated by a plus (*+ ASC | 43)
character.

2.3. Converting AttributeTypeAndVal ue

The AttributeTypeAndVal ue is encoded as the string representation of
the AttributeType, followed by an equals character ('= ASCI| 61),
followed by the string representation of the AttributeValue. The
encodi ng of the AttributeValue is given in section 2.4.

If the AttributeType is in a published table of attribute types
associated with LDAP [4], then the type nane string fromthat table
is used, otherwise it is encoded as the dotted-deci mal encoding of
the AttributeType’s OBJECT | DENTI FI ER. The dotted-decinal notation is
described in [3]. As an exanple, strings for a few of the attribute
types frequently seen in RDNs include:

Wahl, et. al. Pr oposed Standard [ Page 3]



RFC 2253 LADPv3 Di sti ngui shed Nanes Decenber 1997

String X. 500 AttributeType

CN comonNane

L | ocal i t yNane

ST st at eOr Provi nceNane

@] or gani zat i onNane

QU or gani zat i onal Uni t Nane
C count r yName

STREET street Address

DC domai nConponent

u D userid

2.4, Converting an AttributeValue fromASN. 1 to a String

If the AttributeValue is of a type which does not have a string
representation defined for it, then it is sinply encoded as an
oct ot horpe character ("# ASCI | 35) followed by the hexadeci nal
representation of each of the bytes of the BER encoding of the X 500
AttributeValue. This form SHOULD be used if the AttributeType is of
the dotted-deci mal form

Oherwise, if the AttributeValue is of a type which has a string
representation, the value is converted first to a UTF-8 string
according to its syntax specification (see for exanple section 6 of

[4]).

If the UTF-8 string does not have any of the follow ng characters
whi ch need escaping, then that string can be used as the string
representati on of the val ue.

o} a space or "#" character occurring at the beginning of the
string

0 a space character occurring at the end of the string
0 One Of t he (:ha.r aCt erS II’ Il’ " +Il’ nu Il, Il\ll, n <||, n >l| Or ll; n

| mpl enent ati ons MAY escape ot her characters

If a character to be escaped is one of the Iist shown above, then it
is prefixed by a backslash ("\' ASCI| 92).

O herwi se the character to be escaped is replaced by a backsl ash and
two hex digits, which forma single byte in the code of the
character.

Exanpl es of the escaping nechani smare shown in section 5.
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3. Parsing a String back to a Distingui shed Nane

The structure of the string is specified in a BNF grammar, based on
the grammar defined in RFC 822 [5]. Server inplenmentations parsing a
DN string generated by an LDAPv2 client MJST al so accept (and ignore)
the variants given in section 4 of this docunent.

di stingui shedNane = [ nane] ; may be enpty string
nane = nane-conponent *("," nane-conponent)

nane- conponent = attributeTypeAndVal ue *("+" attri buteTypeAndVal ue)

attribut eTypeAndVal ue = attri buteType attribut eVal ue

attributeType = (ALPHA 1*keychar) / oid
keychar = ALPHA/ DA T/ "-"

oid = 1*DAT *("." 1*DIAT)
attributevalue = string
string = *( stringchar / pair )

[ "#" hexstring
/ QUOTATION *( quotechar / pair ) QUOTATION ; only fromv2

quot echar = <any character except "\" or QUOTATI ON >
speci al S e L B - S
pair ="\" ( special / "\" [/ QUOTATION / hexpair )
stringchar = <any character except one of special, "\" or QUOTATION >
hexstring = 1*hexpair
hexpai r = hexchar hexchar
hexchar =bg@T/ "A"/ "B/ "C" [/ "D [ "E" [/ "F"
/[ "a" [ "b" [ "c¢" [ "d" [/ "e" | "f"
ALPHA = <any ASCI| al phabetic character>
; (decimal 65-90 and 97-122)
DAT = <any ASCI| decimal digit> ; (decinal 48-57)
QUOTATION = <the ASCI| double quotation mark character '"' decimal 34>
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4.

Rel ationship with RFC 1779 and LDAPv2

The syntax given in this docunent is nore restrictive than the syntax
in RFC 1779. Inplenentations parsing a string generated by an LDAPv2
client MUST accept the syntax of RFC 1779. I npl enentati ons MJUST NOT,
however, generate any of the RFC 1779 encodi ngs which are not

descri bed above in section 2.

| mpl enent ati ons MJST all ow a senicol on character to be used instead
of a conma to separate RDNs in a distinguished nane, and MUST al so
al | ow whi t espace characters to be present on either side of the coma
or semi colon. The whitespace characters are ignored, and the

sem col on replaced with a conma.

| mpl enentations MUST allow an oid in the attribute type to be
prefixed by one of the character strings "oid." or "AOD.".

| mpl enent ati ons MUST allow for space (' ' ASCIlI 32) characters to be
present between nane-conponent and ',’', between attributeTypeAndVal ue
and '+, between attributeType and '=", and between '= and

attributevalue. These space characters are ignored when parsing.

| mpl enent ati ons MUST allow a val ue to be surrounded by quote (
ASClI | 34) characters, which are not part of the value. Inside the
quot ed val ue, the follow ng characters can occur w thout any
escapi ng:

, , _II , n +Il , " <II , n >II , n #II and n ; n
Exanpl es
This notation is designed to be convenient for common forns of nane.
This section gives a few exanpl es of distinguished nanes witten
using this notation. First is a name containing three relative
di stingui shed names (RDNs):
CN=Steve Kille, C=l sode Limted, C=GB

Here is an exanple nane containing three RDNs, in which the first RDN
is multi-valued:

OU=Sal es+CN=J. Smith, O=W dget Inc., C=US

Thi s exanpl e shows the method of quoting of a comma in an
organi zati on nane:

CN=L. Eagl e, O=Sue\, Grabbit and Runn, C=GB
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An exanpl e name in which a value contains a carriage return
character:

CN=Bef or e\ ODAf t er, O=Test , C=CB

An exanpl e name in which an RDN was of an unrecogni zed type. The
val ue is the BER encoding of an OCTET STRI NG contai ning two bytes
0x48 and 0x69.

1.3.6.1.4.1.1466. 0=#04024869, O=Test , C=GB

Finally, an exanple of an RDN surnanme val ue consisting of 5 letters:

Uni code Letter Description 10646 code UTF-8 Quoted
LATI N CAPI TAL LETTER L uo000004C 0x4C L
LATI N SMALL LETTER U u00000075 0x75 u
LATIN SMALL LETTER C W TH CARON U0O000010D 0xC48D \ 4\ 8D
LATI N SVALL LETTER | U00000069 0x69 i

LATIN SMALL LETTER C W TH ACUTE U0O0000107 0xC487 \ C4\87
Could be witten in printable ASCI| (useful for debuggi ng purposes):
SN=Lu\ C4\ 8Di \ C4\ 87
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7. Security Considerations
7.1. Disclosure

Di sti ngui shed Nanes typically consist of descriptive infornation
about the entries they nane, which can be people, organizations,
devices or other real-world objects. This frequently includes sone
of the follow ng kinds of information:

- the common nane of the object (i.e. a person’s full nane)

- an enmail or TCP/IP address

- its physical location (country, locality, city, street address)

- organi zational attributes (such as departnent name or affiliation)

Most countries have privacy |laws regarding the publication of
i nformati on about people.

7.2. Use of Distinguished Nanes in Security Applications

The transformati ons of an AttributeValue value fromits X. 501 formto
an LDAP string representation are not always reversible back to the
same BER or DER form An exanple of a situation which requires the
DER form of a distinguished name is the verification of an X 509
certificate.

For exanpl e, a distinguished nane consisting of one RDN with one AVA,
in which the type is comopnNane and the value is of the TeletexString
choice with the letters 'Sanmi would be represented in LDAP as the
string CN=Sam Anot her distinguished nanme in which the value is
still "Sam but of the PrintableString choice would have the sanme
representati on CN=Sam

Applications which require the reconstruction of the DER form of the
val ue SHOULD NOT use the string representation of attribute syntaxes
when converting a distinguished nane to the LDAP format. |Instead,

t hey SHOULD use the hexadeci mal form prefixed by the octothorpe ('#')
as described in the first paragraph of section 2.4.
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9. Full Copyright Statenent
Copyright (C The Internet Society (1997). All R ghts Reserved.

This docunent and translations of it may be copied and furnished to
others, and derivative works that conment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linmted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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