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Abstract

The Internet Message Access Protocol, Version 4revl (| MAP4revl)
allows a client to access and mani pul ate el ectronic nmail nessages on

a server. |MAP4revl permts mani pul ation of renote nessage fol ders
called "mil boxes", in a way that is functionally equivalent to |oca
mai | boxes. | MAP4revl al so provides the capability for an offline

client to resynchronize with the server (see also [I MAP-DI SC]).

| MAP4revl includes operations for creating, deleting, and renan ng
mai | boxes; checking for new nessages; permanently renoving nessages;
setting and clearing flags; [RFC-822] and [M ME-1MB] parsing;
searching; and selective fetching of nessage attributes, texts, and
portions thereof. Messages in | MAP4revl are accessed by the use of
nunbers. These nunbers are either nessage sequence nunbers or uni que
i dentifiers.

| MAP4revl supports a single server. A mechanismfor accessing
configuration information to support nultiple | MAP4revl servers is
di scussed in [ ACAP].

| MAP4revl does not specify a neans of posting mail; this function is
handl ed by a nmail transfer protocol such as [ SMIP]

| MAP4revl is designed to be upwards conpatible fromthe [I MAP2] and
unpubl i shed | MAP2bi s protocols. In the course of the evol ution of

| MAP4revl, sone aspects in the earlier protocol have becone obsol ete
bsol ete comands, responses, and data formats which an | MAP4revl

i npl enent ati on may encounter when used with an earlier inplenentation
are described in [I MAP- OBSOLETE] .
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O her conpatibility issues with | MAP2bis, the nost common variant of
the earlier protocol, are discussed in [| MAP-COWAT]. A full

di scussion of conpatibility issues with rare (and presuned extinct)
variants of [IMAP2] is in [|IMAP-H STORI CAL]; this docunent is
primarily of historical interest.
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| MAP4revl Protocol Specification
1. How to Read Thi s Docunent
1.1. Organi zati on of This Docunent
This docunent is witten fromthe point of view of the inplenentor of

an | MAP4revl client or server. Beyond the protocol overviewin
section 2, it is not optinized for sonmeone trying to understand the

operation of the protocol. The material in sections 3 through 5
provi des the general context and definitions with which | MAP4revl
oper at es.

Sections 6, 7, and 9 describe the | MAP commrands, responses, and
syntax, respectively. The relationships anong these are such that it
i s al nbst inpossible to understand any of them separately. In
particular, do not attenpt to deduce command syntax fromthe conmand
section alone; instead refer to the Formal Syntax section

1. 2. Conventions Used in This Docunent

In exanples, "C.:" and "S:" indicate lines sent by the client and
server respectively.

The following terns are used in this docunment to signify the
requirenents of this specification.

1) MJST, or the adjective REQU RED, neans that the definitionis
an absol ute requirenent of the specification

2) MJUST NOT that the definition is an absolute prohibition of the
speci fication.
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3) SHOULD neans that there may exist valid reasons in particular
circunstances to ignore a particular item but the ful
i mplications MJUST be understood and carefully wei ghed before
choosing a different course.

4) SHOULD NOT neans that there nmay exist valid reasons in
particul ar circunstances when the particular behavior is
acceptabl e or even useful, but the full inplications SHOULD be
under stood and the case carefully weighed before inplenenting
any behavi or described with this |abel

5) MAY, or the adjective OPTIONAL, neans that an itemis truly
optional. One vendor may choose to include the item because a
particul ar marketplace requires it or because the vendor feels
that it enhances the product while another vendor may omt the
sanme item An inplenentation which does not include a
particul ar option MUST be prepared to interoperate w th another
i mpl ement ati on whi ch does include the option

"Can" is used instead of "may" when referring to a possible
circunstance or situation, as opposed to an optional facility of
t he protocol

"User" is used to refer to a human user, whereas "client" refers
to the software being run by the user

"Connection" refers to the entire sequence of client/server
interaction fromthe initial establishment of the network
connection until its termination. "Session" refers to the
sequence of client/server interaction fromthe tine that a mail box
is selected (SELECT or EXAM NE command) until the tine that

sel ection ends (SELECT or EXAM NE of another nmil box, CLOSE
conmand, or connection termnation).

Characters are 7-bit US-ASCI| unless otherw se specified. O her
character sets are indicated using a "CHARSET", as described in
[MMe-1MI] and defined in [CHARSET]. CHARSETs have i nportant
additional semantics in addition to defining character set; refer
to these docurments for nore detail

2. Prot ocol Overvi ew
2.1. Li nk Leve
The | MAP4revl protocol assunes a reliable data stream such as

provided by TCP. Wen TCP is used, an | MAP4revl server listens on
port 143.
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2. 2. Conmmands and Responses

An | MAP4revl connection consists of the establishnent of a
client/server network connection, an initial greeting fromthe
server, and client/server interactions. These client/server
interactions consist of a client command, server data, and a server
conpl etion result response.

Al interactions transnmitted by client and server are in the form of
lines; that is, strings that end with a CRLF. The protocol receiver
of an | MAP4revl client or server is either reading a line, or is
readi ng a sequence of octets with a known count followed by a line.

2.2.1. dient Protocol Sender and Server Protocol Receiver

The client comand begins an operation. Each client command is
prefixed with an identifier (typically a short al phanunmeric string,
e.g. A0001, AO0002, etc.) called a "tag". A different tag is
generated by the client for each command.

There are two cases in which a line fromthe client does not
represent a conplete command. In one case, a conmand argunent is
quoted with an octet count (see the description of literal in String
under Data Formats); in the other case, the conmmand argunents require
server feedback (see the AUTHENTI CATE command). In either case, the
server sends a command continuation request response if it is ready
for the octets (if appropriate) and the renmi nder of the conmand.
This response is prefixed with the token "+".

Note: If, instead, the server detected an error in the comand, it
sends a BAD conpl etion response with tag matching the comand (as
descri bed below) to reject the conmand and prevent the client from
sendi ng any nore of the command.

It is also possible for the server to send a conpl etion response
for sone other command (if nultiple conmands are in progress), or

untagged data. |In either case, the comand continuation request
is still pending; the client takes the appropriate action for the
response, and reads another response fromthe server. In al

cases, the client MJST send a conpl ete command (i ncl udi ng
receiving all command continuation request responses and comand
continuations for the command) before initiating a new conmand.

The protocol receiver of an | MAP4revl server reads a command |ine

fromthe client, parses the conmand and its argunents, and transnmits
server data and a server comand conpletion result response.
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2.2.2. Server Protocol Sender and Cient Protocol Receiver

Data transmitted by the server to the client and status responses
that do not indicate command conpletion are prefixed with the token
"*" and are called untagged responses.

Server data MAY be sent as a result of a client conmmand, or MAY be
sent unilaterally by the server. There is no syntactic difference
bet ween server data that resulted froma specific conmand and server
data that were sent unilaterally

The server conpletion result response indicates the success or
failure of the operation. It is tagged with the sane tag as the
client command whi ch began the operation. Thus, if nmore than one
conmmand is in progress, the tag in a server conpletion response
identifies the command to which the response applies. There are

t hree possible server conpletion responses: K (indicating success),
NO (indicating failure), or BAD (indicating protocol error such as
unr ecogni zed conmand or conmmand syntax error).

The protocol receiver of an | MAP4revl client reads a response |ine
fromthe server. |t then takes action on the response based upon the
first token of the response, which can be a tag, a "*", or a "+".

A client MIST be prepared to accept any server response at all tines.
This includes server data that was not requested. Server data SHOULD
be recorded, so that the client can reference its recorded copy
rather than sending a conmand to the server to request the data. In
the case of certain server data, the data MJST be recorded.

This topic is discussed in greater detail in the Server Responses
section.
2. 3. Message Attributes

In addition to nmessage text, each nessage has several attributes
associated with it. These attributes may be retrieved individually
or in conjunction with other attributes or nessage texts.

2.3.1. Message Nunbers

Messages in | MAP4revl are accessed by one of two nunbers; the unique
identifier and the nmessage sequence nunber.

2.3.1.1. Uni que Identifier (U D) Message Attribute

A 32-bit value assigned to each nessage, which when used with the
uni que identifier validity value (see below) forns a 64-bit val ue
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that is permanently guaranteed not to refer to any other nessage in
the mailbox. Unique identifiers are assigned in a strictly ascendi ng
fashion in the mail box; as each nessage is added to the mailbox it is
assigned a higher UD than the nessage(s) which were added
previously.

Unl i ke nessage sequence nunbers, unique identifiers are not
necessarily contiguous. Unique identifiers also persist across
sessions. This pernits a client to resynchronize its state froma
previ ous session with the server (e.g. disconnected or offline access
clients); this is discussed further in [|IMAP-DI SC].

Associated with every mail box is a unique identifier validity val ue,
which is sent in an U DVALIDI TY response code in an OK unt agged
response at mail box selection tinme. |If unique identifiers froman
earlier session fail to persist to this session, the unique
identifier validity value MJUST be greater than the one used in the
earlier session.

Note: Unique identifiers MIST be strictly ascending in the mail box
at all tinmes. |If the physical message store is re-ordered by a
non- | MAP agent, this requires that the unique identifiers in the
mai | box be regenerated, since the former unique identifers are no
| onger strictly ascending as a result of the re-ordering. Another
instance in which unique identifiers are regenerated is if the
message store has no nechanismto store unique identifiers

Al t hough this specification recognizes that this nmay be

unavoi dable in certain server environments, it STRONGLY ENCOURAGES
nmessage store inplenentation techniques that avoid this problem

Anot her cause of non-persistance is if the mailbox is del eted and
a new nmailbox with the same nanme is created at a |later date, Since
the nane is the sane, a client may not know that this is a new
mai | box unl ess the unique identifier validity is different. A
good value to use for the unique identifier validity value is a
32-bit representation of the creation date/tine of the mail box.

It is alright to use a constant such as 1, but only if it
guaranteed that unique identifiers will never be reused, even in
the case of a nmil box being deleted (or renaned) and a new nail box
by the same nane created at sonme future tine.

The unique identifier of a nessage MUST NOT change during the
session, and SHOULD NOT change between sessions. However, if it is
not possible to preserve the unique identifier of a nessage in a
subsequent session, each subsequent session MJST have a new uni que
identifier validity value that is larger than any that was used
previously.
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2.3.1.2. Message Sequence Nunber Message Attribute

Arelative position from1l to the nunber of nessages in the mail box.
This position MJUST be ordered by ascending unique identifier. As
each new nessage is added, it is assigned a nessage sequence nunber
that is 1 higher than the nunber of messages in the mail box before
that new nessage was added.

Message sequence nunbers can be reassigned during the session. For
exanpl e, when a nessage is permanently renoved (expunged) fromthe
mai | box, the nessage sequence nunber for all subsequent nessages is
decrenented. Simlarly, a new nmessage can be assigned a nessage
sequence nunber that was once held by some other nessage prior to an
expunge.

In addition to accessing nessages by relative position in the
mai | box, message sequence nunbers can be used in mathenatica
calculations. For exanple, if an untagged "EXI STS 11" is received,
and previously an untagged "8 EXI STS' was received, three new
nmessages have arrived with nessage sequence nunbers of 9, 10, and 11
Anot her exanple; if nmessage 287 in a 523 nessage nail box has U D
12345, there are exactly 286 nessages whi ch have | esser U Ds and 236
nessages whi ch have greater Ul Ds.

2.3.2. Flags Message Attribute

A list of zero or nore nanmed tokens associated with the nessage. A
flag is set by its addition to this list, and is cleared by its
removal . There are two types of flags in | MAP4revl. A flag of
either type nay be pernmanent or session-only.
A systemflag is a flag nanme that is pre-defined in this
specification. Al systemflags begin with "\". Certain system
flags (\Del eted and \ Seen) have special senmantics described
el sewhere. The currently-defined systemflags are:

\ Seen Message has been read

\ Answer ed Message has been answered

\ Fl agged Message is "flagged" for urgent/special attention

\ Del et ed Message is "deleted" for rempval by |ater EXPUNGE

\Draft Message has not conpl eted conposition (marked as a
draft).
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2.

\ Recent Message is "recently" arrived in this nmailbox. This
session is the first session to have been notified
about this message; subsequent sessions will not see
\Recent set for this nessage. This flag can not be
altered by the client.

If it is not possible to determ ne whether or not
this session is the first session to be notified
about a message, then that nessage SHOULD be
consi dered recent.

If nultiple connections have the sane nmail box

sel ected sinultaneously, it is undefined which of
t hese connections will see newl y-arrives nessages
with \Recent set and which will see it w thout

\ Recent set.

A keyword is defined by the server inplenentation. Keywords do
not begin with "\". Servers MAY pernit the client to define new
keywords in the mail box (see the description of the
PERVMANENTFLAGS response code for nore information).

A flag may be pernmanent or session-only on a per-flag basis.
Permanent flags are those which the client can add or renove
fromthe nessage flags permanently; that is, subsequent sessions
wi |l see any change in permanent flags. Changes to session
flags are valid only in that session

Note: The \Recent systemflag is a special case of a
session flag. \Recent can not be used as an argunent in a
STORE command, and thus can not be changed at all.

3.3. Internal Date Message Attribute

The internal date and tine of the nessage on the server. This is not
the date and tinme in the [ RFC-822] header, but rather a date and tine
which refl ects when the nessage was received. |In the case of
nmessages delivered via [ SMIP], this SHOULD be the date and tinme of
final delivery of the nessage as defined by [SMIP]. In the case of
messages delivered by the | MAP4revl COPY conmand, this SHOULD be the
internal date and tinme of the source nmessage. In the case of
messages delivered by the | MAP4revl APPEND command, this SHOULD be
the date and tinme as specified in the APPEND comrand descri ption

Al'l other cases are inplenentation defined.

Crispin St andards Track [ Page 10]



RFC 2060 | MAP4r evl Decenber 1996

2.3.4. [RFC-822] Size Message Attribute

The nunber of octets in the nessage, as expressed in [ RFC- 822]
format.

2.3.5. Envelope Structure Message Attribute

A parsed representation of the [ RFC-822] envel ope information (not to
be confused with an [ SMIP] envel ope) of the nessage.

2.3.6. Body Structure Message Attribute

A parsed representation of the [MMe-I1M)] body structure information
of the nessage.

2.4, Message Texts
In addition to being able to fetch the full [RFC 822] text of a
nessage, | MAP4revl pernits the fetching of portions of the full
message text. Specifically, it is possible to fetch the [ RFC 822]
message header, [RFC-822] nessage body, a [M Me-1MB] body part, or a
[M Me-1MB] header.

3. State and Fl ow Di agram

An | MAP4revl server is in one of four states. Mst commands are

valid in only certain states. It is a protocol error for the client
to attenpt a command while the command is in an inappropriate state.
In this case, a server will respond with a BAD or NO (dependi nhg upon

server inplenentation) command conpletion result.
3. 1. Non- Aut henticated State

In non-authenticated state, the client MJST supply authentication
credentials before nmost commands will be pernmitted. This state is
entered when a connection starts unless the connection has been pre-
aut henti cat ed.

3. 2. Aut henticated State

In authenticated state, the client is authenticated and MIST sel ect a
mai | box to access before commands that affect nmessages will be
permitted. This state is entered when a pre-authenticated connection
starts, when acceptabl e authentication credentials have been

provi ded, or after an error in selecting a nail box.
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3. 3. Sel ected State

In selected state, a nmil box has been selected to access. This state
is entered when a mail box has been successfully sel ected.

3. 4. Logout State
In | ogout state, the connection is being term nated, and the server

will close the connection. This state can be entered as a result of
a client request or by unilateral server decision

o e m e e e e e e e e e e e m e o ao— o +
[initial connection and server greeting|
o e e +
I (1) [l (2) [l (3)
wW | | |
e ocne e v ||
| non- aut henti cat ed| | |
e o |1
(7)1 (4 | | |
| wW \4% |
|| hecooocaneao e + ||
[ ] | authenticated |<=++ [
| oo + |1
| 8 0 R I R =) A O O =) B
| | wW | |
|| [l e + ] ||
[ ] | ] | sel ect ed| ==++ [
| I + |1
| | I (7) |
w W W wW
o e m e e e e e e e e e e e m e o ao— o +
| | ogout and cl ose connection |
o e e +

(1) connection without pre-authentication (OK greeting)
(2) pre-authenticated connection (PREAUTH greeting)

(3) rejected connection (BYE greeting)

(4) successful LOd N or AUTHENTI CATE conmand

(5) successful SELECT or EXAM NE conmand

(6) CLCSE comuand, or failed SELECT or EXAM NE comand
(7) LOGOUT conmand, server shutdown, or connection closed

4. Dat a Formats
| MAP4revl uses textual commands and responses. Data in | MAP4revl can

be in one of several fornms: atom nunber, string, parenthesized |ist,
or NIL.
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4.1, At om
An at om consi sts of one or nore non-special characters.
4. 2. Nunber

A nunber consists of one or nore digit characters, and represents a
nuneric val ue.

4, 3. String

A string is in one of two forms: literal and quoted string. The
literal formis the general formof string. The quoted string form
is an alternative that avoids the overhead of processing a literal at
the cost of limtations of characters that can be used in a quoted
string.

Aliteral is a sequence of zero or nore octets (including CR and LF),
prefix-quoted with an octet count in the formof an open brace ("{"),

t he nunber of octets, close brace ("}"), and CRLF. In the case of
literals transmtted fromserver to client, the CRLF is imediately
followed by the octet data. In the case of literals transmtted from

client to server, the client MJST wait to receive a comuand
continuation request (described later in this document) before
sendi ng the octet data (and the remai nder of the comand).

A quoted string is a sequence of zero or nore 7-bit characters,
excluding CR and LF, with double quote (<">) characters at each end.
The enpty string is represented as either "" (a quoted string with
zero characters between double quotes) or as {0} followed by CRLF (a
literal with an octet count of 0).

Note: Even if the octet count is O, a client transnitting a
literal MJUST wait to receive a comand continuation request.

4,3.1. 8-bit and Binary Strings
8-bit textual and binary mail is supported through the use of a
[MMe-1MB] content transfer encoding. |MAP4revl inplenentations MAY

transmt 8-bit or nulti-octet characters in literals, but SHOULD do
so only when the [CHARSET] is identified.
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Al t hough a BI NARY body encoding is defined, unencoded binary strings
are not permtted. A "binary string" is any string with NUL
characters. |Inplenentati ons MJST encode binary data into a textua
form such as BASE64 before transnitting the data. A string with an
excessi ve anpbunt of CTL characters MAY al so be considered to be

bi nary.

4. 4. Par ent hesi zed Li st

Data structures are represented as a "parenthesized list"; a sequence
of data itenms, delimted by space, and bounded at each end by

parent heses. A parenthesized |ist can contain other parenthesized
lists, using multiple levels of parentheses to indicate nesting.

The enpty list is represented as () -- a parenthesized list with no
nenbers.

4.5, NI L
The special atom "N L" represents the non-existence of a particul ar
data itemthat is represented as a string or parenthesized list, as
distinct fromthe enpty string "" or the enpty parenthesized list ().
5. Oper ati onal Consi derations
5. 1. Mai | box Nam ng
The interpretati on of mail box names is inplenentation-dependent.

However, the case-insensitive mailbox nane INBOX is a special nane
reserved to nean "the primary mail box for this user on this server”

5.1.1. Mail box Hierarchy Nam ng

If it is desired to export hierarchical mailbox names, mail box nanes
MUST be left-to-right hierarchical using a single character to
separate | evels of hierarchy. The sane hierarchy separator character
is used for all levels of hierarchy within a single nane.

5.1.2. Mail box Nanespace Nami ng Convention
By convention, the first hierarchical elenent of any nail box nane
which begins with "#" identifies the "namespace" of the renai nder of

the nane. This nmakes it possible to disanbi guate between different
types of nmmil box stores, each of which have their own nanmespaces.
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5.

1

For exanple, inplenentations which offer access to USENET
newsgroups MAY use the "#news" nanespace to partition the USENET
newsgroup nanespace fromthat of other mmilboxes. Thus, the
conp. mai | . m sc newsgroup woul d have an mail box nane of
"#news. conp. mail . msc", and the name "conp.mail.m sc" could refer
to a different object (e.g. a user’s private mail box).

3. Ml box International Nam ng Convention

By convention, international mailbox names are specified using a
nodi fi ed version of the UTF-7 encoding described in [UTF-7]. The
pur pose of these nodifications is to correct the follow ng probl ens
with UTF-7:

1) UTF-7 uses the "+" character for shifting; this conflicts with
the conmmon use of "+" in mailbox nanes, in particular USENET
newsgroup nanes.

2) UTF-7's encoding i s BASE64 which uses the "/" character; this
conflicts with the use of "/" as a popular hierarchy deliniter

3) UTF-7 prohibits the unencoded usage of "\"; this conflicts with
the use of "\" as a popular hierarchy deliniter

4) UTF-7 prohibits the unencoded usage of "~"; this conflicts with
the use of "~" in some servers as a hone directory indicator

5) UTF-7 pernmits nultiple alternate fornms to represent the sane
string; in particular, printable US-ASCI| chararacters can be
represented in encoded form

In nodified UTF-7, printable US-ASCI| characters except for "&"
represent themnmselves; that is, characters with octet val ues 0x20-0x25
and 0x27-0x7e. The character "&" (0x26) is represented by the two-
octet sequence "& ".

Al'l other characters (octet val ues 0x00-0x1f, Ox7f-O0xff, and al
Uni code 16-bit octets) are represented in nodified BASE64, with a
further nodification from [UTF-7] that "," is used instead of "/".
Modi fi ed BASE64 MUST NOT be used to represent any printing US-ASCl
character which can represent itself.

"&" is used to shift to nmodified BASE64 and "-" to shift back to US-
ASCIl. Al nanes start in US-ASCII, and MJST end in US-ASCI| (that
is, a nane that ends with a Unicode 16-bit octet MJUST end with a "-

"
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For exanple, here is a mail box nane whi ch m xes English, Japanese,
and Chi nese text: ~peter/mail/&ZeVnLl ge-/ &U, BTFw

5.2. Mai | box Size and Message Status Updates

At any tinme, a server can send data that the client did not request.
Soneti mes, such behavior is REQUI RED. For exanple, agents other than
the server MAY add messages to the mailbox (e.g. new mail delivery),
change the flags of message in the mail box (e.g. sinultaneous access
to the sane mail box by nultiple agents), or even renbve nessages from
the mail box. A server MJST send mmil box size updates automatically
if a mail box size change is observed during the processing of a
conmand. A server SHOULD send nessage flag updates automatically,

wi thout requiring the client to request such updates explicitly.
Special rules exist for server notification of a client about the
renoval of nessages to prevent synchronization errors; see the
description of the EXPUNGE response for nore detail

Regar dl ess of what inpl enentation decisions a client nakes on
renenbering data fromthe server, a client inplenmentation MJST record

mai | box size updates. It MJST NOT assune that any conmand after
initial mailbox selection will return the size of the nail box.
5.3. Response when no Command in Progress

Server inplenentations are permtted to send an untagged response
(except for EXPUNGE) while there is no command in progress. Server

i mpl enent ati ons that send such responses MJST deal with flow contro
consi derations. Specifically, they MJUST either (1) verify that the
size of the data does not exceed the underlying transport’s avail able
wi ndow si ze, or (2) use non-blocking wites.

5. 4. Aut ol ogout Ti mer
If a server has an inactivity autologout timer, that tiner MJST be of
at least 30 minutes’ duration. The receipt of ANY command fromthe

client during that interval SHOULD suffice to reset the autol ogout
timer.

Crispin St andards Track [ Page 16]



RFC 2060 | MAP4r evl Decenber 1996

5. 5. Mul ti pl e Conmands in Progress

The client MAY send another conmand wthout waiting for the
conpletion result response of a command, subject to anbiguity rules
(see below) and flow control constraints on the underlying data
stream Simlarly, a server MAY begin processing another conmand
before processing the current command to conpl etion, subject to
anmbiguity rules. However, any conmand continuation request responses
and conmmand continuati ons MJST be negoti ated before any subsequent
comand is initiated.

The exception is if an anbiguity would result because of a comand
that would affect the results of other commands. dients MJST NOT
send multiple commands wi thout waiting if an ambiguity would result.
If the server detects a possible anbiguity, it MJST execute conmands
to conpletion in the order given by the client.

The nost obvi ous exanple of ambiguity is when a comand woul d af f ect
the results of another command; for exanple, a FETCH of a nmessage’s
flags and a STORE of that sanme nessage’s fl ags.

A non-obvi ous anbiguity occurs with commands that permt an untagged
EXPUNGE response (comands ot her than FETCH, STORE, and SEARCH),
since an untagged EXPUNGE response can invalidate sequence nunbers in
a subsequent conmand. This is not a problemfor FETCH, STORE, or
SEARCH commands because servers are prohi bited from sendi ng EXPUNGE
responses while any of those commands are in progress. Therefore, if
the client sends any command ot her than FETCH, STORE, or SEARCH, it
MUST wait for a response before sending a command with nmessage
sequence numnbers.

For exanple, the follow ng non-waiting command sequences are invalid:
FETCH + NOOP + STORE
STORE + COPY + FETCH
COPY + COPY
CHECK + FETCH
The followi ng are exanples of valid non-waiting conmand sequences:

FETCH + STORE + SEARCH + CHECK
STORE + COPY + EXPUNGE

6. Cli ent Conmands
| MAP4revl conmands are described in this section. Conmmands are

organi zed by the state in which the command is pernmitted. Conmands
which are pernmitted in nultiple states are listed in the mninum
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permtted state (for exanple, commands valid in authenticated and
selected state are listed in the authenticated state conmands).
Command argunents, identified by "Argunents:" in the command
descriptions bel ow, are described by function, not by syntax. The
preci se syntax of command argunents is described in the Formal Syntax
section.

Some conmands cause specific server responses to be returned; these
are identified by "Responses:" in the command descriptions bel ow.

See the response descriptions in the Responses section for

i nfornmati on on these responses, and the Fornmal Syntax section for the
preci se syntax of these responses. It is possible for server data to
be transmitted as a result of any command; thus, comands that do not
specifically require server data specify "no specific responses for
this command" instead of "none".

The "Result:" in the command description refers to the possible
tagged status responses to a command, and any special interpretation
of these status responses.

6. 1. Cient Commands - Any State

The followi ng commands are valid in any state: CAPABILITY, NOOP, and
LOGOUT.

6.1.1. CAPABILITY Command
Argunents: none
Responses: REQUI RED unt agged response: CAPABILITY

Resul t: K - capability conpleted
BAD - conmand unknown or argunents invalid

The CAPABI LITY conmand requests a listing of capabilities that the
server supports. The server MJST send a single untagged
CAPABI LI TY response with "I MAP4revl" as one of the listed
capabilities before the (tagged) OK response. This listing of
capabilities is not dependent upon connection state or user. |t
is therefore not necessary to issue a CAPABI LI TY command nore than
once in a connection
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A capability nanme which begins with "AUTH=" indicates that the
server supports that particular authentication nmechanism All
such nanes are, by definition, part of this specification. For
exanpl e, the authorization capability for an experinenta

"bl urdybl oop" authenticator would be "AUTH=XBLURDYBLOOP" and not
" XAUTH=BLURDYBLOOP" or " XAUTH=XBLURDYBLOOP"

O her capability names refer to extensions, revisions, or
anendnments to this specification. See the docunentation of the
CAPABI LI TY response for additional information. No capabilities,
beyond the base | MAP4revl set defined in this specification, are
enabl ed without explicit client action to invoke the capability.

See the section entitled "Client Comuands -
Experi ment al / Expansi on" for infornmation about the formof site or
i mpl enent ati on-specific capabilities.

Exanpl e: C. abcd CAPABILITY
S. * CAPABILITY | MAP4revl AUTH=KERBERCS V4
S: abcd OK CAPABI LI TY conpl et ed
6.1.2. NOOP Conmand
Argunents: none

Responses: no specific responses for this command (but see bel ow)

Resul t: K - noop conpl eted
BAD - conmand unknown or argunents invalid

The NOOP command al ways succeeds. |t does not hing.

Si nce any command can return a status update as untagged data, the
NOOP command can be used as a periodic poll for new nessages or
message status updates during a period of inactivity. The NOOP
conmand can al so be used to reset any inactivity autol ogout tiner
on the server.

14 FETCH (FLAGS (\ Seen \ Del eted))
a047 OK NOOP conpl et ed

Exanpl e: C. a002 NOOP
S: a002 OK NOOP conpl eted
C. a047 NOOP
S: * 22 EXPUNCE
S * 23 EXISTS
S: * 3 RECENT
S *
S
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6.1.3. LOGOUT Commrand
Argunents: none
Responses: REQUI RED unt agged response: BYE

Resul t: K - | ogout conpleted
BAD - conmmand unknown or argunents invalid

The LOGOUT command infornms the server that the client is done with
the connection. The server MJST send a BYE untagged response
before the (tagged) OK response, and then close the network
connecti on.

Exanpl e: C. A023 LOGOUT
S: * BYE | MAP4revl Server |oggi ng out
S: A023 OK LOGQUT conpl eted
(Server and client then close the connection)

6. 2. Cdient Commands - Non-Aut henticated State

I n non-aut henticated state, the AUTHENTI CATE or LOG N comrand

est abl i shes authentication and enter authenticated state. The
AUTHENTI CATE command provi des a general mechanismfor a variety of
aut henti cation techni ques, whereas the LOG@ N conmand uses the
tradi tional user nane and pl ai ntext password pair.

Server inplenentati ons MAY al |l ow non-aut henticated access to certain
mai | boxes. The convention is to use a LOG@ N conmand with the userid
"anonymous". A password is REQU RED. It is inplenmentation-dependent
what requirenents, if any, are placed on the password and what access
restrictions are placed on anonynous users.

Once aut henticated (including as anonynous), it is not possible to
re-enter non-authenticated state.

In addition to the universal commands (CAPABILITY, NOOP, and LOGOUT),

the followi ng commands are valid in non-authenticated state:
AUTHENTI CATE and LOG N.
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6.2.1. AUTHENTI CATE Conmand
Arguments: authenticati on mechani sm name
Responses: continuation data can be requested

Resul t: OK - authenticate conpleted, now in authenticated state
NO - authenticate failure: unsupported authentication
mechani sm credentials rejected
BAD - conmmand unknown or argunents invalid,
aut henti cati on exchange cancel | ed

The AUTHENTI CATE conmand i ndi cates an aut henticati on nechani sm
such as described in [I MAP-AUTH], to the server. |f the server
supports the requested authentication nechanism it perforns an
aut henti cation protocol exchange to authenticate and identify the
client. It MAY al so negotiate an OPTI ONAL protection nechani sm
for subsequent protocol interactions. |f the requested

aut henti cation nechanismis not supported, the server SHOULD
reject the AUTHENTI CATE conmand by sending a tagged NO response.

The aut henticati on protocol exchange consists of a series of
server challenges and client answers that are specific to the

aut henti cation nechanism A server challenge consists of a
conmmand continuation request response with the "+" token foll owed
by a BASE64 encoded string. The client answer consists of a line

consi sting of a BASE64 encoded string. |If the client wishes to
cancel an authentication exchange, it issues a line with a single
"*"  If the server receives such an answer, it MJST reject the

AUTHENTI CATE conmmand by sendi ng a tagged BAD response.

A protection mechani smprovides integrity and privacy protection
to the connection. |If a protection nmechanismis negotiated, it is
applied to all subsequent data sent over the connection. The
protection nechanismtakes effect imediately follow ng the CRLF
that concludes the authentication exchange for the client, and the
CRLF of the tagged OK response for the server. Once the
protection nechanismis in effect, the stream of command and
response octets is processed into buffers of ciphertext. Each
buffer is transferred over the connection as a stream of octets
prepended with a four octet field in network byte order that
represents the length of the followi ng data. The maxi num

ci phertext buffer length is defined by the protection mechani sm

Aut henti cati on mechani snms are OPTIONAL. Protection nmechanisns are
al so OPTI ONAL; an aut henticati on nechani sm MAY be i npl enent ed

wi t hout any protection nmechanism |f an AUTHENTI CATE conmand
fails with a NO response, the client MAY try another
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aut henti cati on nechani sm by i ssuing anot her AUTHENTI CATE comuand,
or MAY attenpt to authenticate by using the LO@ N conmand. In
ot her words, the client MAY request authentication types in
decreasing order of preference, with the LO@ N conmand as a | ast
resort.

Exanpl e: S: * OK KerberosV4 | MAP4revl Server

C. A001 AUTHENTI CATE KERBEROS V4

S: + AnFYig==

C. BACAQUSEUKVXLKNNVS5FRFUACCAsSho84kLN3/ | Jnr MG+25a4DT

+nZl mJj nTNHI Ut x AA+00KPKf HEc AFs9a3CL5Cebe/ ydHI UwYFd

WwQLMA y61 esKvj L5r LOW XUb9OMATObpCb YLGOKI 1Gh

+ or// EOAADZI =

Di AF5A4gA+00 ALuBKAAMA==

AO01 OK Kerberos V4 authentication successful

Note: the line breaks in the first client answer are for editorial
clarity and are not in real authenticators.

6.2.2. LOG N Conmand

Argunents: user nane
passwor d

Responses: no specific responses for this conmand

Resul t: K - login conpleted, now in authenticated state
NO - login failure: user name or password rejected
BAD - conmand unknown or argunents invalid

The LOA N command identifies the client to the server and carries
the plai ntext password authenticating this user.

Exanpl e: C. a001 LOG@ N SM TH SESAME
S: a001 OK LOG N conpl et ed

6. 3. Client Commands - Authenticated State

In authenticated state, comrands that mani pul ate mail boxes as atomc
entities are permtted. O these conmands, the SELECT and EXAM NE
commands will select a mail box for access and enter selected state.

In addition to the universal commands (CAPABILITY, NOOP, and LOGOUT),
the followi ng commands are valid in authenticated state: SELECT,
EXAM NE, CREATE, DELETE, RENAME, SUBSCRI BE, UNSUBSCRI BE, LI ST, LSUB,
STATUS, and APPEND.
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6.3.1. SELECT Command
Argunents: mail box nane

Responses: REQUI RED unt agged responses: FLAGS, EXI STS, RECENT
OPTI ONAL OK unt agged responses: UNSEEN, PERVANENTFLAGS

Resul t: K - select conpleted, nowin selected state
NO - select failure, nowin authenticated state: no
such mai |l box, can’t access nail box
BAD - conmand unknown or argunents invalid

The SELECT command sel ects a mail box so that nmessages in the
mai | box can be accessed. Before returning an K to the client,
the server MUST send the foll owi ng untagged data to the client:

FLAGS Defined flags in the nail box. See the description
of the FLAGS response for nore detail.

<n> EXI STS The nunber of messages in the mail box. See the
description of the EXI STS response for nore detail

<n> RECENT The nunber of messages with the \Recent flag set.
See the description of the RECENT response for nore
detail.

OK [UI DVALI DI TY <n>]
The unique identifier validity value. See the
description of the U D command for nore detail.

to define the initial state of the nail box at the client.

The server SHOULD al so send an UNSEEN response code in an K
unt agged response, indicating the nessage sequence nunber of the
first unseen nmessage in the nmail box.

If the client can not change the permanent state of one or nore of
the flags listed in the FLAGS untagged response, the server SHOULD
send a PERMANENTFLAGS response code in an OK untagged response,
listing the flags that the client can change pernanently.

Only one nmail box can be selected at a tinme in a connection;

si nul t aneous access to nultiple mailboxes requires nultiple
connections. The SELECT command automratically desel ects any
currently selected mail box before attenpting the new sel ection
Consequently, if a mailbox is selected and a SELECT conmand t hat
fails is attenpted, no nmmil box is sel ected.
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If the client is permtted to nodify the nmil box, the server
SHOULD prefix the text of the tagged OK response with the
"[ READ- WRI TE] " response code.

If the client is not permitted to nodify the mailbox but is
permtted read access, the mmilbox is selected as read-only, and
the server MUST prefix the text of the tagged OK response to
SELECT with the "[ READ-ONLY]" response code. Read-only access

t hrough SELECT differs fromthe EXAM NE conmand in that certain
read-only nail boxes MAY pernmit the change of permanent state on a
per-user (as opposed to global) basis. Netnews nessages marked in
a server-based .newsrc file are an exanple of such per-user
permanent state that can be nodified with read-only nuail boxes.

Al142 SELECT | NBOX

* 172 EXI STS

1 RECENT

OK [UNSEEN 12] Message 12 is first unseen

OK [U DVALI DI TY 3857529045] U Ds valid

FLAGS (\ Answered \Fl agged \Del eted \ Seen \Draft)
OK [ PERVANENTFLAGS (\Del eted \Seen \*)] Linmted
Al42 OK [ READ- WRI TE] SELECT conpl et ed

Exanpl e:

* ok X X ok

6.3.2. EXAM NE Command
Argunments: mail box nane

Responses: REQUI RED unt agged responses: FLAGS, EXI STS, RECENT
OPTI ONAL OK unt agged responses: UNSEEN, PERMANENTFLAGS

Resul t: K - exam ne conpleted, nowin selected state
NO - exam ne failure, nowin authenticated state: no
such mail box, can’'t access nail box
BAD - conmand unknown or argunents invalid

The EXAM NE conmand is identical to SELECT and returns the sane
out put; however, the selected mailbox is identified as read-only.
No changes to the pernmanent state of the mail box, including
per-user state, are permtted.
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The text of the tagged OK response to the EXAM NE conmand MUST
begin with the "[ READ-ONLY]" response code.

Exanpl e: C. A932 EXAM NE bl urdybl oop
S: * 17 EXI STS
S: * 2 RECENT
S: * OK [UNSEEN 8] Message 8 is first unseen
S: * OK [U DVALIDITY 3857529045] U Ds valid
S: * FLAGS (\Answered \Fl agged \Del eted \ Seen \Draft)
S: * OK [ PERVANENTFLAGS ()] No permanent flags pernmitted

6.3.3.

S: A932 OK [ READ- ONLY] EXAM NE conpl et ed

CREATE Conmand

Argunments: mail box nane

Responses: no specific responses for this conmand

Resul t: K - create conpleted

NO - create failure: can’'t create mailbox with that nane
BAD - conmmand unknown or argunents invalid

The CREATE command creates a mailbox with the given nane. An K
response is returned only if a new nailbox with that nane has been
created. It is an error to attenpt to create | NBOX or a nail box
with a nane that refers to an extant mailbox. Any error in
creation will return a tagged NO response.

If the mail box name is suffixed with the server’s hierarchy
separator character (as returned fromthe server by a LIST
command), this is a declaration that the client intends to create
mai | box nanes under this nanme in the hierarchy. Server

i mpl ement ations that do not require this declaration MJIST ignore
it.

If the server’s hierarchy separator character appears el sewhere in
the nane, the server SHOULD create any superior hierarchical nanes
that are needed for the CREATE command to conplete successfully.
In other words, an attenpt to create "foo/bar/zap" on a server in
which "/" is the hierarchy separator character SHOULD create foo/
and foo/bar/ if they do not already exist.

If a new mailbox is created with the same name as a mail box which
was deleted, its unique identifiers MJST be greater than any
unique identifiers used in the previous incarnation of the nmil box
UNLESS the new incarnation has a different unique identifier
validity value. See the description of the U D comand for nore
detail.
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6.

Exanpl e:

3. 4.

C. A003 CREATE owat agusi aml
S: A003 OK CREATE conpl eted
C. A004 CREATE owat agusi am bl ur dybl oop
S: A004 OK CREATE conpl et ed

Note: the interpretation of this exanple depends on whether "/"
was returned as the hierarchy separator fromLIST. [If "/" is the
hi erarchy separator, a new | evel of hierarchy naned "owatagusi ant
with a menber called "blurdybloop” is created. Oherw se, two
mai | boxes at the sanme hierarchy | evel are created.

DELETE Conmand

Argunents: mail box nane

Responses: no specific responses for this conmand

Resul t: K - delete conpleted

NO - delete failure: can't delete nailbox with that nane
BAD - conmmand unknown or argunents invalid

The DELETE command pernanently renoves the mail box with the given
name. A tagged OK response is returned only if the nail box has
been deleted. It is an error to attenpt to delete | NBOX or a
mai | box name that does not exist.

The DELETE command MJST NOT renove inferior hierarchical nanes.
For example, if a mailbox "foo" has an inferior "foo.bar"
(assuming "." is the hierarchy delimiter character), renoving
"foo" MJUST NOT renove "foo.bar". It is an error to attenpt to
del ete a nane that has inferior hierarchical nanes and al so has
the \ Nosel ect nail box nane attribute (see the description of the
LI ST response for nore details).

It is permtted to delete a name that has inferior hierarchica
names and does not have the \ Nosel ect nmil box nane attribute. In
this case, all nessages in that mail box are renoved, and the nane
wi Il acquire the \ Nosel ect nmil box nane attribute.

The val ue of the highest-used unique identifier of the deleted
mai | box MJUST be preserved so that a new nmil box created with the
sane nane will not reuse the identifiers of the forner

i ncarnation, UNLESS the new incarnation has a different unique
identifier validity value. See the description of the U D comrand
for nmore detail.
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Exanpl es:

5. RENAME

Argunent s:

Responses:

Resul t :
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A682 LIST "" =

* LIST () "/" blurdybl oop
* LIST (\Noselect) "/" foo
* LIST () "/" foolbar

A682 OK LI ST conpl et ed
A683 DELETE bl urdybl oop
A683 OK DELETE conpl et ed
A684 DELETE f oo

A684 NO Narme "foo" has inferior hierarchical names
A685 DELETE f oo/ bar

A685 OK DELETE Conpl et ed
A686 LIST "" =

* LIST (\Noselect) "/" foo
A686 OK LI ST conpl et ed
A687 DELETE f oo

A687 OK DELETE Conpl et ed

PONLLONOLONOWLNW®NO

A82 LIST "" *

* LIST () "." blurdybl oop
* LIST () "." foo

* LIST () "." foo.bar

A82 OK LI ST conpl eted

A83 DELETE bl ur dybl oop
A83 OK DELETE conpl et ed
A84 DELETE f oo

A84 OK DELETE Conpl et ed
A85 LIST "" *

* LIST () "." foo.bar

A85 OK LI ST conpl eted

A8B6 LIST "" %

* LIST (\Noselect) "." foo
A86 OK LI ST conpl eted

WOOUOLOWONOLLULWLO

Conmand

exi sting mail box nane
new mai | box name

no specific responses for this comand

K - renane conpl eted

NO - renane failure: can't renane nmail box with that nane,
can’'t renane to mail box with that nane

BAD - conmand unknown or argunents invalid

The RENAME command changes the nanme of a mail box. A tagged K

response

Crispin

is returned only if the mail box has been renanmed. It is
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an error to attenpt to renanme froma nmil box nane that does not
exist or to a mailbox nanme that already exists. Any error in
renaming will return a tagged NO response.

If the nane has inferior hierarchical nanes, then the inferior

hi erarchi cal nanes MJST al so be renaned. For exanple, a renane of
"foo" to "zap" will renane "foo/bar" (assuming "/" is the

hi erarchy delinmiter character) to "zap/bar".

The val ue of the highest-used unique identifier of the old nmail box
nane MJST be preserved so that a new mail box created with the sane
name will not reuse the identifiers of the former incarnation
UNLESS the new incarnation has a different unique identifier
validity value. See the description of the U D conmand for nore
detail.

Renanming INBOX is permtted, and has special behavior. 1t noves
all messages in INBOX to a new mail box with the given nane,

| eaving I NBOX enpty. |If the server inplenmentation supports
inferior hierarchical names of INBOX, these are unaffected by a
rename of | NBOX.

A682 LIST "" *

* LIST () "/" blurdybl oop

* LIST (\Noselect) "/" foo

* LIST () "/" foolbar

A682 OK LI ST conpl et ed

A683 RENAME bl ur dybl oop sarasoop
A683 OK RENAME conpl et ed
A684 RENAME foo zow e

A684 OK RENAME Conpl et ed
A685 LIST "" =

* LIST () "/" sarasoop

* LIST (\Noselect) "/" zow e
* LIST () "/" zowi e/ bar

A685 OK LI ST conpl et ed

Exanpl es:

PONLLONOLOLWLDWO
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C. z432 LIST "" *
S: * LIST () "." INBOX
S * LIST () "." INBOX bar
S: Z432 OK LI ST conpl eted
C. 7433 RENAME | NBOX ol d- nmi |
S: Z433 OK RENAME conpl et ed
C. z434 LIST "" *
S * LIST () "." INBOX
S: * LIST () "." I NBOX bar
S: * LIST () "." old-mail
S

Z434 OK LI ST conpl et ed

6.3.6. SUBSCRI BE Command

Argunent s:
Responses:

Resul t:

mai | box
no specific responses for this comand
OK - subscribe conpl et ed

NO - subscribe failure: can’t subscribe to that nanme
BAD - conmmand unknown or argunents invalid

The SUBSCRI BE comand adds the specified nmail box nane to the

server’'s set of "active" or "subscribed" nail boxes as returned by
the LSUB command. This command returns a tagged OK response only
if the subscription is successful

A server MAY validate the mail box argunent to SUBSCRIBE to verify
that it exists. However, it MJST NOT unilaterally renmove an

exi sting mail box name fromthe subscription list even if a mail box
by that nane no | onger exists.

Note: this requirenment is because sonme server sites may routinely
renmove a mailbox with a well-known name (e.g. "systemalerts")
after its contents expire, with the intention of recreating it
when new contents are appropriate.

Exanpl e: C. A002 SUBSCRI BE #news. conp. mai | . mi nme

S: A002 OK SUBSCRI BE conpl et ed
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6.3.7. UNSUBSCRI BE Command
Argunents: mail box nane
Responses: no specific responses for this conmand

Resul t: K - unsubscribe conpl eted
NO - unsubscribe failure: can't unsubscribe that nane
BAD - conmmand unknown or argunents invalid

The UNSUBSCRI BE command renoves the specified nmail box nane from
the server’'s set of "active" or "subscribed" mail boxes as returned
by the LSUB command. This conmand returns a tagged OK response
only if the unsubscription is successful

Exanpl e: C. A002 UNSUBSCRI BE #news. conp. nail.m e
S: A002 OK UNSUBSCRI BE conpl et ed

6.3..8. LIST Command

Argunents: reference nane
mai | box nane with possible wldcards

Responses: untagged responses: LIST

Resul t: K - list conpleted
NO - list failure: can't list that reference or nane
BAD - conmand unknown or argunents invalid

The LI ST command returns a subset of nanmes fromthe conplete set
of all nanes available to the client. Zero or nore untagged LIST
replies are returned, containing the nane attributes, hierarchy
delimter, and nanme; see the description of the LIST reply for
nore detail.

The LI ST command SHOULD return its data quickly, w thout undue
delay. For exanple, it SHOULD NOT go to excess trouble to

cal cul ate \ Marked or \Unmarked status or perform other processing;
if each nane requires 1 second of processing, then a list of 1200
names woul d take 20 m nut es!

An enpty ("" string) reference name argunent indicates that the
mai | box name is interpreted as by SELECT. The returned mail box
names MJUST match the supplied nail box nane pattern. A non-enpty
reference name argunent is the nane of a mailbox or a level of
mai | box hierarchy, and indicates a context in which the nail box
nane is interpreted in an inpl enentation-defined manner
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An enpty ( string) mail box nane argunent is a special request to
return the hierarchy delimter and the root nanme of the name given
in the reference. The value returned as the root MAY be null if
the reference is non-rooted or is null. 1In all cases, the
hierarchy delimter is returned. This pernits a client to get the
hi erarchy delimter even when no nail boxes by that nanme currently
exi st.

The reference and mail box name argunents are interpreted, in an
i mpl enent ati on-dependent fashion, into a canonical formthat
represents an unamnbi guous left-to-right hierarchy. The returned
mai | box nanes will be in the interpreted form

Any part of the reference argunent that is included in the
interpreted form SHOULD prefix the interpreted form It SHOULD

al so be in the sane formas the reference nane argunent. This
rule permts the client to determne if the returned nmail box nane
is in the context of the reference argunent, or if sonething about
the mail box argunment overrode the reference argument. W thout
this rule, the client would have to have know edge of the server’s
nam ng semantics including what characters are "breakouts" that
override a nam ng context.

For exanple, here are some exanpl es of how references and nmail box
nanes might be interpreted on a UN X-based server

Ref erence Mai | box Name Interpretation
~smth/Mail/ foo.* ~smth/ Mil/foo.*
archive/ % archivel/ %

#news. conp. mai | . * #news. conp. mai | . *
~smth/Mail/ [usr/doc/foo /usr/doc/foo
archi ve/ ~fred/ Mail/* ~fred/ Mail/*

The first three exanpl es denonstrate interpretations in the
context of the reference argunent. Note that "~smith/Mil" SHOULD
NOT be transformed into sonething like "/u2/users/smth/Miil", or
it would be inpossible for the client to determnmine that the
interpretation was in the context of the reference.

The character "*" is a wildcard, and matches zero or nore
characters at this position. The character "% is simlar to "*",
but it does not match a hierarchy delinmiter. |If the "% wldcard
is the last character of a mmil box name argunent, matching |evels
of hierarchy are also returned. |If these levels of hierarchy are
not also sel ectable mail boxes, they are returned with the

\ Nosel ect mail box nane attribute (see the description of the LIST
response for nore details).
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Server inplenentations are permtted to "hide" otherw se

accessi ble mail boxes fromthe wildcard characters, by preventing
certain characters or names frommatching a wildcard in certain

situations. For exanmple, a UN X-based server might restrict the
interpretation of "*" so that an initial "/" character does not

mat ch.

The special nane INBOX is included in the output fromLIST, if
INBOX i s supported by this server for this user and if the
uppercase string "I NBOX'" matches the interpreted reference and
mai | box nane arguments with wildcards as descri bed above. The
criteria for omtting INBOX is whether SELECT INBOX will return
failure; it is not relevant whether the user’s real |NBOX resides
on this or some other server.

Al101 LIST "™ ™"

* LIST (\Noselect) "/" ""

A101 OK LI ST Conpl et ed

A102 LI ST #news. conp. nail.m sc
* LIST (\Noselect) "." #news.
A102 OK LI ST Conpl eted

A103 LI ST /usr/staff/jones ""
* LIST (\Noselect) "/" [/

A103 OK LI ST Conpl et ed

A202 LIST ~/Mail/l %

* LIST (\Noselect) "/" ~/Mail/foo
* LIST () "/" ~/Mil/neetings
A202 OK LI ST conpl et ed

Exanpl e:

LWONLOLNLOLDLOWONO

6.3.9. LSUB Conmand

Argunents: reference nanme
mai | box nane with possible wldcards

Responses: untagged responses: LSUB

Resul t: K - | sub conpleted
NO - Isub failure: can't list that reference or name
BAD - conmand unknown or argunents invalid

The LSUB command returns a subset of names fromthe set of nanes
that the user has declared as being "active" or "subscribed"

Zero or nmore untagged LSUB replies are returned. The argunments to
LSUB are in the sane formas those for LIST.

A server MAY validate the subscribed nanes to see if they stil

exist. |If a nane does not exist, it SHOULD be flagged with the
\ Nosel ect attribute in the LSUB response. The server MJST NOT
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unilaterally renove an existing mail box name fromthe subscription
list even if a mailbox by that name no | onger exists.

Exanpl e: C. A002 LSUB "#news." "conp.mail.*"
S: * LSUB () "." #news.conp.nail.mne
S: * LSUB () "." #news.conp.nail.nisc

S: A002 OK LSUB conpl eted
6. 3. 10. STATUS Conmmand

Argunments: mail box nane
status data item nanes

Responses: untagged responses: STATUS

Resul t: K - status conpleted
NO - status failure: no status for that nane
BAD - conmand unknown or argunents invalid

The STATUS command requests the status of the indicated mail box.
It does not change the currently selected mail box, nor does it
affect the state of any nmessages in the queried mailbox (in
particul ar, STATUS MJUST NOT cause nessages to | ose the \Recent

flag).

The STATUS command provides an alternative to opening a second

| MAP4revl connection and doi ng an EXAM NE command on a nail box to
query that mailbox's status w thout desel ecting the current
mai | box in the first | MAP4revl connection

Unli ke the LIST conmand, the STATUS command is not guaranteed to
be fast in its response. In sone inplenentations, the server is
obliged to open the mailbox read-only internally to obtain certain
status information. Also unlike the LIST command, the STATUS
conmand does not accept wil dcards.

The currently defined status data itens that can be requested are:

MESSAGES The nunber of nessages in the nail box.

RECENT The nunber of nessages with the \Recent flag set.

Ul DNEXT The next U D value that will be assigned to a new
nessage in the mailbox. It is guaranteed that this
value will not change unl ess new nessages are added

to the mailbox; and that it will change when new
nessages are added even if those new nessages are
subsequent |y expunged.
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U DVALI DI TY The unique identifier validity value of the
mai | box.

UNSEEN The nunber of nessages which do not have the \Seen
flag set.

Exanpl e: C. A042 STATUS bl urdybl oop (U DNEXT MESSAGES)
S: * STATUS bl urdybl oop (MESSAGES 231 Ul DNEXT 44292)
S.

A042 OK STATUS conpl et ed
6.3.11. APPEND Conmand

Argunents: rmail box nane
OPTI ONAL fl ag parenthesized |i st
OPTI ONAL date/time string
nessage litera

Responses: no specific responses for this conmand

Resul t: K - append conpl et ed
NO - append error: can't append to that nmil box, error
in flags or date/time or message text
BAD - conmand unknown or argunents invalid

The APPEND command appends the literal argunent as a new nmessage
to the end of the specified destination mailbox. This argunent
SHOULD be in the format of an [ RFC-822] nessage. 8-bit characters
are pernitted in the nmessage. A server inplementation that is
unable to preserve 8-bit data properly MJUST be able to reversibly
convert 8-bit APPEND data to 7-bit using a [M ME-1 MB] content
transfer encoding.

Note: There MAY be exceptions, e.g. draft nessages, in which
required [ RFC-822] header lines are omtted in the nessage litera
argunent to APPEND. The full inplications of doing so MJST be
under st ood and carefully wei ghed.

If a flag parenthesized list is specified, the flags SHOULD be set in
the resulting nessage; otherwise, the flag list of the resulting
nmessage is set enpty by default.

If a date_tinme is specified, the internal date SHOULD be set in the

resulting nessage; otherwi se, the internal date of the resulting
nmessage is set to the current date and tinme by default.
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If the append is unsuccessful for any reason, the nmail box MJUST be
restored to its state before the APPEND attenpt; no partial appending
is permtted.

If the destination mail box does not exist, a server MJST return an
error, and MJUST NOT automatically create the nmailbox. Unless it is
certain that the destination nmailbox can not be created, the server
MJUST send the response code "[ TRYCREATE]" as the prefix of the text
of the tagged NO response. This gives a hint to the client that it
can attenpt a CREATE conmand and retry the APPEND if the CREATE is
successf ul

If the mailbox is currently selected, the normal new nmail actions
SHOULD occur. Specifically, the server SHOULD notify the client

i medi ately via an untagged EXI STS response. |f the server does not
do so, the client MAY i ssue a NOOP command (or failing that, a CHECK
conmand) after one or nore APPEND conmands.

A003 APPEND saved- nessages (\Seen) {310}
Date: Mon, 7 Feb 1994 21:52:25 -0800 (PST)
From Fred Foobar <foobar @l urdybl oop. COW
Subj ect: afternoon neeting

To: nooch@wat agu. si am edu

Message-1d: <B27397-0100000@3! ur dybl oop. COW>
M ME-Version: 1.0

Cont ent - Type: TEXT/ PLAI N, CHARSET=US- ASCI

Exanpl e:

Hell o Joe, do you think we can neet at 3:30 tonorrow?

POOOOOOOOOO0

A003 OK APPEND conpl et ed

Note: the APPEND conmand i s not used for nessage delivery, because
it does not provide a mechanismto transfer [ SMIP] envel ope
i nformati on.

6. 4. Client Commands - Selected State

In selected state, conmands that mani pul ate nmessages in a nail box are
permtted.

In addition to the universal commands (CAPABILITY, NOOP, and LOGOUT),
and the authenticated state commands (SELECT, EXAM NE, CREATE,
DELETE, RENAME, SUBSCRI BE, UNSUBSCRI BE, LI ST, LSUB, STATUS, and
APPEND), the follow ng commands are valid in the selected state:
CHECK, CLOSE, EXPUNGE, SEARCH, FETCH, STORE, CCPY, and U D
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6.4.1. CHECK Command
Argunents: none
Responses: no specific responses for this conmand

Resul t: K - check conpl et ed
BAD - conmmand unknown or argunents invalid

The CHECK command requests a checkpoint of the currently sel ected
mai | box. A checkpoint refers to any inpl enentati on-dependent
housekeepi ng associated with the mailbox (e.g. resolving the
server’'s in-menory state of the mailbox with the state on its
disk) that is not normally executed as part of each command. A
checkpoi nt MAY take a non-instantaneous anount of real tine to
conplete. |If a server inplenentation has no such housekeepi ng
consi derations, CHECK is equival ent to NOOP

There is no guarantee that an EXI STS untagged response will happen
as a result of CHECK. NOOP, not CHECK, SHOULD be used for new
mai | pol ling.

Exanpl e: C. FXXZ CHECK
S: FXXZ OK CHECK Conpl et ed

6.4.2. CLOSE Command
Argunents: none
Responses: no specific responses for this conmand

Resul t: K - close conpleted, now in authenticated state
NO - close failure: no nmail box sel ected
BAD - conmand unknown or argunents invalid

The CLOSE command permanently renoves fromthe currently sel ected
mai | box all messages that have the \Deleted flag set, and returns
to authenticated state fromselected state. No untagged EXPUNGE
responses are sent.

No nessages are renmoved, and no error is given, if the mailbox is
sel ected by an EXAM NE command or is otherw se selected read-only.

Even if a mailbox is selected, a SELECT, EXAM NE, or LOGOUT
conmand MAY be issued without previously issuing a CLOSE comand
The SELECT, EXAM NE, and LOGOUT commands inplicitly close the
currently selected mail box without doing an expunge. However,
when many nessages are del eted, a CLOSE- LOGOUT or CLOSE- SELECT
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sequence i s considerably faster than an EXPUNGE- LOGOUT or
EXPUNGE- SELECT because no untagged EXPUNGE responses (which the
client would probably ignore) are sent.

Exanpl e: C. A341 CLCSE
S: A341 K CLCSE conpl et ed

6.4.3. EXPUNGE Command
Argunents: none

Responses: untagged responses: EXPUNGE

Resul t: K - expunge conpl eted
NO - expunge failure: can’t expunge (e.g. perm ssion
deni ed)

BAD - conmand unknown or argunents invalid

The EXPUNGE conmand permanently renoves fromthe currently

sel ected mail box all nessages that have the \Deleted flag set.
Before returning an OK to the client, an untagged EXPUNGE response
is sent for each nmessage that is renoved.

A202 EXPUNGE

* 3 EXPUNGE

* 3 EXPUNGE

* 5 EXPUNGE

* 8 EXPUNGE

A202 OK EXPUNGE conpl et ed

Exanpl e:

VWONLLLO

Note: in this exanple, nmessages 3, 4, 7, and 11 had the
\Deleted flag set. See the description of the EXPUNGE
response for further explanation.

6.4.4. SEARCH Conmmand

Argunments: OPTI ONAL [ CHARSET] specification
searching criteria (one or nore)

Responses: REQUI RED unt agged response: SEARCH

Resul t: K - search conpleted
NO - search error: can't search that [CHARSET] or
criteria

BAD - conmmand unknown or argunents invalid
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The SEARCH command searches the mail box for nessages that match
the given searching criteria. Searching criteria consist of one
or nore search keys. The untagged SEARCH response fromthe server
contains a listing of nessage sequence nunbers corresponding to
those nessages that match the searching criteria.

When multiple keys are specified, the result is the intersection
(AND function) of all the nessages that match those keys. For
exanple, the criteria DELETED FROM "SM TH' SI NCE 1- Feb-1994 refers
to all deleted nessages fromSnmith that were placed in the nmail box
since February 1, 1994. A search key can al so be a parenthesized
list of one or nore search keys (e.g. for use with the OR and NOT
keys).

Server inpl enentations MAY exclude [M ME-1 MB] body parts with
term nal content nedia types other than TEXT and MESSAGE from
consi deration in SEARCH nat chi ng.

The OPTI ONAL [ CHARSET] specification consists of the word
"CHARSET" followed by a registered [CHARSET]. It indicates the

[ CHARSET] of the strings that appear in the search criteria.
[MMe-1MB] content transfer encodings, and [M ME-HDRS] strings in
[ RFC-822]/[ M ME- 1 MB] headers, MJST be decoded before conparing
text in a [CHARSET] other than US-ASCII. US-ASCI|I MJST be
supported; other [CHARSET]s MAY be supported. |If the server does
not support the specified [CHARSET], it MJST return a tagged NO
response (not a BAD).

In all search keys that use strings, a nmessage matches the key if
the string is a substring of the field. The matching is case-
i nsensitive.

The defined search keys are as follows. Refer to the Forma

Syntax section for the precise syntactic definitions of the

argument s.

<nessage set> Messages with nessage sequence nunbers
corresponding to the specified nessage sequence
nunber set

ALL Al nessages in the nail box; the default initial
key for ANDi ng.

ANSWERED Messages with the \Answered flag set.

BCC <string> Messages that contain the specified string in the
envel ope structure’'s BCC fi el d.
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BEFORE <dat e>

BODY <string>

CC <string>

DELETED
DRAFT
FLAGGED

FROM <stri ng>
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Messages whose internal date is earlier than the
speci fied date.

Messages that contain the specified string in the
body of the nessage.

Messages that contain the specified string in the
envel ope structure’'s CC field.

Messages with the \Deleted flag set.
Messages with the \Draft flag set.
Messages with the \Fl agged fl ag set.

Messages that contain the specified string in the
envel ope structure’s FROM field

HEADER <fi el d- nane> <stri ng>

KEYWORD <f | ag>

LARGER <n>

NEW

Messages that have a header with the specified
field-name (as defined in [RFC-822]) and that
contains the specified string in the [ RFC 822]
fiel d-body.

Messages with the specified keyword set.

Messages with an [ RFC-822] size larger than the
speci fied nunber of octets.

Messages that have the \Recent flag set but not the
\Seen flag. This is functionally equivalent to
" ( RECENT UNSEEN) "

NOT <sear ch-key>

ON <dat e>

Messages that do not match the specified search
key.

Messages that do not have the \Recent flag set.
This is functionally equivalent to "NOT RECENT" (as
opposed to "NOT NEW).

Messages whose internal date is within the
speci fied date.

OR <sear ch-keyl> <sear ch- key2>

RECENT

Crispin

Messages that match either search key.

Messages that have the \Recent flag set.
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SEEN Messages that have the \Seen flag set.

SENTBEFORE <dat e>
Messages whose [ RFC-822] Date: header is earlier
than the specified date.

SENTON <dat e> Messages whose [ RFC-822] Date: header is within the
speci fied date.

SENTSI NCE <dat e>
Messages whose [ RFC-822] Date: header is within or
| ater than the specified date.

SI NCE <dat e> Messages whose internal date is within or later
than the specified date.

SMALLER <n> Messages with an [ RFC-822] size snaller than the
speci fied nunber of octets.

SUBJECT <string>
Messages that contain the specified string in the
envel ope structure’s SUBJECT field.

TEXT <string> Messages that contain the specified string in the
header or body of the nessage.

TO <string> Messages that contain the specified string in the
envel ope structure’'s TO field.

U D <nessage set>
Messages with unique identifiers corresponding to
the specified unique identifier set.

UNANSWERED Messages that do not have the \Answered flag set.
UNDELETED Messages that do not have the \Deleted flag set.
UNDRAFT Messages that do not have the \Draft flag set.

UNFLAGGED Messages that do not have the \Flagged flag set.

UNKEYWORD <f | ag>
Messages that do not have the specified keyword
set.

UNSEEN Messages that do not have the \Seen flag set.
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Exanpl e: C. A282 SEARCH FLAGGED SI NCE 1- Feb-1994 NOT FROM "Snith"
S: * SEARCH 2 84 882
S: A282 OK SEARCH conpl et ed

6.4.5. FETCH Conmand

Argunents: nessage set
nmessage data item nanes

Responses: untagged responses: FETCH

Resul t: K - fetch conpl eted
NO - fetch error: can't fetch that data
BAD - conmmand unknown or argunents invalid

The FETCH command retrieves data associated with a nessage in the
mai | box. The data itens to be fetched can be either a single atom
or a parenthesized list.

The currently defined data itens that can be fetched are:

ALL Macr o equi val ent to: (FLAGS | NTERNALDATE
RFC822. SI ZE ENVELOPE)

BODY Non- ext ensi bl e form of BODYSTRUCTURE

BODY[ <secti on>] <<parti al >>
The text of a particular body section. The section
specification is a set of zero or nore part
specifiers delimted by periods. A part specifier
is either a part nunber or one of the follow ng:
HEADER, HEADER. FI ELDS, HEADER. FI ELDS. NOT, M ME, and
TEXT. An enpty section specification refers to the
entire nessage, including the header

Every nessage has at |east one part nunber.
Non-[ M ME- | MB] nessages, and non-nul ti part
[MME-1MB] nessages with no encapsul ated nessage,
only have a part 1.

Mul tipart nessages are assi gned consecutive part
nunbers, as they occur in the nessage. If a
particular part is of type message or mnultipart,
its parts MJUST be indicated by a period followed by
the part nunber within that nested nultipart part.
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A part of type MESSAGE/ RFC822 al so has nested part
nunbers, referring to parts of the MESSAGE part’s
body.

The HEADER, HEADER. FI ELDS, HEADER. Fl ELDS. NOT, and
TEXT part specifiers can be the sole part specifier
or can be prefixed by one or nore nuneric part
specifiers, provided that the nuneric part
specifier refers to a part of type MESSAGE RFC822.
The M ME part specifier MJST be prefixed by one or
nore nuneric part specifiers

The HEADER, HEADER. FI ELDS, and HEADER. FI ELDS. NOT
part specifiers refer to the [ RFC-822] header of

t he message or of an encapsul ated [ M ME- | MI]
MESSAGE/ RFC822 nessage. HEADER. FI ELDS and
HEADER. FI ELDS. NOT are followed by a |ist of
field-name (as defined in [ RFC-822]) nanes, and
return a subset of the header. The subset returned
by HEADER. FI ELDS contains only those header fields
with a field-name that nmatches one of the names in
the list; simlarly, the subset returned by
HEADER. FI ELDS. NOT contains only the header fields
with a non-matching field-nane. The field-matching
is case-insensitive but otherw se exact. In al
cases, the delimting blank |ine between the header
and the body is always included.

The M ME part specifier refers to the [M Me-| M|
header for this part.

The TEXT part specifier refers to the text body of
the nmessage, omtting the [ RFC-822] header
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Here is an exanple of a conpl ex nessage
with some of its part specifiers:

HEADER ([ RFC-822] header of the nessage)
TEXT MULTI PART/ M XED

1 TEXT/ PLAI N

2 APPLI CATI ON/ OCTET- STREAM

3 MESSAGE/ RFC822

3. HEADER ([ RFC-822] header of the nessage)

3. TEXT ([ RFC-822] text body of the nessage)
3.1 TEXT/ PLAI N

3.2 APPLI CATI ON/ OCTET- STREAM

4 MULTI PART/ M XED

4.1 | MAGE/ G F

4.1.MME ([MMe1M] header for the | MAGE/ G F)
4.2 MESSAGE/ RFC822

4. 2. HEADER ([ RFC-822] header of the nessage)
4.2. TEXT ([ RFC-822] text body of the nessage)
4.2.1 TEXT/ PLAI N

4.2.2 MULTI PART/ ALTERNATI VE

4.2.2.1 TEXT/ PLAI N

4.2.2.2 TEXT/ Rl CHTEXT

It is possible to fetch a substring of the
designated text. This is done by appendi ng an open
angl e bracket ("<"), the octet position of the
first desired octet, a period, the naxi mum nunber
of octets desired, and a cl ose angl e bracket (">"

to the part specifier. |If the starting octet is
beyond the end of the text, an enpty string is
returned.

Any partial fetch that attenpts to read beyond the
end of the text is truncated as appropriate. A
partial fetch that starts at octet 0 is returned as
a partial fetch, even if this truncation happened.

Note: this means that BODY[]<0.2048> of a
1500- octet message will return BODY[]<0>
with a literal of size 1500, not BODY[].

Note: a substring fetch of a
HEADER. FI ELDS or HEADER. FI ELDS. NOT part
specifier is calculated after subsetting
t he header.
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The \Seen flag is inplicitly set; if this causes
the flags to change they SHOULD be included as part
of the FETCH responses.

BODY. PEEK[ <sect i on>] <<parti al >>

BODYSTRUCTURE

ENVELOPE

FAST

FLAGS

FULL

| NTERNALDATE

RFC822

RFC822. HEADER

RFC822. SI ZE

RFC822. TEXT

u b

Crispin

An alternate form of BODY[<section>] that does not
inmplicitly set the \Seen flag.

The [M ME-1 MB] body structure of the nessage. This
is conputed by the server by parsing the [ M ME-I| MB]
header fields in the [ RFC-822] header and

[M Me-1MB] headers.

The envel ope structure of the nessage. This is
conputed by the server by parsing the [ RFC- 822]
header into the conponent parts, defaulting various
fields as necessary.

Macro equi val ent to: (FLAGS | NTERNALDATE
RFC822. Sl ZE)

The flags that are set for this nessage.

Macro equi val ent to: (FLAGS | NTERNALDATE
RFC822. SI ZE ENVELOPE BODY)

The internal date of the nessage.

Functional |y equivalent to BODY[], differing in the
syntax of the resulting untagged FETCH data (RFC822
is returned).

Functi onal Iy equival ent to BODY. PEEK] HEADER] ,
differing in the syntax of the resulting untagged
FETCH dat a ( RFC822. HEADER i s returned).

The [ RFC-822] size of the nessage.

Functional |y equivalent to BODY[ TEXT], differing in
the syntax of the resulting untagged FETCH data
(RFC822. TEXT is returned).

The unique identifier for the nessage.
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Exanpl e: C. A654 FETCH 2:4 (FLAGS BODY[ HEADER. FI ELDS ( DATE FROM])
S * 2 FETCH ...
S. * 3 FETCH ...
S. * 4 FETCH ...
S: A654 K FETCH conpl et ed

6.4.6. STORE Conmand

Argunents: nessage set
nmessage data item nane
val ue for nessage data item

Responses: untagged responses: FETCH

Resul t: K - store conpl eted
NO - store error: can't store that data
BAD - conmand unknown or argunents invalid

The STORE command alters data associated with a nmessage in the

mai | box. Normally, STORE will return the updated val ue of the

data with an untagged FETCH response. A suffix of ".SILENT" in
the data item nane prevents the untagged FETCH, and the server

SHOULD assume that the client has determi ned the updated val ue

itself or does not care about the updated val ue.

Not e: regardl ess of whether or not the ".SILENT" suffix was
used, the server SHOULD send an untagged FETCH response if a
change to a nmessage’s flags froman external source is
observed. The intent is that the status of the flags is
determ nate wi thout a race condition

The currently defined data itens that can be stored are:

FLAGS <flag list>
Repl ace the flags for the nessage with the
argunent. The new value of the flags are returned
as if a FETCH of those flags was done.

FLAGS. SI LENT <flag |ist>
Equi val ent to FLAGS, but without returning a new
val ue.

+FLAGS <flag list>
Add the argunment to the flags for the nmessage. The
new value of the flags are returned as if a FETCH
of those flags was done.
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6. 4.

+FLAGS. SI LENT <flag |ist>
Equi val ent to +FLAGS, but without returning a new
val ue.

-FLAGS <flag list>
Renove the argunent fromthe flags for the nessage.
The new value of the flags are returned as if a
FETCH of those flags was done.

-FLAGS. SI LENT <flag |ist>
Equi val ent to -FLAGS, but wi thout returning a new

val ue.
Exanpl e: C. A0D03 STORE 2:4 +FLAGS (\Del et ed)
S: * 2 FETCH FLAGS (\Del eted \ Seen)
S: * 3 FETCH FLAGS (\ Del et ed)
S: * 4 FETCH FLAGS (\Del eted \ Fl agged \ Seen)
S: A003 K STORE conpl et ed
7. COPY Conmand

Argunents: nessage set

mai | box name

Responses: no specific responses for this conmand

Resul t: K - copy conpl eted

NO - copy error: can't copy those nessages or to that
nane
BAD - conmmand unknown or argunents invalid

The COPY command copi es the specified nessage(s) to the end of the
specified destination mailbox. The flags and internal date of the
nmessage(s) SHOULD be preserved in the copy.

If the destination mail box does not exist, a server SHOULD return
an error. |t SHOULD NOT automatically create the nmmil box. Unless
it is certain that the destination nmail box can not be created, the
server MUST send the response code "[ TRYCREATE]" as the prefix of
the text of the tagged NO response. This gives a hint to the
client that it can attenpt a CREATE command and retry the COPY if
t he CREATE i s successful.
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If the COPY command is unsuccessful for any reason, server
i npl enentati ons MJUST restore the destination mailbox to its state
before the COPY attenpt.

Exanpl e: C. A003 COPY 2: 4 MEETI NG
S: A003 OK COPY conpl eted

6.4.8. U D Conmand

Argunents: conmand nane
conmand ar gunents

Responses: untagged responses: FETCH, SEARCH

Resul t: K - U D comand conpl et ed
NO - U D comrand error
BAD - conmmand unknown or argunents invalid

The U D command has two forns. In the first form it takes as its
argunents a COPY, FETCH, or STORE conmand with argunments
appropriate for the associ ated command. However, the nunbers in
the message set argument are unique identifiers instead of nessage
sequence nunbers.

In the second form the U D comrand takes a SEARCH conmand with
SEARCH command arguments. The interpretation of the argunents is
the sane as with SEARCH, however, the nunbers returned in a SEARCH
response for a U D SEARCH conmand are unique identifiers instead
of message sequence nunbers. For exanple, the conmand U D SEARCH
1: 100 UI D 443:557 returns the unique identifiers corresponding to
the intersection of the nessage sequence nunber set 1:100 and the
U D set 443:557.

Message set ranges are permtted; however, there is no guarantee
that unique identifiers be contiguous. A non-existent unique
identifier within a nessage set range is ignored wi thout any error
nessage gener at ed.

The nunber after the "*" in an untagged FETCH response is always a
message sequence nunber, not a unique identifier, even for a UD
conmand response. However, server inplenmentations MIUST inplicitly
i nclude the U D nessage data itemas part of any FETCH response
caused by a U D command, regardl ess of whether a U D was specified
as a nmessage data itemto the FETCH
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A999 U D FETCH 4827313: 4828442 FLAGS

Exanpl e: C
S: * 23 FETCH (FLAGS (\Seen) U D 4827313)
S
S

* 24 FETCH (FLAGS (\Seen) U D 4827943)
: * 25 FETCH (FLAGS (\Seen) Ul D 4828442)
S: A999 U D FETCH conpl eted
Cdient Commands - Experinmental /Expansion

.1. X<atonr Command

Arguments: inplenmentation defined
Responses: inplenmentation defined
Resul t: K - conmmand conpl et ed

NO - failure
BAD - conmand unknown or argunents invalid

Any conmand prefixed with an X is an experinental command.
Conmmands which are not part of this specification, a standard or
standards-track revision of this specification, or an | ESG
approved experinental protocol, MJST use the X prefix.

Any added unt agged responses issued by an experinental conmmand
MUST al so be prefixed with an X. Server inplenentations MJST NOT
send any such untagged responses, unless the client requested it
by issuing the associ ated experimental comand.

a44l1 CAPABILITY

* CAPABI LI TY | MAP4revl AUTH=KERBERCS_V4 XPl G LATI N
a441 OK CAPABI LI TY conpl et ed

Ad42 XPI G LATI N

* XPI G LATI N ow nay eaki ng-spay ig-pay atin-lay
Ad442 OK XPI G- LATI N onpl et ed- cay

Exanpl e:

WOOWLO

Server Responses

Server responses are in three forns: status responses, server data,
and command continuation request. The information contained in a
server response, identified by "Contents:" in the response
descriptions below, is described by function, not by syntax. The
preci se syntax of server responses is described in the Fornal Syntax
section.

The client MUST be prepared to accept any response at all tines.
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Status responses can be tagged or untagged. Tagged status responses
indicate the conpletion result (OK NO or BAD status) of a client
conmmand, and have a tag matching the conmand.

Sonme status responses, and all server data, are untagged. An

unt agged response is indicated by the token "*" instead of a tag.

Unt agged status responses indicate server greeting, or server status
that does not indicate the conpletion of a command (for exanple, an
i mpendi ng system shutdown alert). For historical reasons, untagged
server data responses are also called "unsolicited data", although
strictly speaking only unilateral server data is truly "unsolicited"

Certain server data MJUST be recorded by the client when it is
received; this is noted in the description of that data. Such data
conveys critical information which affects the interpretation of al
subsequent conmmands and responses (e.g. updates reflecting the
creation or destruction of messages).

O her server data SHOULD be recorded for later reference; if the
client does not need to record the data, or if recording the data has
no obvi ous purpose (e.g. a SEARCH response when no SEARCH conmand i s
in progress), the data SHOULD be ignored.

An exanpl e of unilateral untagged server data occurs when the | MAP
connection is in selected state. In selected state, the server
checks the mail box for new nmessages as part of command execution
Nornmal ly, this is part of the execution of every conmand; hence, a
NOOP command suffices to check for new nessages. |f new nessages are
found, the server sends untagged EXI STS and RECENT responses
reflecting the new size of the mailbox. Server inplenentations that
offer multiple sinmultaneous access to the sane mail box SHOULD al so
send appropriate unilateral untagged FETCH and EXPUNGE responses if
anot her agent changes the state of any nmessage flags or expunges any
nessages.

Command conti nuation request responses use the token "+" instead of a
tag. These responses are sent by the server to indicate acceptance
of an inconmplete client command and readi ness for the remai nder of

t he conmand

7. 1. Server Responses - Status Responses

Status responses are OK, NO BAD, PREAUTH and BYE. OK, NO, and BAD
may be tagged or untagged. PREAUTH and BYE are al ways untagged.

Status responses MAY include an OPTIONAL "response code". A response

code consists of data inside square brackets in the formof an atom
possi bly foll owed by a space and argunments. The response code
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contains additional information or status codes for client software
beyond the OK/ NO BAD condition, and are defined when there is a
specific action that a client can take based upon the additiona

i nf ormati on.

The currently defined response codes are:

ALERT

NEVWNANVE

PARSE

PERVANENTFLAGS

READ- ONLY

READ- VRl TE

Crispin

The hunman-readabl e text contains a special alert
that MJUST be presented to the user in a fashion
that calls the user’s attention to the nessage.

Fol | owed by a nmil box name and a new nail box nane.
A SELECT or EXAM NE is failing because the target
mai | box nane no | onger exists because it was
renaned to the new nmailbox name. This is a hint to
the client that the operation can succeed if the
SELECT or EXAM NE is reissued with the new nail box
nare.

The human-readabl e text represents an error in
parsing the [ RFC-822] header or [M Me-1MB] headers
of a nmessage in the nmail box.

Fol | owed by a parenthesized list of flags,

i ndi cates which of the known flags that the client
can change permanently. Any flags that are in the
FLAGS unt agged response, but not the PERMANENTFLAGS
[ist, can not be set permanently. |If the client
attenpts to STORE a flag that is not in the
PERMANENTFLAGS |ist, the server will either reject
it with a NOreply or store the state for the
remai nder of the current session only. The
PERMANENTFLAGS |i st can al so include the special
flag \*, which indicates that it is possible to
create new keywords by attenpting to store those
flags in the mail box.

The mail box is selected read-only, or its access
whi | e sel ected has changed fromread-wite to
read-only.

The mail box is selected read-write, or its access

whi | e sel ected has changed fromread-only to
read-wite.
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7.

7.

1

1

1

TRYCREATE An APPEND or COPY attenpt is failing because the
target mmil box does not exist (as opposed to sone
other reason). This is a hint to the client that
t he operation can succeed if the mailbox is first
created by the CREATE conmand.

U DVALI DI TY Fol | owed by a deci mal nunber, indicates the unique
identifier validity val ue.

UNSEEN Fol | owed by a deci mal nunber, indicates the nunber
of the first nmessage w thout the \Seen flag set.

Addi tional response codes defined by particular client or server
i mpl ement ati ons SHOULD be prefixed with an "X" until they are
added to a revision of this protocol. Cient inplenentations
SHOULD i gnore response codes that they do not recognize

K Response

Cont ent s: OPTI ONAL response code

human-r eadabl e t ext

The OK response indicates an information nessage fromthe server
Wien tagged, it indicates successful conpletion of the associated
conmand. The human-readabl e text MAY be presented to the user as
an information nessage. The untagged formindi cates an

i nformati on-only message; the nature of the information MAY be

i ndi cated by a response code.

The untagged formis also used as one of three possible greetings
at connection startup. It indicates that the connection is not
yet authenticated and that a LOG@ N comand i s needed.

Exanpl e: S: * OK | MAP4revl server ready

2.

C. A001 LOG N fred bl urdybl oop
S: * OK [ALERT] System shutdown in 10 m nutes
S: A001 OK LOGA N Conpl et ed

NO Response

Cont ent s: OPTI ONAL response code
hurman- r eadabl e t ext

The NO response indicates an operational error nessage fromthe
server. \Wen tagged, it indicates unsuccessful conpletion of the
associ ated conmmand. The untagged formindi cates a warning; the
conmmand can still conplete successfully. The human-readabl e text
descri bes the condition.
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Exanpl e: A222 COPY 1:2 owat agusi am

* NODisk is 98% full, please delete unnecessary data
A222 OK COPY conpl et ed

A223 COPY 3: 200 bl urdybl oop

* NODisk is 98% full, please delete unnecessary data
* NODisk is 99% full, please del ete unnecessary data

A223 NO COPY failed: disk is ful

KOONOWNO

7.1.3. BAD Response

Cont ent s: OPTI ONAL response code
human- r eadabl e t ext

The BAD response indicates an error nessage fromthe server. \Wen
tagged, it reports a protocol-level error in the client’s conmand;
the tag indicates the command that caused the error. The untagged
formindicates a protocol-level error for which the associ ated
command can not be determined; it can also indicate an interna
server failure. The human-readabl e text describes the condition

Exanpl e: ...very long command line..

* BAD Command |ine too |ong

...enpty line..

* BAD Empty conmand |ine

A443 EXPUNGE

* BAD Di sk crash, attenpting salvage to a new di sk

* K Sal vage successful, no data | ost

A443 OK Expunge conpl et ed

WONONO WO

7.1. 4. PREAUTH Response

Cont ent s: OPTI ONAL response code
human- r eadabl e t ext

The PREAUTH response is always untagged, and is one of three
possi bl e greetings at connection startup. It indicates that the
connection has already been authenticated by external neans and
thus no LOG N command i s needed.
Exanpl e: S: * PREAUTH | MAP4revl server logged in as Snith
7.1.5. BYE Response

Cont ent s: OPTI ONAL response code
human- r eadabl e t ext

Crispin St andards Track [ Page 52]



RFC 2060 | MAP4r evl Decenber 1996

The BYE response is always untagged, and indicates that the server
is about to close the connection. The human-readabl e text MAY be
di spl ayed to the user in a status report by the client. The BYE
response is sent under one of four conditions:

1) as part of a normal |ogout sequence. The server will close
the connection after sending the tagged OK response to the
LOGOUT comrand.

2) as a pani ¢ shutdown announcenent. The server closes the
connection inmedi ately.

3) as an announcenent of an inactivity autol ogout. The server
cl oses the connection inmediately.

4) as one of three possible greetings at connection startup
indicating that the server is not willing to accept a
connection fromthis client. The server closes the
connection i medi ately.

The difference between a BYE that occurs as part of a nornal
LOGOUT sequence (the first case) and a BYE that occurs because of
a failure (the other three cases) is that the connection closes
i medi ately in the failure case.
Exanpl e: S: * BYE Autologout; idle for too |ong
7.2. Server Responses - Server and Ml box Status
These responses are al ways untagged. This is how server and mail box
status data are transmitted fromthe server to the client. Many of
t hese responses typically result froma comand with the sanme nane.
7.2.1. CAPABILITY Response
Cont ent s: capability listing
The CAPABI LITY response occurs as a result of a CAPABILITY
command. The capability listing contains a space-separated
listing of capability names that the server supports. The
capability listing MJST include the atom "I MAP4rev1l"

A capability name which begins with "AUTH=" indicates that the
server supports that particular authentication nmechani sm
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O her capability names indicate that the server supports an
extension, revision, or anendnent to the | MAP4revl protocol
Server responses MUST conformto this docunment until the client
i ssues a command that uses the associated capability.

Capability nanmes MUST either begin with "X" or be standard or
standards-track | MAP4revl extensions, revisions, or amendnents
registered with 1ANA. A server MJUST NOT of fer unregistered or
non- st andard capability nanes, unless such names are prefixed with
an "X".

Cient inplenentati ons SHOULD NOT require any capability nane
ot her than "I MAP4revl1", and MJST ignore any unknown capability
names.

Exanpl e: S: * CAPABILITY | MAP4revl AUTH=KERBERCS_V4 XPI G- LATI N

7.2.2. LIST Response

Cont ent s: name attributes
hi erarchy delimter
nane
The LI ST response occurs as a result of a LIST conmand. It

returns a single nane that matches the LI ST specification. There
can be nultiple LIST responses for a single LI ST comand.

Four name attributes are defined:
\ Noi nferiors It is not possible for any child |evels of

hi erarchy to exist under this name; no child levels
exi st now and none can be created in the future.

\ Nosel ect It is not possible to use this nanme as a sel ectable
mai | box.
\ Mar ked The mail box has been marked "interesting" by the

server; the mail box probably contains nessages that
have been added since the last time the mail box was

sel ect ed.

\ Unnar ked The mail box does not contain any additiona
nmessages since the last tine the mail box was
sel ect ed.

If it is not feasible for the server to determ ne whet her the
mai | box is "interesting" or not, or if the name is a \Nosel ect
nanme, the server SHOULD NOT send either \ Marked or \ Unnmarked.
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The hierarchy delimter is a character used to delimt |evels of
hierarchy in a mailbox name. A client can use it to create child
mai | boxes, and to search higher or |ower |evels of namng
hierarchy. Al children of a top-level hierarchy node MJIST use
the sane separator character. A NL hierarchy deliniter neans
that no hierarchy exists; the nane is a "flat" nane.

The nane represents an unanbi guous |l eft-to-right hierarchy, and
MJUST be valid for use as a reference in LIST and LSUB conmands.
Unl ess \ Nosel ect is indicated, the name MJUST al so be valid as an

argunent for conmands, such as SELECT, that accept mail box
namnes.

Exanpl e: S: * LIST (\Noselect) "/" ~/Miil/foo

7.2.3. LSUB Response

Cont ent s: nane attributes
hi erarchy deliniter
name
The LSUB response occurs as a result of an LSUB comuand. It

returns a single nane that matches the LSUB specification. There
can be nultiple LSUB responses for a single LSUB comand. The
data is identical in format to the LI ST response.
Exanpl e: S: * LSUB () "." #news.conp.nail.nisc
7.2.4 STATUS Response

Cont ent s: name
status parenthesized |i st

The STATUS response occurs as a result of an STATUS conmand. It
returns the mail box nanme that matches the STATUS specification and
the requested nmail box status infornmation
Exanpl e: S: * STATUS bl urdybl oop (MESSACES 231 Ul DNEXT 44292)
7.2.5. SEARCH Response

Cont ent s: zero or nore nunbers
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The SEARCH response occurs as a result of a SEARCH or U D SEARCH
conmmand. The nunber(s) refer to those nessages that match the
search criteria. For SEARCH, these are nessage sequence numnbers;
for U D SEARCH, these are unique identifiers. Each nunber is
delimted by a space.

Exanpl e: S: * SEARCH 2 3 6

7.2.6. FLAGS Response
Cont ent s: flag parenthesized |ist

The FLAGS response occurs as a result of a SELECT or EXAM NE
conmmand. The flag parenthesized list identifies the flags (at a
m ni mum the systemdefined flags) that are applicable for this
mai | box. Flags other than the systemflags can al so exi st,
dependi ng on server inplenentation.
The update fromthe FLAGS response MUST be recorded by the client.
Exanpl e: S: * FLAGS (\Answered \Fl agged \Del eted \ Seen \Draft)
7.3. Server Responses - Mil box Size
These responses are al ways untagged. This is how changes in the size
of the mailbox are trasnmtted fromthe server to the client.
I nmedi ately following the "*" token is a nunber that represents a
nessage count.
7.3.1. EXI STS Response
Cont ent s: none

The EXI STS response reports the nunber of nessages in the mail box.
This response occurs as a result of a SELECT or EXAM NE comand,
and if the size of the mail box changes (e.g. new nail).

The update fromthe EXI STS response MJST be recorded by the
client.

Exanpl e: S * 23 EXISTS
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7.

7.

7.

3.

4.

4.

1

2. RECENT Response
Cont ent s: none
The RECENT response reports the nunber of nessages with the
\Recent flag set. This response occurs as a result of a SELECT or
EXAM NE command, and if the size of the mail box changes (e.g. new
mail).
Note: It is not guaranteed that the nessage sequence nunbers of
recent nessages will be a contiguous range of the highest n
messages in the mail box (where n is the value reported by the
RECENT response). Exanples of situations in which this is not
the case are: nultiple clients having the sanme mail box open
(the first session to be notified will see it as recent, others
will probably see it as non-recent), and when the nailbox is
re-ordered by a non-I MAP agent.
The only reliable way to identify recent nmessages is to | ook at
message flags to see which have the \Recent flag set, or to do
a SEARCH RECENT.
The update fromthe RECENT response MJST be recorded by the
client.
Exanpl e: S: * 5 RECENT
Server Responses - Message Status

These responses are always untagged. This is how nessage data are
transmtted fromthe server to the client, often as a result of a
command with the same nanme. |Immediately following the "*" token is a
nunber that represents a nmessage sequence nunber.

EXPUNCE Response

Cont ent s: none

The EXPUNGE response reports that the specified nessage sequence
nunber has been pernmanently renoved fromthe mail box. The nessage
sequence nunber for each successive nessage in the mailbox is

i medi ately decremented by 1, and this decrenent is reflected in
nmessage sequence numbers in subsequent responses (including other
unt agged EXPUNGE responses).

As a result of the imredi ate decrenent rule, nmessage sequence
nunbers that appear in a set of successive EXPUNGE responses
depend upon whet her the nessages are renoved starting from| ower
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nunbers to hi gher nunbers, or from higher nunbers to | ower
nunbers. For exanple, if the last 5 nmessages in a 9-nessage
mai | box are expunged; a "lower to higher" server will send five
unt agged EXPUNGE responses for nessage sequence nunber 5, whereas
a "higher to |lower server" will send successive untagged EXPUNGE
responses for nessage sequence nunbers 9, 8, 7, 6, and 5.

An EXPUNGE response MJST NOT be sent when no command is in
progress; nor while responding to a FETCH, STORE, or SEARCH
conmmand. This rule is necessary to prevent a | oss of
synchroni zati on of message sequence nunbers between client and
server.

The update fromthe EXPUNGE response MJST be recorded by the
client.

Exanpl e: S: * 44 EXPUNGE
7.4.2. FETCH Response
Cont ent s: nessage data

The FETCH response returns data about a nmessage to the client.

The data are pairs of data item names and their values in

parent heses. This response occurs as the result of a FETCH or
STORE command, as well as by unilateral server decision (e.g. flag
updat es) .

The current data itens are
BODY A form of BODYSTRUCTURE wi t hout extension dat a.

BODY[ <sect i on>] <<ori gi n_oct et >>
A string expressing the body contents of the
specified section. The string SHOULD be
interpreted by the client according to the content
transfer encoding, body type, and subtype.

If the origin octet is specified, this string is a
substring of the entire body contents, starting at
that origin octet. This neans that BODY[]<0> MAY
be truncated, but BODY[] is NEVER truncat ed.

8-bit textual data is pernmitted if a [ CHARSET]
identifier is part of the body paraneter

parent hesized list for this section. Note that
headers (part specifiers HEADER or M ME, or the
header portion of a MESSAGE RFC822 part), MJIST be
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7-bit; 8-bit characters are not permitted in
headers. Note also that the blank line at the end
of the header is always included in header data.

Non-t extual data such as binary data MJUST be
transfer encoded into a textual form such as BASE64
prior to being sent to the client. To derive the
original binary data, the client MJST decode the
transfer encoded string.

A parenthesized |ist that describes the [ M M| MB]
body structure of a nmessage. This is conputed by

the server by parsing the [M Me-|1M] header fields,
defaul ting various fields as necessary.

For exanple, a sinple text nmessage of 48 lines and
2279 octets can have a body structure of: ("TEXT"
"PLAIN'" ("CHARSET" "US-ASCII") NIL NIL "7BI'T" 2279
48)

Multiple parts are indicated by parenthesis
nesting. Instead of a body type as the first

el enent of the parenthesized list there is a nested
body. The second el ement of the parenthesized |ist
is the nultipart subtype (m xed, digest, parallel
alternative, etc.).

For exanple, a two part message consisting of a
text and a BASE645-encoded text attachnment can have
a body structure of: (("TEXT" "PLAIN' ("CHARSET"
"US-ASCI1") NIL NIL "7BI'T" 1152 23) (" TEXT" "PLAI N
("CHARSET" "US-ASCI 1" "NAME" "cc.diff")
"<960723163407. 20117h@ac. washi ngt on. edu>"
"Conpiler diff" "BASE64" 4554 73) "M XED'))

Ext ensi on data follows the nultipart subtype.

Ext ension data is never returned with the BODY
fetch, but can be returned with a BODYSTRUCTURE
fetch. Extension data, if present, MJST be in the
defi ned order.

The extension data of a nultipart body part are in
the foll owi ng order:

body paraneter parenthesized |ist
A parenthesized |ist of attribute/value pairs
[e.g. ("foo" "bar" "baz" "rag") where "bar" is
the value of "foo" and "rag" is the value of
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"baz"] as defined in [M M-I MB].

body di sposition
A parenthesized list, consisting of a
di sposition type string followed by a
par ent hesi zed |ist of disposition
attribute/value pairs. The disposition type and
attribute names will be defined in a future
standards-track revision to [ DI SPCSI TI QN .

body | anguage
A string or parenthesized list giving the body
| anguage val ue as defined in [ LANGUAGE- TAGS] .

Any follow ng extension data are not yet defined in
this version of the protocol. Such extension data
can consist of zero or nore N Ls, strings, nunbers,
or potentially nested parenthesized lists of such
data. dient inplenentations that do a
BODYSTRUCTURE fetch MJUST be prepared to accept such
extension data. Server inplenentations MJST NOT
send such extension data until it has been defined
by a revision of this protocol

The basic fields of a non-nultipart body part are
in the follow ng order

body type
A string giving the content nmedia type nane as
defined in [M ME-1 MB].

body subtype
A string giving the content subtype name as
defined in [M M-I MB].

body paraneter parenthesized |ist
A parenthesized |ist of attribute/value pairs
[e.g. ("foo" "bar" "baz" "rag") where "bar" is
the value of "foo" and "rag" is the value of
"baz"] as defined in [M M-I MB].

body id
A string giving the content id as defined in
[M ME- 1 MB].

body description

A string giving the content description as
defined in [M Me- | MB]
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body encodi ng
A string giving the content transfer encoding as
defined in [M M-I MB].

body si ze
A nunber giving the size of the body in octets.
Note that this size is the size in its transfer
encodi ng and not the resulting size after any
decodi ng.

A body type of type MESSAGE and subtype RFCB822
contains, immediately after the basic fields, the
envel ope structure, body structure, and size in
text lines of the encapsul ated nmessage.

A body type of type TEXT contains, immediately
after the basic fields, the size of the body in
text lines. Note that this size is the size inits
content transfer encoding and not the resulting
size after any decodi ng.

Ext ensi on data follows the basic fields and the
type-specific fields listed above. Extension data
is never returned with the BODY fetch, but can be
returned with a BODYSTRUCTURE fetch. Extension
data, if present, MJST be in the defined order

The extension data of a non-nultipart body part are
in the follow ng order:

body MD5
A string giving the body MD5 value as defined in
[ MD5] .

body di sposition
A parenthesized list with the sane content and
function as the body disposition for a nultipart
body part.

body | anguage
A string or parenthesized list giving the body
| anguage val ue as defined in [ LANGUAGE- TAGS] .

Any follow ng extension data are not yet defined in

this version of the protocol, and would be as
descri bed above under nultipart extension data.
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A parenthesized |ist that describes the envel ope
structure of a nmessage. This is conputed by the
server by parsing the [ RFC-822] header into the
conponent parts, defaulting various fields as
necessary.

The fields of the envelope structure are in the
following order: date, subject, from sender
reply-to, to, cc, bcc, in-reply-to, and nessage-id.
The date, subject, in-reply-to, and nessage-id
fields are strings. The from sender, reply-to,
to, cc, and bcc fields are parenthesized lists of
address structures.

An address structure is a parenthesized list that
describes an electronic mail address. The fields
of an address structure are in the follow ng order
personal nanme, [SMIP] at-dommin-list (source
route), mail box nane, and host nane.

[ RFC-822] group syntax is indicated by a special
form of address structure in which the host nane

fieldis NNIL. If the mailbox name field is also
NIL, this is an end of group marker (semi-colon in
RFC 822 syntax). |If the mailbox nane field is

non-NIL, this is a start of group marker, and the
mai | box nane field holds the group nane phrase.

Any field of an envel ope or address structure that
is not applicable is presented as NIL. Note that
the server MJUST default the reply-to and sender
fields fromthe fromfield; a client is not
expected to know to do this.

A parenthesized |ist of flags that are set for this
nmessage.

A string representing the internal date of the
nmessage.

Equi val ent to BODY[].
Equi val ent to BODY. PEEK] HEADER] .

A nunber expressing the [ RFC-822] size of the
nmessage.

Equi val ent to BODY[ TEXT].
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u D A nunber expressing the unique identifier of the
nmessage.
Exanpl e: S: * 23 FETCH (FLAGS (\Seen) RFC822. S| ZE 44827)
7.5. Server Responses - Conmmand Conti nuation Request

The conmand continuation request response is indicated by a "+" token
instead of a tag. This formof response indicates that the server is
ready to accept the continuation of a command fromthe client. The
remai nder of this response is a line of text.

This response is used in the AUTHORI ZATI ON command to transnmit server
data to the client, and request additional client data. This
response is also used if an argunent to any command is a literal

The client is not permitted to send the octets of the literal unless
the server indicates that it expects it. This pernits the server to
process conmands and reject errors on a line-by-line basis. The
remai nder of the command, including the CRLF that terninates a
conmand, follows the octets of the literal. |If there are any
addi ti onal command argunents the literal octets are foll owed by a
space and those argunents.

Exanpl e: C. A001 LCG N {11}
S: + Ready for additional conmand text
C. FRED FOOBAR {7}
S: + Ready for additional conmand text
C. fat man
S: A001 OK LOG N conpl et ed
C. A044 BLURDYBLOOP {102856}
S: A044 BAD No such comand as " BLURDYBLOOP"
8. Sanpl e | MAP4rev1l connection

The following is a transcript of an | MAP4revl connection. A |long
line in this sanple is broken for editorial clarity.

* OK | MAP4revl Service Ready

a001 login mrc secret

a001 OK LOGA N conpl et ed

a002 sel ect inbox

* 18 EXI STS

* FLAGS (\ Answered \Fl agged \Del eted \ Seen \Draft)

* 2 RECENT

* OK [UNSEEN 17] Message 17 is the first unseen nessage
* OK [ U DVALI DI TY 3857529045] U Ds valid

WOLLWOHOWOW
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S: a002 OK [ READ- WRI TE] SELECT conpl et ed
C a003 fetch 12 full
S * 12 FETCH (FLAGS (\ Seen) | NTERNALDATE "17-Jul -1996 02:44:25 -0700"
RFC822. SI ZE 4286 ENVELOPE ("Wed, 17 Jul 1996 02:23:25 -0700 (PDT)"
"I MAP4revl WG nmtg sunmary and m nut es”
(("Terry Gray" NIL "gray" "cac.washi ngton. edu"))
(("Terry Gray" NIL "gray" "cac.washi ngton. edu"))
(("Terry Gray" NIL "gray" "cac.washi ngton. edu"))
((NIL NIL "imap" "cac.washi ngton. edu"))
((NIL NIL "m nutes" "CNRI.Reston. VA US")
("John Klensin" NIL "KLENSIN' "INFOODS.M T.EDU')) NIL NIL
"<B27397- 0100000@ac. washi ngt on. edu>")
BODY (" TEXT" "PLAIN' ("CHARSET" "US-ASCI1") NIL NIL "7BIT" 3028 92))
a003 OK FETCH conpl et ed
a004 fetch 12 body[ header]
* 12 FETCH (BODY[ HEADER] {350}
Date: Wed, 17 Jul 1996 02:23:25 -0700 (PDT)
From Terry Gay <gray@ac.washi ngton. edu>
Subj ect: | MAP4revl WG ntg summary and minutes
To: i map@ac. washi ngt on. edu
cc: mnutes@NRI . Reston. VA. US, John Kl ensin <KLENSI N@ NFOODS. M T. EDU>
Message-1d: <B27397-0100000@ac. washi ngt on. edu>
M ME- Version: 1.0
Cont ent - Type: TEXT/ PLAI N, CHARSET=US- ASCI |

)

a004 OK FETCH conpl et ed

a005 store 12 +flags \del eted

* 12 FETCH (FLAGS (\ Seen \Del eted))

a005 OK +FLAGS conpl et ed

a006 | ogout

* BYE | MAP4revl server termnating connection
a006 OK LOGOUT conpl et ed

©

For mal Synt ax

The follow ng syntax specification uses the augnented Backus- Naur
Form (BNF) notation as specified in [RFC-822] with one exception; the
delinmter used with the "#" construct is a single space (SPACE) and
not one or nore commes.

In the case of alternative or optional rules in which a later rule
overlaps an earlier rule, the rule which is listed earlier MIST take
priority. For exanple, "\Seen" when parsed as a flag is the \Seen
flag nanme and not a flag_extension, even though "\Seen" could be
parsed as a flag _extension. Sone, but not all, instances of this
rule are noted bel ow
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Except as noted otherw se, all al phabetic characters are case-

i nsensitive.

The use of upper or
token strings is for editorial clarity only. |nplenentations MJST

| ower case characters to define

accept these strings in a case-insensitive fashion

addr ess

addr _adl

addr _host

addr _nmai | box

addr _nane

al pha

append

astring
atom
ATOM CHAR

atom speci al s

Crispin

"(" addr_name SPACE addr_adl SPACE addr _nmi | box
SPACE addr _host ")"

nstring
;; Holds route from[RFC 822] route-addr if
7, non-NIL

nstring
;7 NIL indicates [ RFC-822] group syntax.
;; Qtherwi se, holds [RFC-822] donai n nane

nstring
NIL indicates end of [RFC 822] group; if
non-Nl L and addr_host is N L, holds

i, [ RFC-822] group nane.

;; OQtherwi se, holds [RFC-822] |ocal-part

nstring
Hol ds phrase from [ RFC-822] nail box if
7, non-NIL

B N B = N A O A D A e e A A C I A -

R Y AN A A A 7 A A A

Q' / "R ST L U oV W X

"y ozt

“a" [ “"b* [ t"c" [ “d" [ "e" [/ [ "g" /I "h" [
[ A T A G A Y A o (N A Y N o Y A R
o R A R - e A A A

" " / " Z "

Case-sensitive

" APPEND' SPACE nui | box [ SPACE flag_list]
[ SPACE date_tinme] SPACE literal

atom/ string
1* ATOM_CHAR
<any CHAR except atom speci al s>

(" )y "{" 1 SPACE/ CTL / list_wildcards /
qguot ed_speci al s
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aut henti cate

aut h_type

base64
base64_char
base64_term na
body

body_ext ensi on

body ext 1part

body_ext npart

body _fiel ds

body_fld_desc
body fld dsp

body fld _enc

body fld_id

body fld | ang

Crispin
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" AUTHENTI CATE" SPACE auth_type *(CRLF base64)

at om
Defi ned by [ | MAP- AUTH

*(4base64_char) [base64_term nal]
alpha / digit / "+" [ "/"

(2base64_char
"(" body type lpart / body type npart ")"

nstring / nunber / "(" 1#body_extension ")"

;; Future expansion. Cient inplenentations

;; MUST accept body extension fields. Server
;; inplenmentations MUST NOT generate

;; body_extension fields except as defined by
;; future standard or standards-track

;; revisions of this specification

body fld _nmd5 [ SPACE body fld_dsp

[ SPACE body_fld_I ang

[ SPACE 1#body_ext ensi on]]]

;; MJUST NOT be returned on non-extensible
;; "BODY" fetch

body fl d_param

[ SPACE body_fld_dsp SPACE body_ fld_I ang

[ SPACE 1#body_ext ensi on]]

;; MUST NOT be returned on non-extensible
;; " BODY" fetch

body_ fl d_param SPACE body fld_id SPACE
body fl d _desc SPACE body fld _enc SPACE
body fld octets

nstring

"(" string SPACE body fld param")" / ni

(<"> ("7BIT" [/ "8BIT" / "BINARY" / "BASE64"/

" QUOTED- PRI NTABLE") <">) [/ string
nstring

nstring / "(" 1#string ")"

St andards Track
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body fld_lines

body fld_nd5

body fld octets :

body fld_param

body_type_1part

body type basic :

body type npart

body_type_nsg

body type_text

capability

capability data ::

CHAR

CHARS

conmand

conmand_any

conmand_aut h

Crispin
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nunber

nstring

nunber

"(" 1#(string SPACE string) ")" [/ nil

(body_type_basic / body_type nsg / body_type_text)
[ SPACE body_ext 1part]

nmedi a_basi ¢ SPACE body fields
MESSAGE subtype MJST NOT be "RFC822"

1*body SPACE nedi a_subtype
[ SPACE body_ext npart]

nmedi a_nmessage SPACE body_fiel ds SPACE envel ope
SPACE body SPACE body fld_lines

nmedi a_t ext SPACE body fields SPACE body fld |ines

"AUTH=" auth_type / atom

New capabilities MJUST begin with "X' or be
;; registered with I ANA as standard or
;; standards-track

" CAPABI LI TY" SPACE [ 1#capability SPACE] "I MAP4revl1"
[ SPACE 1#capability]

;7 | MAP4revl servers which offer RFC 1730

;; conpatibility MJUST list "I MAP4" as the first

;; capability.

<any 7-bit US-ASCI| character except NUL,
0x01 - Ox7f>

<any 8-bit octet except NUL, 0x01 - Oxff>

tag SPACE (command_any / comrand_auth /
conmand_nonauth / conmand_sel ect) CRLF
;; Modal based on state

"CAPABI LI TY" / "LOGOUT" / "NOOP' / x_comrmand
Valid in all states

append / create / delete / examine / list / |Isub /
renane / select / status / subscribe / unsubscribe
Valid only in Authenticated or Selected state
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conmand_nonauth ::

command_sel ect

continue_req

copy
CR

create

CRLF

CTL

dat e

dat e_day

date_day_fi xed

date_nonth

dat e text
dat e_year

date tine

del et e

digit

digit _nz

Crispin
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login / authenticate
;; Valid only when in Non-Authenticated state

"CHECK" / "CLOSE" / "EXPUNGE" /
copy / fetch / store / uid / search
;; Valid only when in Selected state

"+" SPACE (resp_text / base64)
" COPY" SPACE set SPACE nmmi | box

<ASCI| CR, carriage return, 0Ox0D>
" CREATE"

;. Use of

SPACE mai | box
| NBOX gives a NO error

CR LF

contro
Ox1f,

<any ASCl |
0x00 -

character and DEL,
Ox7f >

date text / <"> date_text <">

1*2digit
;; Day of nmonth

(SPACE digit) /
;; Fi xed-fornat

2digit

versi on of date_day
"Apr"
"ot/

" Feb" /
"Aug" /

“Mar" /
"Sep" /

"“Jun" /
" Dec”

"Jan" /
“Jul " /

"May" /
"Nov" /

dat e_day dat e_nont h date_year

4di gi t

<"> date_day_ fixed date_nonth "-"
SPACE time SPACE zone <">

dat e_year

SPACE nai | box
| NBOX gives a NO error

" DELETE"
;. Use of

"0" / digit_nz

B B e B N A A A

" g

St andards Track

1996

[ Page 68]



RFC 2060

envel ope

env_bcc
env_cc
env_date

env_from

env_in_reply_to :

env_nessage_id
env_reply_to
env_sender
env_subj ect
env_to

exam ne

fetch

fetch att

flag

flag_extension

fl ag_keyword
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"(" env_date SPACE env_subj ect SPACE env_from
SPACE env_sender SPACE env_reply to SPACE env_to
SPACE env_cc SPACE env_bcc SPACE env_in_reply to
SPACE env_nessage_id ")"

"(" 1*address ")" [/ ni
"(" 1*address ")" [/ ni
nstring

"(" 1*address ")" [/ ni
nstring

nstring

"(" 1*address ")" [/ ni
"(" 1*address ")" [ ni
nstring

"(" 1*address ")" [/ ni
"EXAM NE" SPACE mai | box

"FETCH' SPACE set SPACE ("ALL" / "FULL" [/

"FAST" /| fetch_att / "(" 1#fetch_att ")")
"ENVELOPE" / "FLAGS' / "I NTERNALDATE" /
"RFC822" [".HEADER' / ".SlIzZE" [ ".TEXT"] /
"BODY" ["STRUCTURE'] / "U D' [
"BODY" [".PEEK'] section
"<" nunmber "." nz_nunber ">"]
"\ Answered" / "\Flagged" / "\Del eted" /
"\'Seen" / "\Draft" / flag_keyword / flag_extens
"\" atom
;; Future expansion. Cient inplenentations
;; MUST accept flag _extension flags. Server
;; inplenentations MUST NOT generate
;; flag_extension flags except as defined by
;; future standard or standards-track
;; revisions of this specification
atom
St andards Track [ Page
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flag |ist

greeting

header fld_nane ::

header | i st

LF

list
I'ist_mail box
list _wldcards

literal

l ogin
| sub

mai | box

mai | box_dat a

mai | box_|i st

nmedi a_basi c

nmedi a_nessage
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"(" #flag ")"

"*" SPACE (resp_cond_auth / resp_cond_bye) CRLF
astring

"(" 1#header fld nanme ")"

<ASClI| LF, line feed, OxO0A>

"LI ST" SPACE nmi |l box SPACE |ist_nail box
1*(ATOM CHAR / list_wildcards) / string

"og ) M

“{" nunber "}" CRLF *CHARS
;; Nunmber represents the nunber of CHAR8 octets

"LOG N' SPACE userid SPACE password
"LSUB" SPACE mai | box SPACE |ist_mmil box

"I NBOX" / astring

;; INBOX is case-insensitive. All case variants of
;7 INBOX (e.g. "iNoOx") MUST be interpreted as | NBOX
;; not as an astring. Refer to section 5.1 for

;; further semantic details of mail box nanes.

"FLAGS' SPACE flag_ list /

"LI ST" SPACE mai |l box_list /

"LSUB" SPACE mail box_list /

“MAlI LBOX" SPACE text /

" SEARCH' [ SPACE 1#nz_nunber] /

"STATUS" SPACE mui | box SPACE

"(" #<status_att nunber ")" /

nunber SPACE "EXI STS' / nunber SPACE " RECENT"

(" #("\ Marked" / "\ Noinferiors" /
"\ Nosel ect"” / "\Unmarked" / flag _extension) ")"
SPACE (<"> QUOTED CHAR <"> / nil) SPACE nmi |l box

(<"> ("APPLICATION' / "AUDIO' / "I MAGE" /
"MESSACGE" / "VIDEQ') <">) [/ string)
SPACE nedi a_subt ype

;; Defined in [M M-I M

<"> "MESSAGE' <"> SPACE <"> "RFC822" <">
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medi a_subt ype

medi a_t ext

nmessage_dat a

meg_att

nil
nstring

nunber

nz_nunber

password

guot ed

QUOTED_CHAR

quot ed_speci al s :

renane

response

response_dat a
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;; Defined in [M M-I M
string
;; Defined in [M M| Mr]
<"> "TEXT"

;; Defined in [M M-I M

nz_nunber SPACE (" EXPUNGE" /

n ( n
"FLAGS' SPACE "(
" | NTERNAL DATE"
" RFC822"
" RFC822. S| ZE"
" BODY"

"N L"
string / ni

1*di gi t

;; Unsigned 32-bit
77 (0 <= n < 4,294,967, 296)

digit_nz *digit

;; Non-zero unsigned 32-bit

[". HEADER" /
SPACE number /

["STRUCTURE"] SPACE body /
"BODY" section ["<" number ">"] SPACE nstring /
"Ul D' SPACE uni quei d)

Decenber

<"> SPACE nedi a_subtype

("FETCH' SPACE msg_att))

" #(flag /

"y

i nt eger

77 (0 < n < 4,294,967, 296)

astring

<"> *QUOTED_CHAR <" >

1#(" ENVELOPE" SPACE envel ope /

"\ Recent")
SPACE date tine /

". TEXT"] SPACE nstring /

e

i nt eger

<any TEXT_CHAR except quoted_special s> /

"\'" quoted_spec

al s

" RENAME" SPACE nmi | box SPACE mai | box

i Use of

*(continue_req /

"*" SPACE (resp_cond_state /
mai | box_data / nessage_data / capability_data)

response_dat a)

St andards Track
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response_done

response_f at al

response_t agged :

resp_cond_auth

resp_cond_bye

resp_cond state ::

resp_text

resp_text code

search

search_key
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CRLF
response_tagged / response_fata

"*" SPACE resp_cond _bye CRLF
;; Server closes connection imediately

tag SPACE resp_cond_state CRLF

("OK" / "PREAUTH') SPACE resp_text
;; Authentication condition

"BYE" SPACE resp_text

("OK* / "NO' / "BAD') SPACE resp_text
;; Status condition

1996

["[" resp_text_code "]" SPACE] (text_mine2 / text)

; text SHOULD NOT begin with "[" or "="

"ALERT" / "PARSE" /

" PERVANENTFLAGS" SPACE " (" #(flag / "\*") ")" [/
"READ- ONLY" / "READ-WRI TE" / "TRYCREATE" /

"Ul DVALI DI TY" SPACE nz_nunber /

"UNSEEN' SPACE nz_nunber /

atom [ SPACE 1*<any TEXT_CHAR except "]">]

" SEARCH' SPACE [ " CHARSET" SPACE astring SPACE]
l#sear ch_key
;7 [ CHARSET] MUST be registered with | ANA

"ALL" / "ANSWERED' / "BCC' SPACE astring /
"BEFORE" SPACE date / "BODY" SPACE astring /
"CC' SPACE astring / "DELETED' / "FLAGGED' /
"FROM' SPACE astring /

"KEYWORD' SPACE flag_keyword / "NEW / "OLD' /
"ON' SPACE date / "RECENT" / "SEEN' /

"SI NCE" SPACE date / "SUBJECT" SPACE astring /
"TEXT" SPACE astring / "TO' SPACE astring /
"UNANSWERED" / "UNDELETED' / "UNFLAGGED' /

" UNKEYWORD' SPACE fl ag_keyword / "UNSEEN' /

;; Above this line were in [| MAP2]

" DRAFT" /

"HEADER' SPACE header fld_nane SPACE astring /
"LARGER' SPACE nunber / "NOTI" SPACE search_key /
"OR' SPACE search_key SPACE search_key /

" SENTBEFORE' SPACE date / "SENTON' SPACE date /

"SENTSI NCE" SPACE date / "SMALLER' SPACE numnber /
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section_text

sel ect

sequence_num

set

SPACE
status

status_att

store
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string
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tag

t ext
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"U D' SPACE set / "UNDRAFT" / set /
"(" 1#search_key ")"

"[" [section_text / (nz_number *["."
["." (section_text / "MM")])] "]1"

nz_nunber]

"HEADER' / "HEADER. FI ELDS" [".NOT"]
SPACE header _list / "TEXT"

" SELECT" SPACE nmai | box

nz_nunber / "*"

;; * is the largest nunber in use. For nessage
;; sequence nunbers, it is the nunber of nmessages
;; in the mailbox. For unique identifiers, it is
;; the unique identifier of the | ast nessage in
;; the mail box.

sequence_num/ (sequence_num":
(set "," set)

;; ldentifies a set of nessages. For nessage
;; sequence nunbers, these are consecutive

;; nunmbers from1l to the nunber of nessages in
;; the mail box

;; Comma delimts individual nunbers, colon

;; delimts between two nunbers inclusive.

;; Example: 2,4:7,9,12:* is 2,4,5,6,7,9,12, 13,
;; 14,15 for a mailbox with 15 nessages.

sequence_num /

<ASCI | SP, space, 0x20>
" STATUS" SPACE nmi | box SPACE " (" 1#status_att ")"

"MESSAGES" / "RECENT" / "U DNEXT" / "Ul DVALIDI TY"
" UNSEEN"

"STORE" SPACE set SPACE store_att flags

(["+" / "-"] "FLAGS' [".SILENT"]) SPACE
(flag_list / #flag)

quoted / litera
" SUBSCRI BE" SPACE nai | box
1*<any ATOM CHAR except "+">

1* TEXT_CHAR
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text _m me2 :1= "=?" <charset> "?" <encoding> "?"

<encoded-text> "?="
;; Syntax defined in [ M Me- HDRS]

TEXT_CHAR ;.= <any CHAR except CR and LF>

time o= 2digit ":" 2digit "t 2digit

;; Hours m nutes seconds

uid ;.= "U D" SPACE (copy / fetch / search / store)
;7 Unique identifiers used instead of nessage
;; sequence nunbers

uni quei d ! 1= nz_nunber

unsubscri be

7y Strictly ascending

" UNSUBSCRI BE" SPACE i | box

userid »:= astring

X_conmand

"X" atom <experinental command ar gunent s>

zone rE (4" L "-") 4digit

10.

11.

;; Signed four-digit value of hhnmmrepresenting
;; hours and minutes west of Geenwich (that is
;; (the ampunt that the given tine differs from
;; Universal Tinme). Subtracting the tinezone

;; fromthe given time will give the UT form

;7 The Universal Tinme zone is "+0000"

Aut hor’ s Not e

This docunent is a revision or rewite of earlier docunents, and
supercedes the protocol specification in those docunents: RFC 1730,
unpubl i shed | MAP2bi s. TXT docunment, RFC 1176, and RFC 1064.

Security Considerations

| MAP4revl protocol transactions, including electronic nmail data, are
sent in the clear over the network unless privacy protection is
negoti ated i n the AUTHENTI CATE command.

A server error message for an AUTHENTI CATE command which fails due to
invalid credentials SHOULD NOT detail why the credentials are
i nvalid.

Use of the LOG@ N conmmand sends passwords in the clear. This can be
avoi ded by using the AUTHENTI CATE conmand i nst ead.
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A server error nessage for a failing LOG N comand SHOULD NOT specify
that the user nane, as opposed to the password, is invalid.

Addi tional security considerations are discussed in the section
di scussi ng the AUTHENTI CATE and LOG N comands.

12. Aut hor’ s Address
Mark R Crispin
Net wor ks and Di stri buted Conputing
Uni versity of Washington
4545 15th Aveneue NE
Seattle, WA 98105-4527
Phone: (206) 543-5762

EMai | ;: MRC@CAC. Washi ngt on. EDU
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Appendi ces
A. Ref erences

[ ACAP] MWyers, J. "ACAP -- Application Configuration Access Protocol",
Work in Progress.

[ CHARSET] Reynolds, J., and J. Postel, "Assigned Numbers", STD 2,
RFC 1700, USC/Information Sciences Institute, October 1994.

[DI SPCSI TION] Troost, R, and Dorner, S., "Conmunicating Presentation
Information in Internet Messages: The Content-Di sposition Header",
RFC 1806, June 1995.

[ MAP- AUTH Mers, J., "IMAP4 Authentication Mechani snf, RFC 1731.
Car negi e- Mel  on University, Decenber 1994.

[ 1 MAP- COVPAT] Crispin, M, "IMAP4 Conpatibility with | MAP2bis", RFC
2061, University of Washington, November 1996.

[ MAP-DI SC] Austein, R, "Synchronization Operations for Disconnected
| MAP4 Clients", Work in Progress.

[ 1 MAP- HI STORI CAL] Crispin, M "IMAP4 Conpatibility with | MAP2 and
| MAP2bi s", RFC 1732, University of Washi ngton, Decenber 1994.

[ MAP-MODEL] Crispin, M, "Distributed Electronic Mail Mddels in
| MAP4", RFC 1733, University of Washi ngton, Decenber 1994.

[ 1 MAP- OBSOLETE] Crispin, M, "Internet Message Access Protocol -
bsol ete Syntax", RFC 2062, University of Washi ngton, Novenber 1996.

[ MAP2] Crispin, M, "Interactive Miil Access Protocol - Version 2",
RFC 1176, University of Washi ngton, August 1990.

[ LANGUAGE- TAGS] Alvestrand, H., "Tags for the ldentification of
Languages", RFC 1766, March 1995.

[MD5] Myers, J., and M Rose, "The Content-M)5 Header Field", RFC
1864, Cctober 1995.

[MMe-1MB] Freed, N., and N. Borenstein, "M ME (Miltipurpose |nternet
Mai | Extensions) Part One: Format of Internet Message Bodies", RFC
2045, Novenber 1996.

[MMe-IMI] Freed, N., and N. Borenstein, "M ME (Ml tipurpose
Internet Mail Extensions) Part Two: Media Types", RFC 2046,
Novernber 1996.
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[M Me- HDRS] Moore, K., "M ME (Miltipurpose Internet Ml Extensions)
Part Three: Message Header Extensions for Non-ASCI|I Text", RFC
2047, Novenber 1996.

[ RFC-822] Crocker, D., "Standard for the Format of ARPA |Internet Text
Messages", STD 11, RFC 822, University of Del aware, August 1982.

[ SMIP] Postel, J., "Sinple Mail Transfer Protocol", STD 10,
RFC 821, USC/Information Sciences Institute, August 1982.

[UTF-7] Goldsnmith, D., and Davis, M, "UTF-7: A Mil-Safe
Transformati on Format of Unicode", RFC 1642, July 1994.

B. Changes from RFC 1730
1) The STATUS command has been added.

2) Clarify in the formal syntax that the "#" construct can never
refer to multiple spaces.

3) (bsol ete syntax has been noved to a separate docunent.
4) The PARTI AL command has been obsol et ed.

5) The RFC822. HEADER. LI NES, RFC822. HEADER. LI NES. NOT, RFC822. PEEK, and
RFCB822. TEXT. PEEK fetch attri butes have been obsol et ed.

6) The "<" origin "." size ">" suffix for BODY text attributes has
been added.

7) The HEADER, HEADER. FI ELDS, HEADER. FI ELDS. NOT, M ME, and TEXT part
speci fiers have been added.

8) Support for Content-Disposition and Content-Language has been
added.

9) The restriction on fetching nested MILTI PART parts has been
renoved.

10) Body part nunber 0 has been obsol et ed.

11) Server-supported authenticators are now identified by
capabilities.

Crispin St andards Track [ Page 77]



RFC 2060 | MAP4r evl Decenber 1996

12) The capability that identifies this protocol is now called

"I MAP4revl". A server that provides backwards support for RFC 1730
SHOULD enit the "I MAP4" capability in addition to "I MAP4revl" in its
CAPABI LI TY response. Because RFC-1730 required "I MAP4" to appear as
the first capability, it MIUST listed first in the response.

13) A description of the mail box nane nanmespace convention has been
added.

14) A description of the international nailbox nane convention has
been added.

15) The U D NEXT and U D VALIDI TY status itens are now cal |l ed U DNEXT
and U DVALID TY. This is a change fromthe | MAP STATUS
Work in Progress and not from RFC-1730

16) Add a clarification that a null mailbox nane argunent to the LIST
conmand returns an untagged LI ST response with the hierarchy
delimter and root of the reference argument.

17) Define ternms such as "MJST", "SHOULD', and "MJST NOT".

18) Add a section which defines nessage attributes and nore
thoroughly details the semantics of nessage sequence nunbers, Ul Ds,
and fl ags.

19) Add a clarification detailing the circunstances when a client nmay
send multiple comrmands wi thout waiting for a response, and the
circunmstances in which anbiguities may result.

20) Add a recommendati on on server behavior for DELETE and RENAME
when inferior hierarchical nanes of the given nanme exist.

21) Add a clarification that a nmail box name may not be unilaterally
unsubscri bed by the server, even if that mail box nane no | onger
exi sts.

22) Add a clarification that LIST should return its results quickly
wi t hout undue del ay.

23) Add a clarification that the date_tinme argunment to APPEND sets
the internal date of the nessage.

24) Add a clarification on APPEND behavi or when the target nail box is
the currently sel ected nmil box.
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25) Add a clarification that external changes to flags should be
al ways announced vi a an untagged FETCH even if the current comand is
a STORE with the ".SILENT" suffix.

26) Add a clarification that COPY appends to the target nmil box.
27) Add the NEWNAME response code.

28) Rewite the description of the untagged BYE response to clarify
its semantics.

29) Change the reference for the body MD5 to refer to the proper RFC

30) Carify that the formal syntax contains rules which may overl ap
and that in the event of such an overlap the rule which occurs first
t akes precedence.

31) Correct the definition of body fld_param
32) More fornmal syntax for capability data.

33) darify that any case variant of "INBOX' nust be interpreted as
I NBOX.

34) Carify that the human-readable text in resp_text should not

begin with "[" or "=".
35) Change M ME references to Draft Standard docunents.
36) Carify \Recent semanti cs.

37) Additional exanples.

C. Key Word I ndex

+FLAGS <flag list> (store conmand data item) ...............
+FLAGS. SI LENT <flag list> (store comand data iten) ........
-FLAGS <flag list> (store command data item ...............
- FLAGS. SI LENT <flag list> (store conmand data item) ........
ALERT (response Code) .........ii ittt e
ALL (fetch iten) ... . . . . .
ALL (search Key) ....... ..
ANSVERED (search Key) . ... ...
APPEND (conmand) .. ... ...t
AUTHENTI CATE (command) ............ ...,
BAD (I ESPONSE) .ottt
BCC <string> (search key) ....... ... ... . . . . . i,
BEFORE <date> (search key) ......... ...

45
46
46
46
50
41
38
38
34
20
52
38
39
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BODY (fetch item . ...... .. e e 41
BODY (fetch result) ....... . . . . . . e 58
BODY <string> (search key) ........ .. i 39
BODY. PEEK|[ <secti on>] <<partial >> (fetch item) ............... 44
BODYSTRUCTURE (fetch item) ....... ... .. . ... 44
BODYSTRUCTURE (fetch result) ........ ... ... ... ... .. . . . ..., 59
BODY[ <secti on>] <<origin_octet>> (fetch result) ............. 58
BODY[ <section>] <<partial >> (fetch item) .................... 41
BYE (F@SPONSE) ..ot 52
Body Structure (nessage attribute) ......................... 11
CAPABI LI TY (COmMBNA) . ..o e e e 18
CAPABI LI TY (FeSPONSE) . vt i ittt e et et e et et et 53
CC <string> (search key) ...... .. 39
CHECK (Ccommand) . ... ... e e e 36
CLOSE (commBNnd) . ...ttt e e et e e e 36
COPY (commBNnd) ... ...t e e 46
CREATE (COMTBNG) . ..ottt e et e et et e e et et et e 25
DELETE (command) . .... ... ... e 26
DELETED (search Key) . ... ... e 39
DRAFT (search Key) ....... .. i e 39
ENVELOPE (fetch item . ... ... . i 44
ENVELOPE (fetch result) ........ .. . . . . . . . i, 62
EXAM NE (command) . ... ... . 24
EXI STS (respONnSe) ... e 56
EXPUNGE (CONBNG) ... .ottt e et et e e e 37
EXPUNGE (F€SPONSE) .ttt ittt et et et et et e e e e 57
Envel ope Structure (nessage attribute) ..................... 11
FAST (fetch item . ... ... . e 44
FETCH (conmand) . .... ... e 41
FETCH (rESPONSE) o ittt ittt et et e e e e e e e e 58
FLAGGED (search Key) ........ . i 39
FLAGS (fetch iten) ........ . . . . . e 44
FLAGS (fetch result) ..... ... . . e 62
FLAGS (I eSPONSE) ottt e e e e 56
FLAGS <flag list> (store conmand data item) ................ 45
FLAGS. SI LENT <flag list> (store command data iten) ......... 45
FROM <string> (search key) ........ ... .. . . . . . . 39
FULL (fetch item . ... ... e 44
Fl ags (nmessage attribute) ........ ... .. . . . . . . .. 9
HEADER (part specifier) ....... ..., 41
HEADER <fi el d- nane> <string> (search key) .................. 39
HEADER. FI ELDS <header |ist> (part specifier) ............... 41
HEADER. FI ELDS. NOT <header |ist> (part specifier) ........... 41
| NTERNALDATE (fetch item .......... . .. 44
| NTERNALDATE (fetch result) ....... .. ... ... . . . . .. 62
Internal Date (message attribute) .......................... 10
KEYWORD <flag> (search key) ........ ... . ... 39
Keyword (type of flag) ........ ... 10
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LARGER <n> (search key) .......... . . . . i, 39
LIST (commBnd) . ... e e e e e 30
LI ST (FreSPONSE) .ottt e e e 54
LOG N (conmand) ... ... 22
LOGOUT (ComBNA) .. .ottt e e e et et e e e 20
LSUB (conmmBNd) . ... .t e e e 32
LSUB (FESPONSE) .ttt ittt et e et e e e e e 55
MAY (specification requirement term ........... ... ........ 5
MESSAGES (Status item ....... ... 33
MNME (part specifier) ........ . . e 42
MUST (specification requirenent tern) ...................... 4
MUST NOT (specification requirenment term .................. 4
Message Sequence Nunber (message attribute) ................ 9
NEW (search Key) ... ... e 39
NEWNANVE (response COOE) . ...ttt e 50
NO (FESPONSE) ot ittt e et e e e e e e 51
NOOP (COMMBNG) . ...t e e e e e e e e 19
NOT <search-key> (search key) ........ .. .. . . . . . . ... 39
OK (K BSPONSE) . ittt e e e e 51
OLD (search Key) . ... e e 39
ON <date> (search key) ......... . i 39
OPTI ONAL (specification requirement term .................. 5
OR <search- keyl> <search-key2> (search key) ................ 39
PARSE (response Code) . ....... ..t 50
PERVANENTFLAGS (response €ode) ..........uuiiiinunnnnnnan, 50
PREAUTH (F €SPONSE) ..ttt ittt et et e e et et e e e 52
Permanent Flag (class of flag) ........... .. ... ... .. ... ..... 10
READ- ONLY (response COode) ... ...t 50
READ- WRI TE (response Code) . ...t 50
RECENT (I ESPONSE) . ittt ittt et et e e e e e e e 57
RECENT (search Key) ....... ... 39
RECENT (status item ........ ... 33
RENAME (command) . ... . ... ... e 27
REQUI RED (specification requirenment term .................. 4
RFCB22 (fetch item ....... . . . e 44
RFCB22 (fetch result) ...... ... . . e 63
RFC822. HEADER (fetch item ....... ... . . . . . .. 44
RFC822. HEADER (fetch result) ......... .. .. . . . ... 62
RFC822. SI ZE (fetch item ... ... .. . . . . . .. 44
RFCB822. SI ZE (fetch result) ........ ... . . . . . . i, 62
RFC822. TEXT (fetch item) ..... ... .. . . . . .. 44
RFCB822. TEXT (fetch result) ...... ... ... .. . . . . . . i, 62
SEARCH (COMMBNG) . . .ot e e e e 37
SEARCH (I €SPONSE) . ottt ettt e e e e e 55
SEEN (search Key) .. ... e e e 40
SELECT (COMTANG) . ..ottt et e e et et e e e 23
SENTBEFORE <date> (search key) .......... .. ... . ... . ... 40
SENTON <date> (search key) ......... . . .. i, 40
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SENTSI NCE <date> (search key) ........... . ... . .. 40
SHOULD (specification requirenent term .................... 5
SHOULD NOT (specification requirenment term ................ 5
SINCE <date> (search key) ........ ... . .. i 40
SMALLER <n> (search key) ......... .. . . i 40
STATUS (COMTANG) . ..ttt it e e e et e e et et et 33
STATUS (FESPONSE) o vttt et et et e e e et e e e 55
STORE (COMMANG) . ..o e e e e 45
SUBJECT <string> (search key) ...... ... .. .. ... . .. . . .. . ... 40
SUBSCRIBE (command) . ........ ..ttt 29
Session Flag (class of flag) ......... .. .. ... . . .. 10
System Flag (type of flag) ......... ... . .. . .. .. 9
TEXT (part specifier) ... .. 42
TEXT <string> (search key) ..... ... . . . . . . i, 40
TO <string> (search key) .......... .. . i, 40
TRYCREATE (response COde) . ...... ..ttt 51
U D (commBand) . ... e e e 47
UD (fetch item ... .. .. e 44
UD (fetch result) . ... . e 63
U D <nessage set> (search key) ........ ... ... .. ... ... . ...... 40
U DNEXT (status item ......... ., 33
U DVALIDITY (response €ode) . .........uiiiiiiiinnnan.. 51
U DVALIDITY (status item ........ ... 34
UNANSVERED (search Kkey) ........ .. i 40
UNDELETED (search key) ......... .t 40
UNDRAFT (search Key) ........ .. 40
UNFLAGGED (search key) ........ . 40
UNKEYWORD <fl ag> (search key) ....... .. ... . . ... 40
UNSEEN (response COO€) . ... ...ttt 51
UNSEEN (search key) ........ . e i 40
UNSEEN (status iten) ......... ..., 34
UNSUBSCRI BE (COMYBNA) . ..ottt e e e e e e 30
Uni que Identifier (U D) (message attribute) ................ 7
X<atonmP (conmand) . ... 48
[ RFC-822] Size (message attribute) ......................... 11
\VAnswered (systemflag) ......... ... ... i, 9
\Deleted (systemflag) ......... ... . 9
\Draft (systemflag) ......... ... 9
\Flagged (systemflag) ........ ... .. 9
\ Marked (mailbox nanme attribute) ............ ... ... .. .. ...... 54
\' Noi nferiors (mail box nane attribute) ...................... 54
\ Nosel ect (nmmil box nane attribute) ......................... 54
\Recent (systemflag) ......... ... .. 10
\Seen (systemflag) ....... ... 9
\ Unnarked (nail box nane attribute) ......................... 54
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