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A String Representation of Distinguished Names
Status of this Meno

This docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abstract

The OSI Directory uses distinguished nanes as the primary keys to
entries in the directory. Distinguished Nanes are encoded in ASN. 1.
When a di stingui shed nane is comuni cated between to users not using
a directory protocol (e.g., in a nmail nessage), there is a need to
have a user-oriented string representation of distinguished nane.
This specification defines a string format for representing nanes,
which is designed to give a clean representation of commonly used
nanes, whilst being able to represent any distinguished nane.
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1. Wiy a notation is needed
Many OSI Applications make use of Distingui shed Nanmes (DN) as defined
in the OSI Directory, comonly known as X. 500 [1]. This
specification assunmes famliarity with X 500, and the concept of
Di stinguished Nane. It is inportant to have a common fornmat to be
abl e to unambi guously represent a distingui shed nane. This m ght be
done to represent a directory name on a business card or in an emai
nessage. There is a need for a format to support human to hunman
conmmuni cati on, which nust be string based (not ASN. 1) and user
oriented. This notation is targeted towards a general user oriented
system and in particular to represent the nanes of humans. Oher
synt axes may be nore appropriate for other uses of the directory.
For exanple, the OSF Syntax may be nore appropriate for sone system
oriented uses. (The OSF Syntax uses "/" as a separator, and forms
nanes in a nmanner intended to resenble UNI X fil enanes).
2. A notation for Distinguished Nane
2.1 Coals
The followi ng goals are laid out:
0 To provide an unanbi guous representation of a distinguished nane
0o To be an intuitive format for the mpjority of nanes
o0 To be fully general, and able to represent any distingui shed nane
0 To be anmenable to a nunber of different layouts to achieve an
attractive representation.
0 To give a clear representation of the contents of the
di stingui shed name
2.2 Informal definition

This notation is designed to be convenient for comon forms of nane.
Sone exanples are given. The author’s directory distingui shed nanme
woul d be witten:

CN=Steve Kille,
O=| SODE Consortium C=@B
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This may be folded, perhaps to display in multi-colum format. For
exanpl e:

CN=St eve Kille,

O=lI SODE Consortium
CcC=GB

Anot her name m ght be:

CN=Christian Huitemn, O=INRIA C=FR

Sem colon (";") may be used as an alternate separator. The
separators may be m xed, but this usage is discouraged.

CN=Christian Huitemn; O=INRI A; C=FR

In running text, this would be witten as <CN=Christian Huitens;

O=I NRI A; C=FR>. Anot her exanple, shows how different attribute types
are handl ed:

CN=Janes Hacker,

L=Basi ngst oke,

O=W dget I nc,

C=GB

Here is an exanple of a nulti-valued Relative Distingui shed Nang,
where the nanespace is flat within an organi sation, and departnent is
used to di sanbi guate certain nanes:

OU=Sales + CN=J. Smith, O=Wdget Inc., C=US

The final exanples show both nethods quoting of a comma in an
Organi sati on nane:

CN=L. Eagle, O="Sue, Grabbit and Runn", C=GB

CN=L. Eagle, O=Sue\, Grabbit and Runn, C=GB
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2.3 Formal definition

A formal definition can now be given. The structure is specified in
a BNF grammar in Figure 1. This BNF uses the granmar defined in RFC
822, with the termnals enclosed in <> [2]. This definitionis in an
abstract character set, and so may be witten in any character set
supporting the explicitly defined special characters. The quoting
mechani smis used for the foll owi ng cases:
o Strings containing ",", "+", "=" or """ , <CR>, "<"

St or Mt

o Strings with leading or trailing spaces
o Strings containing consecutive spaces

There is an escape nechanismfromthe normal user oriented form so
that this syntax may be used to print any valid distinguished namne.
This is ugly. It is expected to be used only in pathol ogi cal cases.
There are two parts to this nmechani sm

1. Attributes types are represented in a (big-endian) dotted
notation. (e.g., OD. 2.6.53).

2. Attribute values are represented in hexadeciml (e.g. #0A56CF).
Each pair of hex digits defines an octet, which is the ASN. 1 Basic
Encodi ng Rul es value of the Attribute Val ue.

The keyword specification is optional in the BNF, but nandatory for
this specification. This is so that the sane BNF may be used for the
rel ated specification on User Friendly Naming [5]. Wen this
specification is followed, the attribute type keywords nust al ways be
present.

A list of valid keywords for well known attribute types used in
namng is given in Table 1. Keywords may contain spaces, but shal
not have leading or trailing spaces. This is a list of keywords

whi ch must be supported. These are chosen because they appear in
common forms of name, and can do so in a place which does not
correspond to the default schema used. A register of valid keywords
is maintained by the | ANA.
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<nanme> ::= <name- conponent > ( <spaced-separator> )
| <nane- conponent > <spaced- separ at or > <nane>

<spaced-separator> ::= <optional -space>
<separ at or >
<opti onal - space>

<separator> ::= ", " | ";
<optional -space> ::= ( <CR>) *( " ")

<name- conponent> ::= <attribute>
| <attribute> <optional-space> "+"
<opt i onal - space> <name- conponent >

<attribute> ::= <string>
| <key> <optional - space>

<optional - space> <string>

<key> ::= 1*( <keychar>) | "OD." <oid>| "oid." <oid>

<keychar> ::= letters, nunbers, and space

<oid> ::= <digitstring> | <digitstring> "." <oid>

<digitstring> ::= 1*<digit>

<digit> ::=digits 0-9

<string> ::= *( <stringchar> | <pair>)
| '"" *( <stringchar> | <special> | <pair>) '"’
| "#" <hex>

<special>::="," | "=" | <CR>| "+" | "<" | ">"
|

<pair> ::="\" ( <special> ]| "\" | '"")

<stringchar> ::= any character except <special> or "\" or '"’

<hex> ::= 2*<hexchar >

<hexchar> ::= 0-9, a-f, AF

Figure 1. BNF G amar for Distinguished Nane
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Key Attribute (X 520 keys)
CN CommonNane

L Local i t yNane

ST St at eOr Pr ovi nceNane

@] Or gani zat i onNane

QU Or gani zat i onal Uni t Nane
C Count r yName

STREET Street Address

Table 1. Standardi sed Keywords

Only string type attributes are considered, but other attribute
synt axes coul d be supported locally (e.g., by use of the syntexes
defined in [3].) It is assuned that the interface will translate
fromthe supplied string into an appropriate Directory String
encoding. The "+" notation is used to specify nulti-conponent RDNs.
In this case, the types for attributes in the RDN nust be explicit.

The nane is presented/input in a little-endian order (nost
significant conponent last). Wen an address is witten in a context
where there is a need to delinmt the entire address (e.g., in free
text), it is reconmended that the delimters <> are used. The
termnator > is a special in the notation to facilitate this
delimtation.

3. Exanples

This section gives a few exanpl es of distinguished nanes witten
using this notation:

CN=Marshall T. Rose, O=Dover Beach Consulting, L=Santa d ara,
ST=Cal i fornia, C=US

CN=FTAM Service, CN=Bells, OU=Conputer Science
O=Uni versity Col | ege London, C=GB

CN=Mar kus Kuhn, O=University of Erlangen, C=DE
CN=Steve Kille,

O=| SODE Consortium
C=&B
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CN=Steve Kille ,

O = | SODE Consortium
C=B

CN=Steve Kille, O=lI SODE Consortium C=GB
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6. Security Considerations
Security issues are not discussed in this nmeno.
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