RFC1738 Web Address:
Uniform Resource Locators (URL) http://sunsite.cnlab-switch.ch/
By: Berners-Lee, Masinter & McCahill

Net wor k Wor ki ng Group T. Berners-Lee
Request for Comments: CERN
Cat egory: Standards Track L. Masinter
Xer ox Corporation

M MCahill

Uni versity of M nnesota

Editors

Decenber 1994

Uniform Resource Locators (URL)
Status of this Memo
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and status of this protocol. Distribution of this nmeno is unlinited.

Abstract

Thi s docunent specifies a Uniform Resource Locator (URL), the syntax
and semantics of formalized information for |ocation and access of
resources via the Internet.

1. Introduction

Thi s docunent describes the syntax and semantics for a compact string
representation for a resource available via the Internet. These
strings are called "Uniform Resource Locators" (URLS).

The specification is derived fromconcepts introduced by the Wrld-
Wde Wb global information initiative, whose use of such objects
dates from 1990 and is described in "Universal Resource ldentifiers
in WW, RFC 1630. The specification of URLs is designed to neet the
requi renents laid out in "Functional Requirenents for |nternet
Resource Locators" [12].

This docunent was witten by the URI working group of the Internet
Engi neering Task Force. Comments may be addressed to the editors, or
to the URI -WG <uri @unyi p. con>. Discussions of the group are archived
at <URL: http://ww. acl .l anl.gov/URI/archive/uri-archive.index. htn >
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2. General URL Syntax

Just as there are nmany different nethods of access to resources,
there are several schenes for describing the |ocation of such
resour ces.

The generic syntax for URLs provides a franework for new schenes to
be established using protocols other than those defined in this
docunent .

URLs are used to ‘locate’ resources, by providing an abstract
identification of the resource |location. Having |located a resource,
a systemmay performa variety of operations on the resource, as

m ght be characterized by such words as ‘access’, ‘update’
‘replace’, ‘find attributes’. In general, only the ‘access’ nethod
needs to be specified for any URL schene.

2.1. The main parts of URLs
A full BNF description of the URL syntax is given in Section 5.
In general, URLs are witten as foll ows:
<schene>: <schene- speci fic-part>
A URL contains the nanme of the schene being used (<schenme>) foll owed
by a colon and then a string (the <schene-specific-part>) whose
i nterpretati on depends on the schene.
Schene nanes consi st of a sequence of characters. The | ower case
letters "a z", digits, and the characters plus ("+"), period
("."), and hyphen ("-") are allowed. For resiliency, prograns

interpreting URLs should treat upper case letters as equivalent to
| ower case in schene nanes (e.g., allow "HTTP" as well as "http").

2.2. URL Character Encoding Issues

URLs are sequences of characters, i.e., letters, digits, and special
characters. A URLs nay be represented in a variety of ways: e.g., ink
on paper, or a sequence of octets in a coded character set. The
interpretation of a URL depends only on the identity of the
characters used.

In nost URL schenes, the sequences of characters in different parts
of a URL are used to represent sequences of octets used in Internet
protocols. For exanple, in the ftp schene, the host name, directory
nane and file names are such sequences of octets, represented by
parts of the URL. Wthin those parts, an octet nmay be represented by
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the chararacter which has that octet as its code within the US- ASCl
[ 20] coded character set.

In addition, octets may be encoded by a character triplet consisting
of the character "% followed by the two hexadecimal digits (from

"0123456789ABCDEF") which form ng the hexadeci mal val ue of the octet.
(The characters "abcdef" may al so be used in hexadeci mal encodi ngs.)

Cctets nust be encoded if they have no correspondi ng graphic
character within the US-ASCI| coded character set, if the use of the
correspondi ng character is unsafe, or if the correspondi ng character
is reserved for sone other interpretation within the particular URL
schene.

No correspondi ng graphi c US-ASCI |

URLs are witten only with the graphic printable characters of the
US- ASClI | coded character set. The octets 80-FF hexadeci mal are not
used in US-ASCI I, and the octets 00-1F and 7F hexadeci nmal represent
control characters; these nust be encoded.

Unsaf e:

Characters can be unsafe for a nunber of reasons. The space
character is unsafe because significant spaces nay disappear and

i nsignificant spaces may be introduced when URLs are transcribed or
typeset or subjected to the treatnent of word-processing prograns.
The characters "<" and ">" are unsafe because they are used as the
delimters around URLs in free text; the quote mark (""") is used to
delimt URLs in some systems. The character "#" is unsafe and should
al ways be encoded because it is used in Wrld Wde Wb and in other
systens to delint a URL froma fragnent/anchor identifier that m ght
followit. The character "% is unsafe because it is used for

encodi ngs of other characters. Oher characters are unsafe because
gateways and ot her transport agents are known to sonetines nodify
such characters. These characters are "{", "}", "[", "\", "A" "~"
“r*, "1", and " ".

Al'l unsafe characters nust always be encoded within a URL. For
exanpl e, the character "#" nust be encoded within URLS even in
systens that do not normally deal with fragnent or anchor
identifiers, so that if the URL is copied into another systemthat
does use them it will not be necessary to change the URL encodi ng.
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Reser ved:

Many URL schenes reserve certain characters for a special neaning:
their appearance in the schene-specific part of the URL has a

desi gnated semantics. If the character corresponding to an octet is
reserved in a schenme, the octet nust be encoded. The characters ";",
ottt "@, "=" and "&" are the characters which nay be
reserved for special neaning within a schene. No ot her characters nay

be reserved within a schene.

Usually a URL has the same interpretation when an octet is
represented by a character and when it encoded. However, this is not
true for reserved characters: encoding a character reserved for a
particul ar schene nay change the semantics of a URL.

Thus, only al phanunerics, the special characters "$-_.+!*'(),", and
reserved characters used for their reserved purposes may be used
unencoded within a URL.

On the other hand, characters that are not required to be encoded
(i ncluding al phanunerics) nay be encoded within the schene-specific
part of a URL, as long as they are not being used for a reserved
pur pose.

2.3 Hierarchical schemes and relative links

In sone cases, URLs are used to |ocate resources that contain
pointers to other resources. In sone cases, those pointers are
represented as relative links where the expression of the |ocation of
the second resource is in terms of "in the same place as this one
except with the following relative path". Relative links are not
described in this docunent. However, the use of relative |inks
depends on the original URL containing a hierarchical structure

agai nst which the relative link is based.

Some URL schenmes (such as the ftp, http, and file schenes) contain
nanes that can be considered hierarchical; the conponents of the
hi erarchy are separated by "/".
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3. Specific Schemes

The mapping for sone existing standard and experinental protocols is
outlined in the BNF syntax definition. Notes on particular protocols
foll ow. The schemes covered are:

ftp File Transfer protocol

http Hypertext Transfer Protocol
gopher The Gopher protocol

mailto El ectronic nail address

news USENET news

nnt p USENET news using NNTP access

t el net Reference to interactive sessions
wai s W de Area Information Servers
file Host-specific file nanes
prospero Prospero Directory Service

O her schenmes may be specified by future specifications. Section 4 of
this docunent describes how new schemes may be registered, and lists
sonme schene nanes that are under devel opnent.

3.1. Common Internet Scheme Syntax

Wil e the syntax for the rest of the URL may vary depending on the
particul ar schene selected, URL schenes that involve the direct use
of an | P-based protocol to a specified host on the Internet use a
common syntax for the scheme-specific data:

/| <user >: <passwor d>@host >: <port >/ <url - pat h>

Some or all of the parts "<user>:<password>@, ":<password>",
":<port>", and "/<url-path>" may be excluded. The schene specific
data start with a double slash "//" to indicate that it conplies with
the conmon Internet schene syntax. The different conponents obey the
foll owi ng rul es:

user
An optional user nane. Sonme schenes (e.g., ftp) allowthe
specification of a user nane.

passwor d
An optional password. If present, it follows the user
name separated fromit by a col on.

The user nanme (and password), if present, are followed by a
comercial at-sign "@. Wthin the user and password field, any ":",
"@, or "/" must be encoded.
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Note that an enpty user nane or password is different than no user
nane or password; there is no way to specify a password w t hout
specifying a user nane. E.g., <URL:ftp://@ost.com > has an enpty
user nane and no password, <URL:ftp://host.com > has no user nane,
while <URL:ftp://foo: @ost.com > has a user nane of "foo" and an
enpty password.

host
The fully qualified domain name of a network host, or its IP
address as a set of four decimal digit groups separated by
".". Fully qualified domain nanes take the form as descri bed
in Section 3.5 of RFC 1034 [13] and Section 2.1 of RFC 1123
[5]: a sequence of domain | abels separated by ".", each donain
| abel starting and ending with an al phanunerical character and
possi bly also containing "-" characters. The rightnost donain
| abel will never start with a digit, though, which
syntactically distinguishes all domain nanes fromthe IP
addr esses.

port
The port nunber to connect to. Most schenes designate
protocol s that have a default port nunber. Another port nunber
may optionally be supplied, in deciml, separated fromthe
host by a colon. If the port is omitted, the colon is as well.

url -path
The rest of the |locator consists of data specific to the
schene, and is known as the "url-path". It supplies the

details of how the specified resource can be accessed. Note
that the "/" between the host (or port) and the url-path is
NOT part of the url-path.

The url-path syntax depends on the scheme being used, as does the
manner in which it is interpreted.

3.2. FTP

The FTP URL schene is used to designate files and directories on
I nternet hosts accessible using the FTP protocol (RFC959).

A FTP URL follow the syntax described in Section 3.1. |If :<port>is
omtted, the port defaults to 21
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3.2.1. FTP Name and Password

A user nanme and password may be supplied; they are used in the ftp
"USER' and "PASS"' conmands after first making the connection to the
FTP server. |If no user nane or password is supplied and one is
requested by the FTP server, the conventions for "anonynous" FTP are
to be used, as follows:

The user nane "anonynous" is supplied.

The password is supplied as the Internet e-nail address
of the end user accessing the resource.

If the URL supplies a user nane but no password, and the renote
server requests a password, the programinterpreting the FTP URL
shoul d request one fromthe user.

3.2.2. FTP url-path
The url-path of a FTP URL has the foll ow ng syntax:
<cwdl>/ <cwd2>/ .../ <cwdN>/ <name>; t ype=<t ypecode>

Where <cwdl1> t hrough <cwdN> and <nane> are (possibly encoded) strings
and <typecode> is one of the characters "a", "i", or "d". The part
";type=<typecode>" may be omitted. The <cwdx> and <nane> parts may be
enpty. The whole url-path may be omtted, including the "/"
delimting it fromthe prefix containing user, password, host, and
port.

The url-path is interpreted as a series of FTP conmmands as fol |l ows:

Each of the <cwd> elenents is to be supplied, sequentially, as the
argunent to a CAD (change working directory) comrand.

If the typecode is "d", performa NLST (nane list) conmand with
<name> as the argunment, and interpret the results as a file
directory listing.

O herwi se, performa TYPE conmand with <typecode> as the argunent,
and then access the file whose nane is <name> (for exanple, using
the RETR command.)
Wthin a nane or CWD conponent, the characters "/" and ";" are
reserved and nust be encoded. The conponents are decoded prior to
their use in the FTP protocol. |In particular, if the appropriate FTP
sequence to access a particular file requires supplying a string
containing a "/" as an argurment to a CAD or RETR comand, it is
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necessary to encode each "/".

For exanple, the URL <URL:ftp://nyname@ost. donf ¥%2Fetc/ notd> is
interpreted by FTP-ing to "host.doni, logging in as "mynane"
(pronpting for a password if it is asked for), and then executing
"COAD /etc" and then "RETR notd". This has a different meaning from
<URL: ft p:// myname@ost . donf et ¢/ not d> whi ch would "CWD etc" and then
"RETR nmotd"; the initial "CWD' m ght be executed relative to the
default directory for "nyname". On the other hand,

<URL: ftp://mynane@ost.dom /etc/nmotd> would "CAD " with a nul
argunent, then "CAD etc", and then "RETR notd".

FTP URLs nmay al so be used for other operations; for exanple, it is
possible to update a file on a renote file server, or infer

i nformati on about it fromthe directory listings. The nmechanism for
doing so is not spelled out here.

3.2.3. FTP Typecode is Optional

The entire ;type=<typecode> part of a FTP URL is optional. If it is
omtted, the client programinterpreting the URL nust guess the
appropriate node to use. In general, the data content type of a file
can only be guessed fromthe nane, e.g., fromthe suffix of the nane;
the appropriate type code to be used for transfer of the file can
then be deduced fromthe data content of the file.

3.2.4 Hierarchy

For some file systens, the "/" used to denote the hierarchica
structure of the URL corresponds to the delimter used to construct a
file name hierarchy, and thus, the filenane will look sinmilar to the
URL path. This does NOT nean that the URL is a Unix filenane.

3.2.5. Optimization

Clients accessing resources via FTP may enpl oy additional heuristics
to optim ze the interaction. For sone FTP servers, for exanple, it
may be reasonable to keep the control connection open while accessing
mul ti ple URLs fromthe same server. However, there is no common

hi erarchi cal nodel to the FTP protocol, so if a directory change
command has been given, it is inpossible in general to deduce what
sequence should be given to navigate to another directory for a
second retrieval, if the paths are different. The only reliable
algorithmis to disconnect and reestablish the control connection
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3.3. HTTP

The HTTP URL schene is used to designate Internet resources
accessi bl e using HITP (Hyper Text Transfer Protocol).

The HTTP protocol is specified elsewhere. This specification only
descri bes the syntax of HTTP URLs.

An HTTP URL takes the form
htt p: // <host >: <port >/ <pat h>?<sear chpart >

wher e <host> and <port> are as described in Section 3.1. If :<port>
is onmtted, the port defaults to 80. No user nane or password is

all owed. <path> is an HITP sel ector, and <searchpart> is a query
string. The <path> is optional, as is the <searchpart> and its
preceding "?". If neither <path> nor <searchpart> is present, the "/"
may al so be onitted.

Wthin the <path> and <searchpart> conponents, "/", ";", "?" are
reserved. The "/" character may be used within HTTP to designate a
hi erarchi cal structure

3.4. GOPHER

The Gopher URL schene is used to designate Internet resources
accessi bl e using the Gopher protocol

The base Gopher protocol is described in RFC 1436 and supports itens
and collections of itenms (directories). The Gopher+ protocol is a set
of upward conpati bl e extensions to the base Gopher protocol and is
described in [2]. Gopher+ supports associating arbitrary sets of
attributes and alternate data representations with Gopher itenmns.
Gopher URLs accommpdate both Gopher and Gopher+ itens and item
attributes.

3.4.1. Gopher URL syntax
A CGopher URL takes the form
gopher:// <host >: <port >/ <gopher - pat h>
wher e <gopher-path> is one of
<gophertype><sel ect or >

<gophert ype><sel ect or >%09<sear ch>
<gophert ype><sel ect or >%09<sear ch>%99<gopher +_stri ng>
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If :<port>is omtted, the port defaults to 70. <gophertype> is a
single-character field to denote the Gopher type of the resource to
which the URL refers. The entire <gopher-path> may al so be enpty, in
which case the delinmting "/" is also optional and the <gophertype>
defaults to "1".

<sel ector> is the Gopher selector string. In the Gopher protocol,
CGopher selector strings are a sequence of octets which nmay contain
any octets except 09 hexadecimal (US-ASCI|I HT or tab) OA hexadeci nal
(US-ASCII character LF), and OD (US-ASCI| character CR).

Gopher clients specify which itemto retrieve by sending the Gopher
selector string to a Gopher server.

Wthin the <gopher-path>, no characters are reserved.

Not e that some Copher <selector> strings begin with a copy of the
<gophertype> character, in which case that character will occur tw ce
consecutively. The CGopher selector string may be an enpty string;
this is how Gopher clients refer to the top-level directory on a
Gopher server.

3.4.2 Specifying URLs for Gopher Search Engines

If the URL refers to a search to be submitted to a Gopher search
engi ne, the selector is followed by an encoded tab (%99) and the
search string. To subnmit a search to a Gopher search engi ne, the
Copher client sends the <selector> string (after decoding), a tab,
and the search string to the Gopher server.

3.4.3 URL syntax for Gopher+ items

URLs for Copher+ itens have a second encoded tab (%99) and a Gopher+
string. Note that in this case, the %9<search> string nust be
suppl i ed, although the <search> el ement nmay be the enpty string.

The <gopher+ string> is used to represent infornmation required for
retrieval of the Gopher+ item Gopher+ itens nmay have alternate
views, arbitrary sets of attributes, and nay have electronic forns
associated with them

To retrieve the data associated with a Gopher+ URL, a client will
connect to the server and send the Gopher selector, followed by a tab
and the search string (which may be enpty), followed by a tab and the
CGopher + comrands.
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3.4.4 Default Gopher+ data representation

When a CGopher server returns a directory listing to a client, the
CGopher+ items are tagged with either a "+" (denoting Gopher+ itemns)
or a "?" (denoting Gopher+ itens which have a +ASK form associ at ed
with them). A Gopher URL with a Copher+ string consisting of only a
"+" refers to the default view (data representation) of the item
while a Gopher+ string containing only a "?" refer to an itemwith a
CGopher el ectronic formassociated with it.

3.4.5 Gopher+ items with electronic forms

Copher + items which have a +ASK associated with them (i.e. Gopher+
itens tagged with a "?") require the client to fetch the itenis +ASK
attribute to get the formdefinition, and then ask the user to fill
out the formand return the user’s responses along with the sel ector
string to retrieve the item Gopher+ clients know how to do this but
depend on the "?" tag in the Gopher+ itemdescription to know when to
handl e this case. The "?" is used in the Gopher+ string to be

consi stent with Gopher+ protocol’s use of this synbol.

3.4.6 Gopher+ item attribute collections

To refer to the Gopher+ attributes of an item the Gopher URL's
Gopher+ string consists of "!" or "$". "!" refers to the all of a
Gopher+ itenmis attributes. "$" refers to all the itemattributes for
all itenms in a Gopher directory.

3.4.7 Referring to specific Gopher+ attributes

To refer to specific attributes, the URL’s gopher+_string is
"I<attribute_nane>" or "$<attribute_nane>". For exanple, to refer to
the attribute containing the abstract of an item the gopher+_string
woul d be "!+ABSTRACT".

To refer to several attributes, the gopher+_string consists of the
attri bute nanes separated by coded spaces. For exanpl e,

"1 +ABSTRACT%®20+SMELL" refers to the +ABSTRACT and +SMELL attributes
of an item

3.4.8 URL syntax for Gopher+ alternate views

Gopher+ allows for optional alternate data representations (alternate
views) of items. To retrieve a Gopher+ alternate view, a Gopher+
client sends the appropriate view and | anguage identifier (found in
the itemis +VIEWattribute). To refer to a specific Gopher+ alternate
view, the URL's Gopher+ string would be in the form
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+<vi ew_nane>%20<| anguage_nane>

For exanple, a Gopher+ string of "+application/postscript%0Es_ ES"
refers to the Spanish | anguage postscript alternate view of a CGopher+
item

3.4.9 URL syntax for Gopher+ electronic forms

The gopher+_string for a URL that refers to an itemreferenced by a
CGopher+ el ectronic form (an ASK block) filled out with specific
values is a coded version of what the client sends to the server
The gopher+_string is of the form

+9091%ODYOA+- 199DYOA<ask _iteml_val ue>%D¥OA<ask_i t en2_val ue>%DVOA. YODYOA
To retrieve this item the Gopher client sends:

<a_gopher _sel ect or ><t ab>+<t ab>1<cr><| f >
+-1<cr><| f >

<ask_iteml_val ue><cr><| f >
<ask_iten2_val ue><cr><| f >

.<cr><|f>

to the Gopher server.

3.5. MAILTO
The mailto URL schene is used to designate the Internet mailing
address of an individual or service. No additional information other
than an Internet mailing address is present or inplied.
A nmilto URL takes the form

mai | t o: <rfc822- addr - spec>

where <rfc822-addr-spec> is (the encodi ng of an) addr-spec, as
specified in RFC 822 [6]. Wthin nmailto URLs, there are no reserved

characters.

Note that the percent sign ("%) is commonly used w thin RFC 822
addresses and nust be encoded.

Unli ke many URLs, the nmmilto schene does not represent a data object

to be accessed directly; there is no sense in which it designates an

object. It has a different use than the message/external -body type in
M ME.
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3.6. NEWS

The news URL schene is used to refer to either news groups or
i ndi vidual articles of USENET news, as specified in RFC 1036.

A news URL takes one of two forns:

news: <newsgr oup- nane>
news: <nessage-i d>

A <newsgroup-nanme> is a period-delimted hierarchical nane, such as
"conp. i nfosystens. ww. m sc". A <message-id> corresponds to the
Message- 1 D of section 2.1.5 of RFC 1036, without the enclosing "<"
and ">"; it takes the form <uni que>@kfull_domai n_nane>. A nessage
identifier may be distinguished froma news group nane by the
presence of the commercial at "@ character. No additional characters
are reserved within the conponents of a news URL.

I f <newsgroup-nanme> is "*" (as in <URL:news:*>), it is used to refer
to "all avail abl e news groups".

The news URLs are unusual in that by thenselves, they do not contain
sufficient information to | ocate a single resource, but, rather, are
| ocati on-i ndependent .

3.7.NNTP

The nntp URL schene is an alternative nethod of referencing news
articles, useful for specifying news articles from NNTP servers (RFC
977) .

A nntp URL take the form
nnt p: / / <host >: <port >/ <newsgr oup- nane>/ <arti cl e- nunber >

where <host> and <port> are as described in Section 3.1. If :<port>
is omtted, the port defaults to 119

The <newsgroup-nane> is the nane of the group, while the <article-
nunber> is the numeric id of the article within that newsgroup

Note that while nntp: URLs specify a unique location for the article
resource, nost NNTP servers currently on the Internet today are
configured only to allow access fromlocal clients, and thus nntp
URLs do not designate globally accessible resources. Thus, the news:
formof URL is preferred as a way of identifying news articles.
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3.8. TELNET

The Tel net URL schene is used to designate interactive services that
may be accessed by the Tel net protocol

A telnet URL takes the form
tel net://<user>: <passwor d>@host >: <port >/

as specified in Section 3.1. The final "/" character nay be onitted.
If :<port>is omtted, the port defaults to 23. The :<password> can
be onitted, as well as the whol e <user>:<password> part.

This URL does not designate a data object, but rather an interactive
service. Renpte interactive services vary widely in the neans by
which they allow renote logins; in practice, the <user> and
<passwor d> supplied are advisory only: clients accessing a telnet URL
nmerely advise the user of the suggested usernane and password.

3.9. WAIS

The WAI'S URL schene is used to designate WAl S dat abases, searches, or
i ndi vi dual docunents available froma WAl S database. WAIS is
described in [7]. The WAIS protocol is described in RFC 1625 [17];

Al t hough the WAI'S protocol is based on Z39.50-1988, the WAI'S URL
schene is not intended for use with arbitrary Z39.50 services.

A WAIS URL takes one of the follow ng formns:

wai s: // <host >; <port >/ <dat abase>
wai s: // <host >: <port >/ <dat abase>?<sear ch>
wai s: // <host >; <port >/ <dat abase>/ <wt ype>/ <wpat h>

where <host> and <port> are as described in Section 3.1. If :<port>
is onmtted, the port defaults to 210. The first form designates a
WAl S dat abase that is available for searching. The second form
designates a particular search. <database> is the nanme of the WAIS
dat abase bei ng queri ed.

The third form designates a particul ar docunent within a WAI' S

dat abase to be retrieved. In this form<wtype> is the WAIS
designation of the type of the object. Many WAI' S i npl enent ati ons
require that a client know the "type" of an object prior to
retrieval, the type being returned along with the internal object
identifier in the search response. The <wtype> is included in the
URL in order to allowthe client interpreting the URL adequate
information to actually retrieve the docunent.
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The <wpath> of a WAIS URL consists of the WAIS docunent-id, encoded
as necessary using the nethod described in Section 2.2. The WAI' S
docunent-id should be treated opaquely; it may only be deconposed by
the server that issued it.

3.10 FILES

The file URL schene is used to designate files accessible on a
particul ar host conputer. This schene, unlike nost other URL schenes,
does not designate a resource that is universally accessible over the
I nternet.
A file URL takes the form
file://<host>/<path>

where <host> is the fully qualified domain nane of the systemon
whi ch the <path> is accessible, and <path> is a hierarchica
directory path of the form <directory>/<directory>/.../<nanme>.
For exanple, a VM5 file

DI SK$USER: [ MY. NOTES] NOTE123456. TXT
m ght becone

<URL: file://vms. host. edu/ di sk$user/ ny/ not es/ not e12345. t xt >
As a special case, <host> can be the string "local host" or the enpty
string; this is interpreted as ‘the machine fromwhich the URL is
being interpreted
The file URL schenme is unusual in that it does not specify an
Internet protocol or access nmethod for such files; as such, its
utility in network protocols between hosts is linited.

3.11 PROSPERO
The Prospero URL scheme is used to designhate resources that are
accessed via the Prospero Directory Service. The Prospero protocol is
descri bed el sewhere [14].
A prospero URLs takes the form

prosper o:// <host >: <port >/ <hsonane>; <fi el d>=<val ue>

where <host> and <port> are as described in Section 3.1. If :<port>
is omtted, the port defaults to 1525. No usernane or password is
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al | oned.

The <hsonane> is the host-specific object nane in the Prospero
protocol, suitably encoded. This nane is opaque and interpreted by

the Prospero server. The senmicolon ";" is reserved and may not
appear w thout quoting in the <hsoname>.

Prospero URLs are interpreted by contacting a Prospero directory
server on the specified host and port to determ ne appropriate access
nmet hods for a resource, which night thenselves be represented as
different URLs. External Prospero links are represented as URLs of

t he underlying access nethod and are not represented as Prospero
URLs.

Note that a slash "/" mmy appear in the <hsonane> wi thout quoting and
no significance may be assumed by the application. Though sl ashes
may indicate hierarchical structure on the server, such structure is
not guaranteed. Note that many <hsoname>s begin with a slash, in

whi ch case the host or port will be followed by a double slash: the
slash fromthe URL syntax, followed by the initial slash fromthe
<hsonane>. (E.g., <URL:prospero://host.don /pros/nane> designates a
<hsonanme> of "/pros/nane".)

In addition, after the <hsonane>, optional fields and val ues
associated with a Prospero link may be specified as part of the URL.
When present, each field/value pair is separated fromeach other and
fromthe rest of the URL by a ";" (semicolon). The nanme of the field
and its value are separated by a "=" (equal sign). If present, these
fields serve to identify the target of the URL. For exanple, the
OBJECT- VERSI ON field can be specified to identify a specific version

of an object.
4. REGISTRATION OF NEW SCHEMES

A new schene may be introduced by defining a mapping onto a
conform ng URL syntax, using a new prefix. URLs for experinental
schenmes may be used by mutual agreenment between parties. Schene nanes
starting with the characters "x-" are reserved for experinental

pur poses.

The Internet Assigned Nunmbers Authority (1ANA) will maintain a
registry of URL schemes. Any subm ssion of a new URL schene nust
i nclude a definition of an algorithmfor accessing of resources
within that scheme and the syntax for representing such a schene.

URL schemes nmust have denonstrable utility and operability. One way
to provide such a denmonstration is via a gateway which provides
objects in the new schene for clients using an existing protocol. |If
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the new schene does not |ocate resources that are data objects, the
properties of names in the new space nust be clearly defined.

New schenes should try to follow the same syntactic conventions of
exi sting schenes, where appropriate. It is |ikew se reconmended
that, where a protocol allows for retrieval by URL, that the client
software have provision for being configured to use specific gateway
| ocators for indirect access through new nanmi ng schenes.

The foll owi ng schene have been proposed at various tines, but this
docunent does not define their syntax or use at this tinme. It is
suggested that | ANA reserve their schene names for future definition:

afs Andrew Fil e System gl obal file nanes.

md Message identifiers for electronic nail.
cid Content identifiers for MM body parts.
nfs Network File System (NFS) file nanes.
tn3270 Interactive 3270 enul ati on sessi ons.

mai | server Access to data available frommail servers.
z39. 50 Access to ANSI Z39.50 services.

5. BNF for specific URL schemes

This is a BNF-1ike description of the Uniform Resource Locat or
syntax, using the conventions of RFC822, except that "|" is used to
designate alternatives, and brackets [] are used around optional or
repeated elenents. Briefly, literals are quoted with "", optional

el ements are enclosed in [brackets], and el enents may be preceded
with <n>* to designate n or nore repetitions of the follow ng

elenment; n defaults to O.

; The generic formof a URL is:

generi curl = schene schenepart

; Specific predefined schenes are defined here; new schenes
; may be registered with | ANA

url = httpurl | ftpurl | newsurl |
nntpurl | telneturl | gopherurl |
wai surl | mailtourl | fileurl |
prosperourl | otherurl

; new schenes follow the general syntax
ot herurl = genericurl

; the schene is in lower case; interpreters should use case-ignore
schene = 1*[ lowal pha | digit | "+" | "-" | "." ]
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schenepart = *xchar | ip-schenepart

URL scheneparts for ip based protocols:

i p- schenepart “/1" login [ "/" urlpath ]

l ogin = [ user [ ":" password ] "@ ] hostport

host port = host [ ":" port ]

host = hostname | host nunmber

host nane = *[ donmainlabel "." ] topl abe

donai nl abel = al phadigit | alphadigit *[ alphadigit | "-" ] al phadigit
t opl abel = alpha | alpha *[ alphadigit | "-" ] alphadigit
al phadi gi t = alpha | digit

host nunber =digits "." digits "." digits "." digits

port =digits

user = *[ uchar | ";" | "?" | "& | "="]

passwor d = *[ uchar | ";" | "?" | "& | "="]

url path = *xchar ; depends on protocol see section 3.1

; The predefined schenes:

FTP (see al so RFC959)

ftpurl = "ftp://" login [ "/" fpath [ ";type=" ftptype ]]
fpath = fsegment *[ "/" fsegnent ]
f segnent = *[ uchar | "?" "o "@ | & | "="]
f t pt ype = n AII | n I n | n Dl | " aII | n i n | n dll
FI LE
fileurl = "file://" [ host | "local host" ] "/" fpath
HTTP
ht t purl = "http://" hostport [ "/" hpath [ "?" search ]]
hpat h = hsegrment *[ "/" hsegnent
hsegnent =*[ uchar | ";" | ":" | "@ | "& | "="]
search =*[ uchar | ";" | ":" | "@ | "& | "="]

GOPHER (see al so RFC1436)

gopherurl = "gopher://" hostport [ / [ gtype [ selector
[ "9®9" search [ "9®9" gopher+ string ] 1 1 1 1
gtype = xchar
sel ector = *xchar
gopher +_string = *xchar
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; MAILTO (see al so RFC822)

"mai lto:" encoded822addr
1*xchar ; further defined in RFC822

mai | t our |
encoded822addr

NEWS (see al so RFCL036)

newsur | = "news:" grouppart

grouppart = "*" | group | article

group = alpha *[ alpha | digit | "-" | "." | "+" [ "_" ]

art i CI e = 1*[ uchar | n ; n | II/ " | n ?II | n : n | n &II I n :ll ] n @ host

; NNTP (see al so RFC977)

nnt pur | = "nntp://" hostport "/" group [ "/" digits ]
;. TELNET
tel neturl = "telnet://" login [ "/" ]

;7 WAI'S (see al so RFC1625)

wai sur | = wai sdat abase | wai si ndex | wai sdoc

wai sdat abase = "wais://" hostport "/" database

wai si ndex = "wais://" hostport "/" database "?" search

wai sdoc = "wais://" hostport "/" database "/" wtype "/" wpath
dat abase = *uchar

wt ype = *uchar

wpat h = *uchar

;  PROSPERO

prosperour | "prospero://" hostport "/" ppath *[ fieldspec ]

ppat h = psegrment *[ "/" psegnent ]

psegment = *[ uchar | "?" | ":" | "@ | "& | "="]

fiel dspec =";" fieldname "=" fieldval ue

fiel dname = *[ uchar | "?" | ":" | "@ | "&" ]

fiel dval ue = *[ uchar | "?" | ":" | "@ | "&" ]

M scel | aneous definitions

| owal pha ="a" | "b" | "c" | "d" | "e" | "f" | "g" | "h"
S T S A A B S R TS B
S I R Bt T VA A B
"y e

hi al pha ="A" | "B" | "C | "D | "E" | "F" ] "G | "H | "I"|
S S O BV B N e Il Ao B O
SIS S I A (R U A A VAR VA D S R A A
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al pha = | owal pha | hi al pha

digit ="0" | "1 | "2" | "38" | "4" | "5" | "e" | "7"
ll8l| | ||9|l

safe =g -ttt

extra L B e S R N

nat i onal SR e S U T S A B T S S N B

punct uation =t T T | <>

reserved ="ttt @ | & ="

hex =digit | "A" | "B" | "C | "D"| "E"| "F"
"a" | "b" | "c" | "d" | "e" | "f"

escape = "% hex hex

unr eserved alpha | digit | safe | extra

uchar = unreserved | escape
xchar = unreserved | reserved | escape
digits = 1*digit

6. Security Considerations

The URL scheme does not in itself pose a security threat. Users
shoul d beware that there is no general guarantee that a URL which at
one time points to a given object continues to do so, and does not
even at some later time point to a different object due to the
nmoverment of objects on servers.

A URL-related security threat is that it is sonetinmes possible to
construct a URL such that an attenpt to performa harmnl ess idenpotent
operation such as the retrieval of the object will in fact cause a
possi bly danagi ng renote operation to occur. The unsafe URL is
typically constructed by specifying a port nunber other than that
reserved for the network protocol in question. The client
unwittingly contacts a server which is in fact running a different
protocol. The content of the URL contains instructions which when
interpreted according to this other protocol cause an unexpected
operation. An exanpl e has been the use of gopher URLs to cause a rude
nmessage to be sent via a SMIP server. Caution should be used when
usi ng any URL which specifies a port number other than the default
for the protocol, especially when it is a nunber within the reserved
space.

Care shoul d be taken when URLs contain enbedded encoded delinmiters
for a given protocol (for exanple, CR and LF characters for tel net
protocol s) that these are not unencoded before transmi ssion. This
woul d violate the protocol but could be used to sinulate an extra
operation or paraneter, again causing an unexpected and possible
harnful renote operation to be perforned.
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The use of URLs containing passwords that should be secret is clearly
unw se.
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APPENDIX: Recommendations for URLs in Context

URI's, including URLs, are intended to be transnmtted through
protocol s which provide a context for their interpretation

In sone cases, it will be necessary to distinguish URLs from ot her

possi bl e data structures in a syntactic structure. In this case, is
reconmended that URLs be preceeded with a prefix consisting of the

characters "URL:". For exanple, this prefix nay be used to

di stinguish URLs from ot her kinds of URIs.

In addition, there are many occasions when URLs are included in other
ki nds of text; exanples include electronic mail, USENET news
nmessages, or printed on paper. In such cases, it is convenient to
have a separate syntactic w apper that delimts the URL and separates
it fromthe rest of the text, and in particular from punctuation

mar ks that mnmight be mistaken for part of the URL. For this purpose,

i s reconmended that angle brackets ("<" and ">"), along with the
prefix "URL:", be used to delinmit the boundaries of the URL. This

wr apper does not formpart of the URL and should not be used in
contexts in which delimters are already specified.

In the case where a fragnent/anchor identifier is associated with a
URL (following a "#"), the identifier would be placed within the
brackets as well.

In sone cases, extra whitespace (spaces, |inebreaks, tabs, etc.) my
need to be added to break long URLs across lines. The whitespace
shoul d be ignored when extracting the URL.

No whitespace should be introduced after a hyphen ("-") character
Because sone typesetters and printers may (erroneously) introduce a
hyphen at the end of |ine when breaking a line, the interpreter of a
URL containing a line break i mediately after a hyphen should ignore
al | unencoded whitespace around the |ine break, and should be aware
that the hyphen nmay or may not actually be part of the URL.

Exanpl es:

Yes, Jim | found it under <URL:ftp://info.cern.ch/pub/ww doc;
type=d> but you can probably pick it up from<URL:ftp://ds.in

ternic.net/rfc> Note the warning in <URL: http://ds.internic.

net/instructions/overvi ew. ht mM #WARNI NG>.
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