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Uni versal Resource ldentifiers in WW

A Uni fying Syntax for the Expression of
Names and Addresses of (Cbjects on the Network
as used in the Wrld-Wde Wb

Status of this Meno

This meno provides information for the Internet comunity. This neno
does not specify an Internet standard of any kind. Distribution of
this neno is unlimted.

| ESG Not e:

Note that the work contained in this neno does not describe an
Internet standard. An Internet standard for general Resource
Identifiers is under developrment within the | ETF.

I ntroducti on

Thi s docunent defines the syntax used by the Wirl d-Wde Wb
initiative to encode the names and addresses of objects on the
Internet. The web is considered to include objects accessed using an
ext endabl e nunber of protocols, existing, invented for the web
itself, or to be invented in the future. Access instructions for an
i ndi vi dual object under a given protocol are encoded into forns of
address string. Oher protocols allow the use of object nanes of
various forns. In order to abstract the idea of a generic object,
the web needs the concepts of the universal set of objects, and of
the universal set of nanes or addresses of objects.

A Universal Resource ldentifier (URI) is a nenber of this universal
set of nanes in registered name spaces and addresses referring to
regi stered protocols or nane spaces. A Uniform Resource Locator
(URL), defined el sewhere, is a formof UR which expresses an address
whi ch maps onto an access al gorithmusing network protocols. Existing
URI schenes which correspond to the (still nutating) concept of |ETF
URLs are listed here. The Uniform Resource Name (URN) debate attenpts
to define a nane space (and presumably resolution protocols) for

persi stent object nanes. This area is not addressed by this docunent,
which is witten in order to docunent existing practice and provide a
reference point for URL and URN di scussi ons.
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The worl d-wi de web protocols are discussed on the mailing list ww
tal k-request @nfo.cern.ch and the newsgroup conp.infosystens. ww is
preferable for beginner’s questions. The mailing list uri-
request @unyi p. com has di scussion related particularly to the UR

i ssue. The author may be contacted as tinbl @nfo.cern.ch

This docunent is available in hypertext form at:
http://info.cern.ch/hypertext/W\W Addressi ng/ URL/ URI _Over vi ew. ht ni
The Need For a Universal Syntax

This section describes the concept of the URI and does not form part
of the specification.

Many protocols and systens for docunment search and retrieval are
currently in use, and many nore protocols or refinenents of existing
protocols are to be expected in a field whose expansion is explosive.

These systens are aimng to achieve global search and readership of
docunents across differing conputing platforns, and despite a

pl ethora of protocols and data formats. As protocols evol ve,

gat eways can all ow gl obal access to remain possible. As data formats
evol ve, format conversion progranms can preserve gl obal access. There
is one area, however, in which it is inpractical to nmake conversions,
and that is in the nanmes and addresses used to identify objects.

This is because nanes and addresses of objects are passed on in so
many ways, fromthe backs of envel opes to hypertext objects, and may
have a long life.

A common feature of alnobst all the data nobdels of past and proposed

systens is sonething which can be mapped onto a concept of "object"

and sone kind of name, address, or identifier for that object. One

can therefore define a set of name spaces in which these objects can
be said to exist.

Practical systems need to access and m x objects which are part of

di fferent existing and proposed systens. Therefore, the concept of
the universal set of all objects, and hence the universal set of
nanes and addresses, in all name spaces, becones inportant. This
all ows nanes in different spaces to be treated in a conmmopbn way, even
though nanes in different spaces have differing characteristics, as
do the objects to which they refer.
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URl s

Thi s docunent defines a way to encapsulate a nanme in any

regi stered name space, and label it with the the name space,
produci ng a nmenber of the universal set. Such an encoded and
| abel | ed menber of this set is known as a Universal Resource
Identifier, or URI

The uni versal syntax allows access of objects avail able using
exi sting protocols, and may be extended w th technol ogy.

The specification of the URI syntax does not inply anything about
the properties of nanmes and addresses in the various nane spaces
whi ch are mapped onto the set of URI strings. The properties
follow fromthe specifications of the protocols and the associ ated
usage conventions for each schene.

URLSs

For existing Internet access protocols, it is necessary in nost
cases to define the encoding of the access algorithminto
sonet hi ng conci se enough to be termed address. URIs which refer
to objects accessed with existing protocols are known as "Uniform
Resource Locators" (URLs) and are listed here as used in WAW but
to be fornally defined in a separate docunent.

URNs

There is currently a drive to define a space of nore persistent
nanes than any URLs. These "Uniform Resource Nanes" are the

subj ect of an | ETF working group’s discussions. (See Sollins and
Masi nter, Functional Specifications for URNs, circulated
informally.)

The URI syntax and URL forns have been in w despread use by
Wor |l d- Wde Web software since 1990.
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Design Criteria and Choices

This section is not part of the specification: it is sinply an
expl anation of the way in which the specification was derived.

Design criteria

The syntax was designed to be:

Ext ensi bl e New nam ng schenes nmay be added | ater

Conpl et e It is possible to encode any nani ng
schene.

Printable It is possible to express any URl using

7-bit ASCIl characters so that URI's nay,
i f necessary, be passed using pen and ink

Choi ces for a universal syntax

For the syntax itself there is little choice except for the order
and punctuation of the elenents, and the acceptable characters and
escapi ng rul es.

The extensibility requirement is met by allowing an arbitrary (but
registered) string to be used as a prefix. A prefix is chosen as
left to right parsing is nore common than right to left. The
choice of a colon as separator of the prefix fromthe rest of the
URI was arbitrary.

The decoding of the rest of the string is defined as a function of
the prefix. New prefixed are introduced for new schenes as
necessary, in agreenent with the registration authority. The
registration of a new schene clearly requires the definition of
the decoding of the URI into a given nane space, and a definition
of the properties and, where applicable, resolution protocols, for
t he nane space.

The conpl eteness requirenent is easily nmet by allow ng
particularly strange or plain binary nanes to be encoded in base
16 or 64 using the acceptabl e characters.

The printability requirenment could have been met by requiring al
schenes to encode characters not part of a basic set. This led to
many di scussi ons of what the basic set should be. A difficult
case, for exanple, is when an SO latin 1 string appears in a URL,
and within an application with 1SO Latin-1 capability, it can be
handl ed intact. However, for transport in general, the non-ASCl
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characters need to be escaped.

The solution to this was to specify a safe set of characters, and
a general escaping schene which nmay be used for encodi ng "unsafe"
characters. This "safe" set is suitable, for exanple, for use in
electronic mail. This is the canonical formof a URI

The choi ce of escape character for introducing representations of
non-al |l oned characters also tends to be a matter of taste. An
ANSI standard exists in the C |anguage, using the back-slash

character "\". The use of this character on unix conmand |i nes,
however, can be a problemas it is interpreted by nany shel
progranms, and woul d have itself to be escaped. It is also a

character which is not available on certain keyboards. The equals
sign is commonly used in the encodi ng of nanes having
attribute=value pairs. The percent sign was eventually chosen as
a suitable escape character.

There is a conflict between the need to be able to represent many
characters including spaces within a URI directly, and the need to
be able to use a URI in environnents which have linited character
sets or in which certain characters are prone to corruption. This
conflict has been resol ved by use of an hexadeci mal escaping

nmet hod which nmay be applied to any characters forbidden in a given
context. When URLs are noved between contexts, the set of
characters escaped may be enlarged or reduced unanbi guously.

The use of white space characters is risky in URIs to be printed
or sent by electronic mail, and the use of multiple white space
characters is very risky. This is because of the frequent

i ntroduction of extraneous white space when |ines are w apped by
systens such as mmil, or sheer necessity of narrow columm w dth,
and because of the inter-conversion of various forns of white
space whi ch occurs during character code conversion and the
transfer of text between applications. This is why the canonica
formfor URIs has all white spaces encoded.

Reonmendat i ons
This section describes the syntax for URIs as used in the Wrl dwWde
Web initiative. The generic syntax provides a framework for new
schenes for nanes to be resolved using as yet undefined protocols.
URI synt ax
A conplete URI consists of a naming schene specifier followed by a

string whose format is a function of the nam ng schenme. For |ocators
of information on the Internet, a conmon syntax is used for the IP
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address part. A BNF description of the URL syntax is given in an a
| ater section. The conponents are as follows. Fragnent identifiers
and relative URIs are not involved in the basic URL definition

SCHEME

Wthin the URI of a object, the first element is the nane of the
scheme, separated fromthe rest of the object by a colon

PATH

The rest of the URI follows the colon in a fornat depending on the
schene. The path is interpreted in a manner dependent on the
protocol being used. However, when it contains slashes, these
nmust inply a hierarchical structure.

Reserved characters
The path in the URI has a significance defined by the particul ar
schene. Typically, it is used to encode a nane in a given nane
space, or an algorithmfor accessing an object. In either case, the
encodi ng may use those characters allowed by the BNF syntax, or
hexadeci mal encodi ng of other characters.
Sonme of the reserved characters have special uses as defined here.
THE PERCENT SI GN
The percent sign ("%, ASCIlI 25 hex) is used as the escape
character in the encoding schene and is never allowed for anything
el se.
H ERARCHI CAL FORNVS

The slash ("/", ASCIl 2F hex) character is reserved for the

delimting of substrings whose relationship is hierarchical. This
enabl es partial forms of the URI. Substrings consisting of single
or double dots ("." or "..") are simlarly reserved.

The significance of the slash between two segnents is that the
segnent of the path to the left is nore significant than the
segnent of the path to the right. ("Significance" in this case
refers solely to closeness to the root of the hierarchica
structure and nakes no val ue judgenent!)
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Not e

The simlarity to unix and other disk operating systemfil enane
conventions should be taken as purely coincidental, and should
not be taken to indicate that URIs should be interpreted as
file names.

HASH FOR FRAGVENT | DENTI FI ERS

The hash ("#", ASCI|I 23 hex) character is reserved as a delimter
to separate the URI of an object froma fragnment identifier

QUERY STRI NGS

The question mark ("?", ASCIl 3F hex) is used to delimt the
boundary between the URI of a queryable object, and a set of words
used to express a query on that object. Wen this formis used,
the conbi ned URI stands for the object which results fromthe
guery being applied to the original object.

Wthin the query string, the plus sign is reserved as shorthand
notation for a space. Therefore, real plus signs nust be encoded.
This method was used to nake query URIs easier to pass in systemns
whi ch did not allow spaces.

The query string represents sone operation applied to the object,

but this specification gives no conmbn syntax or senmantics for it.
In practice the syntax and sematics may depend on the schene and

may even on the base URI

OTHER RESERVED CHARACTERS

The astersik ("*", ASCIl1 2A hex) and exclamation mark ("!" , ASClI
21 hex) are reserved for use as having special signifiance within
speci fic schenes.

Unsaf e characters

In canonical form certain characters such as spaces, contro
characters, sone characters whose ASCI|I code is used differently in
different national character variant 7 bit sets, and all 8bit
characters beyond DEL (7F hex) of the SO Latin-1 set, shall not be
used unencoded. This is a recommendation for trouble-free

i nterchange, and as indicated below, the encoded set may be extended
or reduced.
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Encodi ng reserved characters

When a system uses a | ocal addressing scheme, it is useful to provide
a mapping fromlocal addresses into URIs so that references to
objects within the addressing scheme nmay be referred to globally, and
possi bly accessed t hrough gateway servers.

For a new nami ng schene, any nmappi ng schenme nmay be defined provided
it is unambiguous, reversible, and provides valid URIs. It is
recommended that where hierarchical aspects to the |Iocal nan ng
schene exist, they be mapped onto the hierarchical URL path syntax in
order to allow the partial formto be used

It is also recommended that the conventional schenme bel ow be used in
all cases except for any schene whi ch encodes binary data as opposed
to text, in which case a nore conpact encodi ng such as pure
hexadeci mal or base 64 m ght be nore appropriate. For exanple, the
conventional URlI encoding nmethod is used for mapping WAI'S, FTP,
Prospero and Gopher addresses in the URI specification

CONVENTI ONAL URI ENCODI NG SCHEME

Where the |l ocal naming schene uses ASCI| characters which are not
allowed in the URI, these may be represented in the URL by a
percent sign "% inmediately foll owed by two hexadecinmal digits
(0-9, A-F) giving the SO Latin 1 code for that character
Character codes other than those allowed by the syntax shall not
be used unencoded in a URI.

REDUCED OR | NCREASED SAFE CHARACTER SETS

The sane encodi ng nethod nmay be used for encodi ng characters whose
use, although technically allowed in a URI, would be unwi se due to
probl enms of corruption by inperfect gateways or nisrepresentation
due to the use of variant character sets, or which would sinply be
awkward in a given environment. Because a % sign always indicates
an encoded character, a URI nmay be made "safer" sinply by encodi ng
any characters considered unsafe, while |eaving al ready encoded
characters still encoded. Sinilarly, in cases where a |arger set
of characters is acceptable, %signs can be selectively and
reversi bly expanded.

Before two URI's can be conpared, it is therefore necessary to
bring themto the sane encoding | evel

However, the reserved characters nentioned above have a quite

di fferent significance when encoded, and so nay NEVER be encoded
and unencoded in this way.
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The percent sign intended as such nust al ways be encoded, as its
presence ot herw se al ways indicates an encodi ng. Sequences which
start with a percent sign but are not followed by two hexadeci ma
characters are reserved for future extension. (See Exanple 3.)
Exanple 1
The URI's
http://info.cern.ch/al bert/bertram nari e-cl aude
and
http://info.cern.ch/al bert/bertramn mari e¥2Dcl aude
are identical, as the %D encodes a hyphen character.
Exanpl e 2
The URI's
http://info.cern.ch/al bert/bertram nari e-cl aude
and

http://info.cern.ch/al bert/bertranm?@Fmari e-cl aude

are NOT identical, as in the second case the encoded sl ash does not
have hierarchical significance

Exanpl e 3
The URI's
fxgn:/us/valreston/cnril/ietf/24/ asdf %.fred
and
news: 12345667123%sdghf h@ nf o. cern. ch
are illegal, as all %characters inply encodings, and there is no

decodi ng defined for "%" or "%s" in this recommendation
Partial (relative) form
Wthin a object whose URI is well defined, the URI of another object

may be given in abbreviated form where parts of the two URIs are the
sane. This allows objects within a group to refer to each other
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wi thout requiring the space for a conplete reference, and it
incidentally allows the group of objects to be noved wi thout changing
any references. |t must be enphasized that when a reference is
passed in anything other than a well controlled context, the ful

form nmust al ways be used

In the World-Wde Wb applications, the context URI is that of the
docunent or object containing a reference. In this case partial URIs
can be generated in virtual objects or stored in real objects,

wi thout the need for dramatic change if the higher-order parts of a
hi erarchi cal nam ng systemare nodified. Apart fromterseness, this
gi ves greater robustness to practical systenms, by enabling

i nformati on hiding between system conponents.

The partial formrelies on a property of the URI syntax that certain
characters ("/") and certain path elenents ("..", ".") have a
significance reserved for representing a hierarchical space, and nust
be recogni zed as such by both clients and servers.

A partial formcan be distinguished froman absolute formin that the
|atter nust have a colon and that colon nust occur before any sl ash
characters. Systens not requiring partial fornms should not use any

unencoded sl ashes in their naming schemes. |If they do, absolute URIs
will still work, but confusion may result. (See note on Gopher
bel ow. )

The rules for the use of a partial nane relative to the URl of the
cont ext are:

If the schene parts are different, the whol e absolute URI nust
be given. Oherw se, the schene is ontted, and:

If the partial URI starts with a non-zero nunber of consecutive
sl ashes, then everything fromthe context URI up to (but not
i ncluding) the first occurrence of exactly the same nunber of
consecutive slashes which has no greater nunber of consecutive
sl ashes anywhere to the right of it is taken to be the sane and
so prepended to the partial URL to formthe full URL. O herwi se

The | ast part of the path of the context UR (anything follow ng
the rightnost slash) is renoved, and the given partial UR
appended in its place, and then:

Wthin the result, all occurrences of "xxx/../" or "/." are
recursively renoved, where xxx, ".." and "." are conplete path
el ement s.
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Note: Trailing slashes

If a path of the context locator ends in slash, partial URIs are
treated differently to the URI with the sane path but without a
trailing slash. The trailing slash indicates a void segnent of the
pat h.

Not e: Gopher
The gopher system does not have the concept of relative URI's, and the
gopher community currently allows / as data characters in gopher URI's
wi t hout escaping themto %2F. Relative forns may not in general be
used for docunents served by gopher servers. |f they are used, then
WAV sof t ware assunes, normally correctly, that in fact they do have

hi erarchi cal significance despite the specifications. The use of HTTP
rat her than gopher protocol is however recomended.

Exanpl es
In the context of UR
magi c://alblcl/ldlelf

the partial URI's would expand as foll ows:

g magi c://alblcl//dlelg
Ig magic://alg
/1g magic://g

.1g magi c://alblc//dlg
g:h g: h

and in the context of the UR
magi c://alblcl//dlel
the results would be exactly the sane.
Fragnent-id
This represents a part of, fragment of, or a sub-function within, an
object. |Its syntax and semantics are defined by the application
responsi ble for the object, or the specification of the content type

of the object. The only definition here is of the allowed characters
by which it may be represented in a URL.
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Specific syntaxes for representing fragnents in text docunents by
line and character range, or in graphics by coordinates, or in
structured docunents using | adders, are suitable for standardization
but not defined here.

The fragnent-id follows the URL of the whole object fromwhich it is
separated by a hash sign (#). |If the fragnent-id is void, the hash
sign may be omitted: A void fragment-id with or without the hash sign
nmeans that the URL refers to the whol e object.

While this hook is allowed for identification of fragnents, the
guestion of addressing of parts of objects, or of the grouping of

obj ects and rel ationship between continued and contai ni ng objects, is
not addressed by this docunent.

Fragnent identifiers do NOT address the question of objects which are
different versions of a "living" object, nor of expressing the
rel ati onshi ps between different versions and the living object.

There is no inplication that a fragnent identifier refers to anything
whi ch can be extracted as an object inits own right. It may, for
exanple, refer to an indivisible point within an object.

Speci fic Schemnes

The mapping for URIs onto sonme existing standard and experi nent al
protocols is outlined in the BNF syntax definition. Notes on
particul ar protocols follow. These URIs are frequently referred to
as URLs, though the exact definition of the termURL is still under
di scussion (March 1993). The schenmes covered are:

http Hypertext Transfer Protocol (exanples)
ftp File Transfer protoco

gopher Gopher protoco

mailto El ectronic mail address

news Usenet news

telnet, rlogin and tn3270
Reference to interactive sessions

wai s W de Area Information Servers

file Local file access
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The followi ng schenes are proposed as essential to the unification of
the web with electronic mail, but not currently (to the author’s
know edge) i npl enent ed:

md Message identifiers for electronic nai
cid Content identifiers for MM body part

The schenes for X 500, network managenent dat abase, and \Woi s++ have
not been specified and may be the subject of further study. Schenes
for Prospero, and restricted NNTP use are not currently inplenented

as far as the author is aware.

The "urn" prefix is reserved for use in encoding a Uniform Resource
Name when that has been devel oped by the | ETF wor ki ng group

New schenes nmay be registered at a later tine.
HTTP

The HTTP protocol specifies that the path is handl ed transparently by
those who handl e URLs, except for the servers which de-reference
them The path is passed by the client to the server with any
request, but is not otherw se understood by the client.

The host details are not passed on to the client when the URL is an
HTTP URL which refers to the server in question. |In this case the
string sent starts with the slash which follows the host details.
However, when an HITTP server is being used as a gateway (or "proxy")
then the entire URI, whether HTTP or sone ot her schene, is passed on
the HTTP command |ine. The search part, if present, is sent as part
of the HTTP command, and may in this respect be treated as part of
the path. No fragnentid part of a WWVURI (the hash sign and
following) is sent with the request. Spaces and control characters
in URLs nust be escaped for transmission in HTTP, as nust other

di sal | owed characters.

EXAMPLES
These exanpl es are not part of the specification: they are
provided as illustations only. The URI of the "wel conme" page to a
server is conventionally
http://ww. ny. wor k. cont
As the rest of the URL (after the hostnane an port) is opaque

to the client, it shows great variety but the follow ng are al
fairly typical
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http://ww. my. uni.edu/info/matricul ati on/enroling. htn
http://info.ny.org/ About Us/ Phonebook
http://ww. library. my.town. va. us/ Catal ogue/ 76523471236%2Fwen44- -4, 98
http://ww. ny. org/ 462F4F2D4241522A314159265358979323846
A URL for a server on a different port to 80 | ooks like
http://info.cern. ch: 8000/i nagi nary/test

A reference to a particular part of a docunment may, including the
fragment identifier, look like

htt p: // ww. myu. edu/ or g/ admi n/ peopl e#andy
in which case the string "#andy" is not sent to the server, but is
retained by the client and used when the whol e object had been
retrieved.
A search on a text database m ght |ook |ike
http://info.ny.org/ About Us/ | ndex/ Phonebook?dobbi ns
and on anot her dat abase

http://info.cern. ch/ RDB/ EMP?* %20wher e%20nanme%/3Ddobbi ns

In all cases the client passes the path string to the server
uninterpreted, and for the client to deduce anything from

FTP

The ftp: prefix indicates that the FTP protocol is used, as defined
in STD 9, RFC 959 or any successor. The port nunber, if present,
gives the port of the FTP server if not the FTP default.

User nane and password

The syntax allows for the inclusion of a user nane and even a
password for those systens which do not use the anonynous FTP
convention. The default, however, if no user or password is
supplied, will be to use that convention, viz. that the user nane
i s "anonynmous" and the password the user’s Internet-style nai

addr ess.
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Where possible, this mail address should correspond to a usable
mai | address for the user, and preferably give a DNS host nane
which resolves to the I P address of the client. Note that servers
currently vary in their treatnment of the anonynous password.

Pat h

The FTP protocol allows for a sequence of CAD conmands (change

wor ki ng directory) and a TYPE comand prior to service conmands
such as RETR (retrieve) or NLIST (etc.) which actually access a
file.

The arguments of any CAD commands are successive segment parts of
the URL delinmited by slash, and the final segment is suitable as
the filenane argunent to the RETR command for retrieval or the
directory argunent to NLIST

For some file systens (Unix in particular), the "/" used to denote
the hierarchical structure of the URL corresponds to the delimter
used to construct a file name hierarchy, and thus, the fil enane
will look the sane as the URL path. This does NOT nean that the
URL is a Unix filenane.

Note: Retrieving subsequent URLs fromthe sane host

There is no conmon hierarchical nodel to the FTP protocol, so if a
directory change comand has been given, it is inpossible in
general to deduce what sequence should be given to navigate to
anot her directory for a second retrieval, if the paths are
different. The only reliable algorithmis to di sconnect and
reestablish the control connection

Data type

The data content type of a file can only, in the general FTP case,
be deduced fromthe nanme, normally the suffix of the nane. This
is not standardized. An alternative is for it to be transferred in
informati on outside the URL. A suitable FTP transfer type (for
exanpl e binary "I" or text "A") nmust in turn be deduced fromthe
data content type. It is recomended that conventions for
suffixes of public archives be established, but it is outside the
scope of this standard.

An FTP URL may optionally specify the FTP data transfer type by
which an object is to be retrieved. Mst of the nethods correspond
to the FTP "Data Types" ASCIl and | MAGE for the retrieval of a
docunent, as specified in FTP by the TYPE command. One net hod

i ndi cates directory access.
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The data type is specified by a suffix to the URL. Possible
suf fi xes are:

;type = <type-code> Use FTP type as given to performdata
transfer.

/ Use FTP directory |ist comands to read
directory

The type code is in the format defined in RFC 959 except that THE
SPACE IS OM TTED FROM THE URL.

Transfer Mde
Stream Mode is al ways used
Gopher

The gopher URL specifies the host and optionally the port to which
the client should connect. This is followed by a slash and a single
gopher type code. This type code is used by the client to deterni ne
how to interpret the server’'s reply and is is not for sending to
server. The conmand string to be sent to the server imediately
foll ows the gopher type character. |t consists of the gopher
selector string followed by any "Gopher plus" syntax, but always
omtting the trainling CR LF pair

Wien the gopher conmand string contains characters (such a enbedded
CR LF and HT characters) not allowed in a URL, these are encoded
usi ng the conventional encoding.

Not e that sonme gopher selector strings begin with a copy of the
gopher type character, in which case that character will occur tw ce
consecutively. Also note that the gopher selector string may be an
enpty string since this is how gopher clients refer to the top-1leve
directory on a gopher server.

If the encoded command string (with trailing CR LF stripped) would be
voi d then the gopher type character may be onmiited and "1" (ASCI| 31
hex) is assuned.

Note that slash "/" in gopher selector strings may not correspond to
a level in a hierarchical structure.
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Mailto

This allows a URL to specify an RFC822 addr-spec nmail address. Note
that use of %, for exanple as used in form ng a gatewayed mai
address, requires conversion to %25 in a URL.

News

The news locators refer to either news group nanes or article nmessage
identifiers which nust conformto the rules for a Message-1d of RFC
1036 (Horton 1987). A nessage identifier may be distinguished froma
news group nane by the presence of the comercial at "@ character
These rules inply that within an article, a reference to a news group
or to another article will be a valid URL (in the partial form.

A news URL may be dereferenced using NNTP (RFC 977, Kantor 1986)
(The ARTI CLE by nmessage-id command ) or using any other protocol for
t he conveyance of usenet news articles, or by reference to a body of
news articles already received.

Note 1:

Anmong URLs the "news" URLs are anonalous in that they are

| ocati on-i ndependent. They are unsuitable as URN candi dat es
because the NNTP architecture relies on the expiry of articles and
therefore a small nunber of articles being available at any tine.
When a news: URL is quoted, the assunption is that the reader wll
fetch the article or group fromhis or her local news host. News
host nanes are NOT part of news URLs.

Not e 2:

An outstanding problemis that the nessage identifier is
insufficient to allow the retrieval of an expired article, as no
al gorithmexists for deriving an archive site and file nane. The
addition of the date and news group set to the article’s URL would
allowthis if a directory existed of archive sites by news group

Suggest ed subj ect of study in conjunction with NNTP working group.
Furt her extension possible may be to allow the nani ng of subject
t hreads as addressabl e obj ects.

Telnet, rlogin, tn3270
The use of URLs to represent interactive sessions is a convenient
extension to their uses for objects. This allows access to

i nfornmati on systenms which only provide an interactive service, and no
i nformati on server. As information within the service cannot be
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addressed individually or, in general, automatically retrieved, this
is a less desirable, though currently common, solution

URN

The "Universal Resource Nane" is currently (March 1993) under

devel opnent in the ETF. A requirenents specification is in
preparation. It currently |ooks as though it will be a short string
suitable for encoding in URI syntax, for which case the "urn:" prefix
is reserved. The URN shall be encoded precisely as defined in the
(future) URN standard, except in that:

If the official description of the URN syntax includes any
constant w apper characters, then they shall not be onmitted from
the URI encodi ng of the URN

If the URN has a hierarchical nature, then the slash delinmter
shall be used in the UR encodi ng;

If the URN has a hierarchical nature, the nost significant part
shal | be encoded on the left in the URl encoding;

Any characters with reserved neanings in the URl syntax shall be
escape encoded

These rul es of course apply to any URI schene. It is of course
possi ble that the URN syntax will be chosen such that the URI
encoding will be a 1-1 transcription

An exanpl e m ght be a nane such as
urn:/iana/dns/ch/cern/cn/techdoc/ 94/ 1642-3

but the reader should refer to the latest URN drafts or
speci fications.

WAl S

The current WAI'S inplenentation public domain requires that a client
know the "type" of a object prior to retrieval. This value is
returned along with the internal object identifier in the search
response. It has been encoded into the path part of the URL in order
to make the URL sufficient for the retrieval of the object.

Wthin the WAIS world, names do not of course need to be prefixed by
"wais:" (by the partial formrules).
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fil

The wpath of a WAIS URL consists of encoded fields of the WAI'S
identifier, in the same order as inthe WAIS identifier. For each
field, the identifier field nunber is the digits before the equals
sign, and the field contents follow, encoded in the conventiona
encodi ng, termnated by ";".

e

The other URI schenes (except nntp) share the property that they are
equal ly valid at any geographical place.

There is however a real practical requirement to be able to generate
a URL for an object in a machine’s local file system

The syntax is simlar to the ftp syntax, but in this case the slash
is used to donate boundaries between directory levels of a
hierarchical file systemis used. The "client" software converts the
file URL into a file name in the local file name conventions. This
allows local files to be treated just as network objects w thout any
necessity to use a network server for access. This may be used for
exanpl e for defining a user’s "hone" docunent in WW

There is clearly a danger of confusion that a link made to a | oca
file should be followed by sonmeone on a different system with
unexpect ed and possibly harnful results. Therefore, the convention
is that even a "file" URL is provided with a host part. This allows
a client on another systemto know that it cannot access the file
system or perhaps to use sone other |ocal necahnismto access the
file.

The special value "localhost” is used in the host field to indicate
that the filenane should really be used on whatever host one is.
This for exanple allows links to be made to files which are

di stribted on many machines, or to "your unix |ocal password file"
subj ect of course to consistency across the users of the data.

A void host field is equivalent to "local host".

Message- I d

For systens which include information transferred using nai
protocols, there is a need to be able to make cross-references
between different items of information, even though, by the nature of
mail, those itens are only available to a restricted set of people.

Two schenes are defined. The first, "md:", refers to the STD 11
RFC 822 Message-1d of a nail nessage. This ldentifier is already
used in RFC 822 in for exanple the References and In-Reply-to field.
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The rest of the URL after the "md:" is the RFC822 nsg-id with the
constant <> wrapper renoved, leaving an identifier whose format in
fact happens to be the sanme as addr-spec format for nmil boxes (though
the semantics are different).

The use of a "md" URL inplies access to a body of nail already
received. If a nessage has been distributed using NNTP or other
usenet protocols over the news system then the "news:" form should
be used.

Content-1d

The second schene, "cid:", is simlar to "md:", but nakes reference
to a body part of a M ME nessage by the value of its content-id
field. This allows, for exanple, a master docunent being the first
part of a nultipart/related MME nessage to refer to conponent parts
which are transferred in the sanme nessage

Not e

Bewar e however, that content identifiers are only required to be
unique within the context of a given M ME nessage, and so the cid:
URL is only neaningful with the context the same M ME nessage. For
a reference outside the nessage, it would need to be appended to
the nmessage-id of the whole nmessage. A syntax for this has not
been defi ned.

Schenes for Further Study
X500

The mappi ng of x500 nanes onto URLs is not defined here. A
decision is required as to whether "distingui shed names" or "user
friendly names" (ufn), or both, should be allowed. If any
punctuati on conversions are needed fromthe adopted x500
representation (such as the use of slashes between parts of a ufn)
they nmust be defined. This is a subject for study.

VHO S

This prefix describes the access using the "whoi s++" schene in the
process of definition. The host nane part is the sane as for
other I P based schemes. The path part can be either a whois
handl e for a whois object, or it can be a valid whois query
string. This is a subject for further study.
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NETWORK MANAGEMENT DATABASE
This is a subject for study.
NNTP

This is an alternative formof reference for news articles,
specifically to be used with NNTP servers, and particularly those
i nconpl ete server inplenentations which do not allow retrieval by
message identifier. 1In all other cases the "news" schene should
be used.

The news server nanme, newsgroup nanme, and index nunber of an
article within the newsgroup on that particular server are given
The NNTP protocol nust be used.

Note 1.

This formof URL is not of global accessability, as typically
NNTP servers only allow access fromlocal clients. Not e t hat
the article nunbers within groups vary fromserver to server

This formor URL should not be quoted outside this local area.
It should not be used within news articles for wder
circulation than the one server. This is a local identifier
for a resource which is often available globally, and so is not
recomended except in the case in which inconplete NNTP

i mpl ement ati ons on the |ocal server force its adoption

Prospero

The Prospero (Neuman, 1991) directory service is used to resolve the
URL yi el ding an access nethod for the object (which can then itself
be represented as a URL if translated). The host part contains a
host nane or internet address. The port part is optional

The path part contains a host specific object nane and an optiona
version nunber. |If present, the version nunber is separated fromthe
host specific object nane by the characters "9%®0" (percent zero
zero), this being an escaped string termnator (null). Externa
Prospero links are represented as URLs of the underlying access

met hod and are not represented as Prospero URLs.

Regi stration of nam ng schenes
A new nam ng schene may be introduced by defining a napping onto a

conform ng URL syntax, using a new prefix. Experinental prefixes nmay
be used by mutual agreenent between parties, and nust start with the
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characters "x-". The schenme nane "urn:" is reserved for the work in
progress on a scheme for nore persistent nanes.

It is proposed that the Internet Assigned Numbers Authority (I ANA)
performthe function of registration of new schenes. Any subm ssion
of a new URI schene nust include a definition of an algorithmfor the
retrieval of any object within that schenme. The al gorithm nust take
the URI and produce either a set of URL(s) which will lead to the
desired object, or the object itself, in a well-defined or

determ nabl e fornmat.

It is recormended that those proposing a new schene denonstrate its
utility and operability by the provision of a gateway which will
provi de i mages of objects in the new schene for clients using an
existing protocol. If the new schene is not a |ocator schene, then
the properties of nanmes in the new space should be clearly defined.
It is |ikewi se reconmmended that, where a protocol allows for
retrieval by URL, that the client software have provision for being
configured to use specific gateway |ocators for indirect access

t hrough new nam ng schenes.

BNF of Generic URI Syntax

This is a BNF-Iike description of the URI syntax. at the |evel at
whi ch specific schenmes are not consi dered.

A vertical line "|" indicates alternatives, and [brackets] indicate
optional parts. Spaces are represented by the word "space", and the
vertical line character by "vline". Single letters stand for single

letters. Al words of nore than one letter below are entities
descri bed sonewhere in this description.

The "generic" production gives a higher |level parsing of the sane
URI's as the other productions. The "national" and "punctuation”
characters do not appear in any productions and therefore may not
appear in URIs.

f ragnment addr ess uri [ # fragnmentid ]

uri schene : path [ ? search ]
schene i al pha

pat h void | xpalphas [ [/ path ]
sear ch xal phas [ + search ]
fragmentid xal phas
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xal pha alpha | digit | safe | extra | escape

xal phas xal pha [ xal phas ]

xpal pha xal pha | +

xpal phas xpal pha [ xpal pha ]

i al pha al pha [ xal phas ]

al pha alblcldlel]f | glh]i]j]k
L'l m| n]o [ plalr]|s|t]ul]v]
w|l x|yl z| Al B] C|]D|]E|]F|G
Hl 1| J] K] L| M| NJ] O] P|] QJ]R
S| T| Ul V| W|] X| Y| Z

digit oO|1] 2] 3| 4] 5] 6] 7] 8] 9

safe $| -] _| @] .| &

extra I T T O 0 I

reserved =] ;|1 /] #] ?] : | space

escape % hex hex

hex digit| a|] b|] c| d|] e|] f|] A|] B| C

| E|I F

nati onal {1yl vlinel [ I T VI ™]~

punct uation <| >

voi d

(end of URI BNF)

BNF for specific URL schenes

This is a BNF-1ike description of the Uniform Resource Locator

syntax. A vertical line "|" indicates alternatives, and [brackets]
i ndi cate optional parts. Spaces are represented by the word "space"
and the vertical line character by "vline". Single letters stand for

single letters. Al words of nore than one letter below are entities
descri bed sonewhere in this description.
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The current IETF URI Working Group preference is for the prefixedurl
production. (Nov 1993. July 93: url).

The "national" and "punctuation" characters do not appear in any
productions and therefore nay not appear in URLs.

The "af saddress” is left in as historical note, but is not a url
producti on.

prefixedurl ur | : url
url htt paddress | ftpaddress | newsaddress

nnt paddress | prosperoaddress | tel netaddress
| gopheraddress | wai saddress

mai | t oaddress | m daddress | cidaddress

schene i al pha

ht t paddr ess http: /| hostport [ [/ path ] [ ?
search ]

ft paddress ftp:// login/ path [ ftptype ]

af saddr ess af s: [/ [/ cellname / path

newsaddr ess news : groupart

nnt paddr ess nnt p: group / digits

m daddr ess mi d : addr-spec

ci daddress ci d: content-identifier

mai | t oaddr ess mai | t o: xalphas @hostnane

wai saddr ess wai si ndex | wai sdoc

wai si ndex r/a i s: / | hostport / database [ ? search

wai sdoc wai s : / [/ hostport / database / wype /[
wpat h

wpat h digits = path ; [ wpath ]

groupart * | group | article

group ialpha [ . group ]
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article
dat abase

wt ype

pr osper oaddr ess

prosperol i nk

hsonamne
version
attributes
attribute

t el net address

gopher addr ess

l ogin
host port
host
ftptype
f or ntode
cel | nane
host name
host nunber
port
gcomand
path

segnent

Ber ner s- Lee
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xal phas @ host
xal phas
xal phas

prosper ol i nk

June 1994

prosper o: / |/ hostport / hsonane [ %
0 0 version [ attributes ] ]

pat h

digits

attribute [ attributes ]
al phanuns
tel net: / [/ logn

gopher
gcommand ] ]

[/ | hostport [/ gtype |

[ user | password ] @] host port
host [ : port ]

host nane | host nunber

A forntode | Eforncode | | | L digits
N|] T|] C

host nane

i al pha [ host nane ]

digits . digits . digits . digits
digits

pat h

void | segnent [ [/ path ]

xpal phas
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search
user
passwor d
fragmentid
gtype

al phanun?
xal pha
xal phas
xpal pha
xpal phas
i al pha

al pha

digit
safe
extra
reserved
escape

hex

nat i onal
punct uati on

digits
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xal phas [ + search ]

al phanun? [ user ]

al phanun2 [ password ]

xal phas

xal pha

alpha | digit | - | _| . | +

alpha | digit | safe | extra | escape
xal pha [ xal phas ]

xal pha | +

xpal pha [ xpal phas ]

al pha [ xal phas ]

al bl c|ld|l el f ] gl h]|i]]j]
' m|f n] o | plaglr]|s|t]u
w| x|yl z]| Al B|] C | D| E|F
HI 1] J] K| L| M| N| O] P| Q
S| T|] U] V| W|] X|] Y] Z

o|1] 2| 3| 4| 5] 6| 7] 8] 9
$1 -1 _l @ .| & | +] -

N I [ C1) |

=0 5 1 1 1 # 1 2| | space
% hex hex

digit | alb|c|d|le|f]|] A|] B]
F

{1yl vliine | T 111 V]I "]~

digit [ digits ]
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al phanum alpha | digit
al phanuns al phanum [ al phanuns ]
voi d

(end of URL BNF)
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