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Copyright Notice

Copyright (C The Internet Society (2001). All Ri ghts Reserved.

Abst r act

The architecture and specifications of the Presence and I nstant
Messagi ng protocols (PRIM are described. PRI Mdefines a set of
protocols for the Presence and | nstant Messagi ng services which
satisfy the | MPP requirenments [ RFC2779]. PRIMis al so designed so as
to conformwi th the Conmon Profile for Instant Messaging (CPIM
specification being developed in the | MPP WG
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1. I ntroduction

On the Internet and el sewhere, a growi ng nunber of people would |ike
to know when others are available to communicate with them A system
that provides this type of PRESENCE | NFORMATI ON i s known as Presence
Servi ce.

| NSTANT MESSAG NG al | ows text base conmunication to occur in a rapid,
conversational fashion. An | NSTANT MESSAGE is delivered to a
recipient if the recipient is listening for nessages, otherw se the
message i s dropped and the sender is inforned of the delivery
failure.

PRESENCE and | NSTANT MESSAA NG SERVI CES are separate and can work

i ndependently of each other. However, by utilizing the Presence
Service a user has a better idea as to whether a recipient is
listening for | NSTANT MESSAGES. Therefore, the two services are often
used in tandem

The PResence and I nstant Messaging (PRIM protocol is designed so
that | NSTANT MESSAG NG and PRESENCE SERVI CES can be provided by a set
of servers distributed across a |arge nunber of adnministrative

domai ns.

PRIMis also designed to conformto the Common Profile for Instant
Messaging (CPIM specification being devel oped by the | MPP WG,  This
enabl es that users of PRI M services exchange PRESENCE | NFORMVATI ON and
| NSTANT MESSAGES with the users of the services which use other CPIM
conpati bl e protocol s.

1.1. Desi gn Goal s and Assunpti ons
Sonme of the design principles on which this protocol is based are:
o Transfer protocol directly atop of TCP
PRI M assunes TCP as the basic transport nechani smfor | NSTANT
MESSAGES and PRESENCE | NFORVATI ON.  TCP provides a sufficiently
reliable transport infrastructure which is required by both | NSTANT
MESSAG NG and PRESENCE SERVI CES.
0 Long-lived Cient/Server connections
PRI M uses long-lived client/server TCP connections in order to
recei ve | NSTANT MESSAGES and PRESENCE | NFORMATI ON NOTI FI CATI ONS

Note that this is the prevailing nodel used by nost Presence and | M
systens today. It brings the follow ng advant ages:
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- Overhead is reduced, because authentication is perfornmed once, at
t he begi nning of the connection. This is inportant, for exanple,
when PRESENCE | NFORMATI ON NOTI FI CATI ONS occur frequently.

- Connections are firewall friendly, because USER AGENTS initiate
connections frominside a firewall that can carry NOTI FlI CATI ONS or
nmessages initiated fromthe outside.

0 Sel ective Presence Publication

[ RFC2779] stipulates various requirenents for access control; 2.3.X
and several in section 5. Anpbng ot hers, we consider the feature of
"Polite Bl ocking" (5.1.15, 5.2.3) to be very inportant for PRESENCE
SERVI CES. This protocol contains a mechani smfor such selective
PRESENCE | NFORMATI ON publication as well as in-band access control

2. Ter m nol ogy

[ RFC2778] and [RFC2779] define the term nology for the PRESENCE and
| NSTANT MESSAG NG fields. Please refer to those docunents for a
conpl ete gl ossary of the UPPER CASED terns.

The key words "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",
" RECOMVENDED', "MAY", and "OPTIONAL" in this docunent are to be
interpreted as described in RFC 2119 [ 34].

3. Archi tecture

The PRI M architecture involves two conponents: Service Domains and
USER AGENTS. Each Service Domain is a set of servers that are
responsible for a set of PRINCIPALS. A PRINCIPAL's Service Domain is
called its Hone Domain. A PRINCIPAL connects to its Hone Dommin via
an USER AGENT to access PRESENCE and | NSTANT MESSAG NG SERVI CES

In particular, a Service Domain is conposed by Presence and/or
I nstant Messagi ng Servers.

o e + o ee e +
| SERVICE DOVAIN |[<-------- >|  SERVI CE DOVAI N |
o e + oo +

N N N N

| | I |

| | I |

v v v v
e oo + Fommm o + fomm oo + Foe oo +
|  UA | |  UA | |  UA | | UA
T + R —_— + R — + T +
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Figure 1. PRIM Service Architecture

PRI M adopts a Client-Server-Server-Client architecture. A USER AGENT
only conmuni cates with servers in its HOVE DOVAIN, and only servers
can comuni cate with other servers. These servers may be located in
di fferent donains.

3. 1. Servi ce Donain Clustering

It may be necessary to have multiple Presence and/or I M Servers to
handl e PRI NCI PALS of a given domain. It is beyond the scope of this
docunment to describe how servers within a domain choose to | ocate
each other and what protocol they choose to comunicate with.

4, Connecti on Mde

PRIMis a connection-based protocol. Every protocol comrmand is
exchanged through TCP connections established between clients and
servers and servers and servers.

4, 1. Client-server Connections

Both for the PRESENCE SERVI CE and the | NSTANT MESSAG NG SERVI CE, USER
AGENTS need to open a TCP connection with each server. This
connection will remain open while the USER AGENT wi shes to send or
receive information to/fromthe PRESENCE or | M SERVI CES.

Wien a USER ACGENT establishes a connection to a server, it
authenticate its PRINCIPAL using SASL. |f the authentication process
succeeds, the server associates that connection with the specific

PRI NCI PAL. After that, the server MJST ensure each request it
receives through that connection pertains to that PRINCIPAL. |If a
request pertains to an unauthorized principal the server returns an
error nessage.

Details of the authentication process is described in section 13.1.

4, 2. Server -server Connections

When a Presence or Instant Messagi ng Server needs to exchange
informati on with another server, it will resolve the recipient’s
nane, and start a connection. The connection rmay be cl osed by either
side at any tinme when there are no outstandi ng conmands on the
connection fromthat server’s point of view. Any conmands sent to a
server which closed the connection before sending a reply can safely
be assuned to have gone unprocessed.
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Wien a server establishes a connection to another server, that
connection end-point can be authorized to conmuni cate on behal f of
mul ti pl e PRESENTI TI ES or | NBOXES. This authorization can take place
ei ther at connection tine, or throughout the duration of the
connecti on.

For exanple, if server A receives a subscription request from server
B, on behalf of user thanos@etworkprojects.com server A MIST verify
that server B is one of the servers of the networkprojects.com
domain. If so, it will then accept other requests fromserver B that
pertain to users of the networkprojects.com donain.

PRI M provi des several methods to authenticate and authorize servers,
whi ch are described in section 13. 2.

4, 3. Shared Connections for Both Services

Al t hough the PRESENCE SERVI CE and the | NSTANT MESSAG NG SERVI CE are
separate, there nmay be inplenentations that choose to inplenent both.
Additionally those inplenentations may prefer to share a TCP
connection for both services. To do so, a USER AGENT woul d open a
singl e connection and authenticate itself twi ce using the LOG N
command, once to the PRESENCE SERVI CE and once to the | NSTANT

MESSAG NG SERVICE. This feature is OPTIONAL for the PRIM

i mpl enent ati ons.

The server can differentiate between the conmands for either service
by examining the version in the request line that indicates which
service the command pertains to. |If the connection is to use TLS,
the STARTTLS connection will only be issued once. The version used
in the STARTTLS command can be that of either service.

5. Presence Mode

PRI M adopts the | ease nodel for publishing PRESENCE | NFORVATI ON. That
is, a PRESENTITY MAY have two pi eces of PRESENCE | NFORVATI ON, a | ease
val ue and a permanent value, for each tuple of the PRESENCE

| NFORMATI ON.  The USER AGENT publishes the | ease val ue and specifies
a duration for that |ease. The |ease needs to be renewed by the USER
AGENT when the duration el apses, otherw se the pernmanent value is
published automatically by the server. |f no permanent val ue exists,
that tuple will be renmoved and no | onger publi shed.

This feature provides a flexible solution to handl e PRESENCE

| NFORMATI ON for different comunication nmeans. Wile availability of
sone devices is subject to unexpected failure or constantly changi ng
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conmuni cati on environnent, that of other comuni cati on nmeans m ght
al ways be acquirable froma particular entity. The latter do not
have to use the lease value. Instead it can just change the

per manent val ue of the PRESENCE | NFORMATI ON

5. 1. Presence Subscriptions

PRI NCI PALS can subscribe to a PRESENTITY in order to receive
NOTI FI CATI ONS when t he PRESENCE | NFORMATI ON of that PRESENTI TY
changes.

SUBSCRI PTI ONS have a duration under which they are in effect. This
duration is specified at the time that the subscription is placed (or
renewed). Once that period el apses, the SUBSCRI PTION has to be either
renewed by the SUBSCRIBER, or else it MJST be renoved by the
PRESENTI TY' s Presence Server.

This renewal may be either issued by the USER AGENT, or by the
SUBSCRI BER s Presence Server on behal f of the SUBSCRI BER

5. 2. PRESENCE Publication & Distribution

Every tine the PRI NCI PAL controlling a PRESENTI TY publishes a
PRESENCE TUPLE, NOTI FI CATIONS wi Il be issued to the SUBSCRI BERS of
t hat PRESENTI TY contai ni ng the updat ed PRESENCE | NFORVATI ON

PRESENTI TI ES need to be able to publish different PRESENCE

| NFORMATI ON to different WATCHERS. PRESENTI TI ES nmay al so choose not
to publish PRESENCE | NFORMATI ON t o desi ghated WATCHERS ("polite

bl ocking"). To do so, each PRESENTITY can cl assify WATCHERS i n
different Classes. A WATCHER MUST only exist in one Cass. This
classification takes place in the O ass Table.

Every presence update request MJST contain Cass information for
which it is published. Wen the server receives the update request,
it retrieves fromthe C ass Table the WATCHERS that need to receive
t he updat e NOTI FCATI ONS

Not e: PRI NCI PALS can update one PRESENCE TUPLE at a time. However
NOTI FI CATI ONS contain the whol e PRESENCE | NFORVATI ON for a
PRESENTI TY. The reason for this is that PRESENCE | NFORVATI ON may be
encrypted end-to-end and thus, if only one PRESENCE TUPLE was
published the receiving renote server may not be able to determ ne
whi ch existing tuple the new one shoul d repl ace.

6. I nstant Messagi ng Mode
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| NSTANT | NBOXes are entities that
USER AGENT wi shes to start
LI STEN command to t hat

a S| LENCE command

| NSTANT | NBOXes have two states,
CLOSED. An INBOX i s OPEN when at
t hat i nbox. It
t he | NBOX.

I f an | NSTANT MESSAGE is sent to
PRI NCI PALS 1i st eni ng,
successfully if at
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| NSTANT | NBOX.
wi shes to recei ve | NSTANT MESSAGES from t hat

March 2001
recei ve | NSTANT MESSAGES. Wen a
recei ving | NSTANT MESSAGES, it issues a

Conversely, when it no | onger
I NSTANT I NBOX, it issues

as described in RFC 2779: OPEN and
| east one PRINCIPAL is listening to

is CLOSED when there are no PRINCI PALS |istening to

an I NBOX that has nultiple

the nessage is considered to be delivered
| east one PRINCIPAL receives it.

7. Nanmespace
In the followi ng sections including this, the protocol specification
of PRIMis described. The ABNF [ RFC 2234] is used to define the
syntax of the protocol elenents.
7. 1. Identifiers
The next ABNF defines a Presence or IMidentifiers, which are used to
i dentify PRESENTITIES and | NSTANT | NBOXes respectively. It also
defines | P address formats to be refered in some header definitions.
presence-id = word-pres ":" local-part "@ donmain
imid = wrd-im":" local-part "@ donmain
| ocal - part = 1*( unreserved / escaped )
unr eserved = ALPHA / DG T / "t [ "$" [ "& [ "] v
T A B B e e A A
escaped = "% hex-char hex-char
hex- char =bg@T/ "A*/ "B/ "C" [/ "D [ "E"/ "F"
[ "a" [ "b" [ "c¢c" [/ "d" [ "e" | "f"
donai n = 1*dommai n-1abel *("." 1*domai n-1abel)
domai n- | abel = 1*( unreserved / escaped )
wor d- pres = U%70.72.65.73 ; "pres”
wor d-im = 9%69. 6D potind
deci mal - byt e = 1*3DIAT
ALPHA = <defined by RFC 2234 -- "A'-"Z2 [ & -"z2">
DAT = <defined by RFC 2234 -- '0’-'9" >
hex4 = 1*4hex- char
hexseq = hex4 *(":" hex4)
i p6- addr ess = hexseq / hexseq "::" [ hexseq ] / "::" [ hexseq ]
i p4- address = "::" 1*1deci mal -byte 3*3("." 1*1deci mal - byt e)
Mazzol di et al. [ Page 10]
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The PRI M Presence and IMidentifiers are defined so as to align with
CPIM[CPIM. They have the formof UR [RFC2396] and the sanme URI
schemes are selected for Presence identifiers ("pres:") and IM
identifiers ("im"

The syntax for the "local -part" and "donai n" of those identifiers are
simlar to that for enmi| addresses, specified as addr-spec in

[ RFC822]. But, the characters defined in this specification is
restricted so as to conformto the URI syntax [ RFC2396]. The
characters which are not allowed in this definition MIUST be escaped.
Al'so note that, unlike a mailto: URL [RFC 2368], a pres: or im URL
cannot contain nultiple addresses.

Mor eover, The syntax for "domain-1abel"” here is so defined that it
will be conformant to the prospective specification of the
Internationalized Domain Name [IDN]. A string for "dommi n" MJST be a
valid domain nanme according to the rules currently in existence.

Fol  owi ngs are some exanples of valid Presence and IMidentifiers:

pres:joe@xanpl e. net
i moR2Jane%20Sm t h%22@omai n. com

A PRI M USER AGENT SHOULD recogni ze a PRESENTI TY or | NSTANT | NBOX
identifier without the schene if it is entered in a PRESENCE or

| NSTANT MESSAA NG context. Simlarly, a USER AGENT SHOULD di splay a
PRESENCE or | NSTANT MESSAG NG i dentifier wi thout the schene if it is
di spl ayed in a PRESENCE or | NSTANT MESSAGQ NG cont ext .

A PRI NCI PAL may or nmay not have the same IDENTIFIER for its

PRESENTI TY and its I MINBOX. However, for an integrated Presence and
I M service, the service SHOULD NOT assign the | DENTIFI ERS which are
different only in the schene part to different PRI NCl PALS.

7. 2. Nanme Resol ution

Shoul d two PRI NCI PALS, each in a different SERVICE DOVAIN, need to
communi cate, their corresponding Servers will need to |ocate each
other, given the | DENTIFIERS of the PRI NCI PALS. Moreover, when a
USER AGENT wi shes to connect to the SERVICE DOVAIN, it also needs to
| ocate the servers. PRI Mreuses the existing Domain Nane Services to
achi eve this.

If the domain of the two PRINCI PALS is the sane, and they are handl ed
by different servers, there needs to be a protocol to allow the
servers to interact. This protocol is not in the scope of the
current docunent.
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7.2.1. dient-Server Connections

A USER AGENT MAY support site-specific means of server discovery, but
it SHOULD support the followi ng standard di scovery algorithm the
USER AGENT performs a SRV [ RFC 2782] | ookup for its hone donmin using
the protocol "tcp" and the service "presence-clients" for the
PRESENCE SERVICE or "imclients" for the | NSTANT MESSAG NG SERVI CE

If no SRV record is present, the USER AGENT perfornms an A-record | ook
up on the domain and uses the resulting | P addresses with the

al | ocated port [xxx] for the PRESENCE SERVI CE or [xxx] for the

| NSTANT MESSAG NG SERVI CE.

7.2.2. Server-Server Connections

A server MJST di scover a renpte domain’s server using the follow ng
algorithm the server perforns a SRV | ookup for the renote donmin
using the protocol "tcp" and the service "presence" (for PRESENCE) or
"im' (for INSTANT MESSAG NG . If no SRV record is present, the
server perforns an A | ookup on the renote domain and uses the
resulting I P addresses with the allocated port [xxx] for PRESENCE or
[ xxx] for I NSTANT MESSAG NG

Note: The protocol is capable of using four different TCP ports: two
for the PRESENCE SERVICE and two for the | NSTANT MESSAG NG SERVI CE
Wthin each service, there may be different ports for client and
server connections. However, the usage of one, two, three or four
ports will be possible for different needs. The protocol ensures
there is no ambiguity between comrands received fromdifferent
services, or fromclients/servers.

8. Command Structure

A connection transports a sequence of commands. The underlying
character set for conmands is Unicode, represented in UTF-8 [RFC
2279]. Command bodi es are an exception; they should be treated as
unprocessed octets. An inplementation MIST properly handle arbitrary
binary data in the body. A command is either a request or a
response.

PRI M command = request / response

Requests and responses use the generic command format of [RFC822] for
transferring entities (the body of the command). Both types of
conmand consist of a start-line, one or nore header fields (also
known as "headers"), an enpty line (i.e., a line with nothing
preceding the CRLF) indicating the end of the header fields, and an
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optional comand- body.

generi c-command = start-1line
*comand- header
CRLF
[ command- body ]

start-Iline request-line / response-line

Recei vers of commands SHOULD i gnore any enpty line(s) received where
a start-line is expected.

8.1. Request s

A request nethod includes the nethod to be applied to the resource,
the protocol version, and the data needed for asynchronous requests.

request-line = nethod
SP version
SP request-identifier
SP content-1length
CRLF

8.1.1. Method

The net hod token indicates the nethod to be perforned on the

resour ce.

met hod = "LOGE N' ; Section 10.1
[/ " STARTTLS" ; Section 10.2
/[ "LocouT" ; Section 10.3
/[ "PI NG ; Section 10.4
/ " VERI FYSERVER" : Section 10.5
/| " SETACL" ; Section 10.6.1
/ " CGETACL" ; Section 10.6.2
/ " SUBSCRI BE" ; Section 11.1.1
/" UNSUBSCRI BE" ; Section 11.1.2
/ " CANCELSUBSCRI PTION' ; Section 11.1.3
/| "FETCH' ; Section 11.1.4
/ " PUBLI SH' ; Section 11.2.1
/ " REMOVE" ; Section 11.2.2
[/ " NOTI FY" ; Section 11.3
/| " SETCLASSTABLE" : Section 11.4.2
/| " GETCLASSTABLE" : Section 11.4.3
[/ " STARTWATCHERNOTI FY" ; Section 11.4.4
[/ " STOPWATCHERNOTI FY" ; Section 11.4.5
[/ "WATCHERNOTI FY" ; Section 11.4.6
/ "LI STEN" : Section 12.1.1
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/"SI LENCE" ; Section 12.1.2
/" SEND' ; Section 12.2

8.1.2. Version
The version identifies the version of the protocol in use.
version = "PP/1.0" / "IMP/1.0"
PP is used to identify the Presence Protocol, and is used for all the
requests and responses within the PRESENCE SERVICE. IMP is utilized
by all requests and responses within the | NSTANT MESSAA NG SERVI CE

[Note that the definition of the "version" should be anended to be
nore generally. Also, the versioning policy and the senantics are
necessary to be described. TBD.]

8.1.3. Request ldentifier
Request identifiers are used to inplenent asynchronous requests.
request-identifier = 1*[ALPHA / DG T] / "-"

An endpoi nt of a connection is responsible for generating request
identifiers, and the request identifiers are used to nmatch responses
it receives with the requests it has sent. The other endpoint of a
connection is responsible for |abeling a response with the identifier
it received in the request. An identifier nay be reused after the
endpoi nt receives the response to the request with the identifier

The request identifier of a conmand is "-" if and only if the request
expects no reply. |If an endpoint receives a request with the request
identifier "-", it MJST NOT send any response to the request.

8.1.4. Content Length

The content-1ength header contains the Iength of the command body in
byt es.

content-length = 1*DIG T
8. 2. Responses

A response includes many of the sane fields as a request with the
addition of a status code and a response phrase.
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The request identifier in the response MUST NOT be "-"
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version

SP request-identifier
SP content-Iength

SP st at us-code

SP response- phrase
CRLF

March 2001

The status-code is a 3 digit code and the response-phrase is a short

message description. The values are defined in Appendi x A

Sone status codes are common to all conmmands, whereas others are only

used by a subset of comands.

Common status codes to al

are:
200 X
300 Redi rect
400 Bad Request
401 Unaut hori zed (except for LOG N)
402 For bi dden (except for LOG N, STARTTLS, PI NG
501 Internal Server Error
503 Versi on Not Supported
9. Comand Headers

Conmand headers are defi

conmand- header

conmon- header

Mazzol di et al.

ned as foll ows:

= (common- header

/
/

)

pr esence- header
i m header

CRLF

= (from header

/

P e

t o- header

aut h- st at e- header

SASL- nmechani sm header
redi r ect - header

cont ent -t ype- header
server - addr ess- header

ast rengt h- header

user - agent -i d- header

max- cont ent - | engt h- header
dat e- header

conmands

[ Page 15]



| NTERNET DRAFT PRI M Speci fication March 2001

(cl ass- header

/ tupl e-id-header

/ duration-header

[ pi-type-header

/ wat cher-type-header

)

(message-i d- header
[/ conversation-id-header
/ reply-to-header

)

pr esence- header

i m header

9. 1. Conmon Header s
9.1.1. From

Identifies the PRESENTITY or | NBOX that issued this command, or that
it was issued on behal f of.

fromheader = "From " ( presence-id/ imid)
The receiving end of a command SHOULD al ways check that the sender is
aut hori zed to send commands on behal f of the identifier in the from
header, as described in Sections 13.
9.1.2. To
Specifies the PRESENTITY or I NBOX this conmand is intended to.
to-header = "To: " ( presence-id / imid)

9.1.3. Auth-State

I ndicates the status in the authentication process in the LOG N
comand.

"Aut h-State: "
"init"

"conti nue”
"abort" )

aut h- st at e- header

~ =~

9.1.4. SASL-Mechani sm

Specifies the SASL nmechanismin the LO@ N request or the response to
the LOG@ N request. In the request, the SASL nechani smthe USER AGENT
wants to use MUST be specified. Wen used in the response, one or
nore mechani sms whi ch the server supports MAY be specifi ed.
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SASL- mechani sm header = "SASL-Mech: " mechani snms
nechani sns = nechanism|[ *(SP nechani sm ]
mechani sm = 1*20(ALPHA / DIG T/ "-" [ "_")

9.1.5. Redirect

When a server cannot handl e requests froma USER AGENT or ot her

server, it issues an error repsponse "300 Redirect" which includes the
redirect-header. This lets the caller know that its request cannot

be handl ed at this server and an alternative server address and port
are provided.

redirect-header = "Redirect: " address SP port
address = domain / ip4-address / ip6-address
port = 1*DIAT

9.1.6. Content-Type

A command- body MJUST NOT be included unl ess the description of the
particular nmethod allows it. |f a command-body is included, the
protocol conmand headers MAY include a Content-Type as specified in
[ RFC 2045]; if no Content-Type is provided, the default is
"application/presence" for Presence commands, "text/plain;

charset =UTF- 8" for |nstant Messagi ng conmrands, and
"application/octet- streant for the LO@ N conmand.

The Content-Transfer-Encodi ng header from[RFC 2045] is not necessary
and MJUST NOT be included in any comand or response. An

i mpl ement ati on which receives a Content-Transfer-Encodi ng header
shoul d reject the conmand with an error 400 Bad Request.

9.1.7. Server-Address

Indicates the | P address for the server that is initiating the
connection. This header is used in the VER FYSERVER net hod to show
the address of the server that needs verification (see Sections 10.5
and 13.2).

server - addr ess- header = "Server-Address: "
( ip4-address / ip6-address )

9.1.8. AStrength
When a server acts as a relay, it MJST conmmunicate to the next node a
rough indication of the authentication strength of the previous hops

using the "Astrength" header. The syntax for the Astrength header
is:
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ast rengt h- header
astrength

"AStrength: " astrength
"strong" / "nmediunt / "weak" / "none"

The meani ngs of the astrength val ues are:

strong Conmand aut henticity and integrity cannot be
conprom sed by an attacker who has ful
control of all network |inks, assuming no
conprom se of keying materials, installed
software, or cryptographic algorithns.

medi um Conmand aut henticity or integrity could be
conprom sed by a packet substitution or DNS
spoofing attack

weak Conmand coul d be forged by an attacker who has
previously been a passive |istener on one or
nore network |inks.

none Conmand could be forged by an attacker with no
speci al information.

Exanpl es of medi um protection include one-tinme passwords [ RFC 2289]
and HTTP di gest authentication [RFC 2617 section 3]. Exanples of
weak protection include cleartext passwords or security protocols
subject to replay attacks.

If a server or USER AGENT receives a command with no Astrength
header, it should assunme that the equival ent Astrength is "none"
with one exception: |If a server receives a conmand directly froma
USER AGENT, it should determne the strength of that connection and
use the appropriate AStrength.

A server relaying a conmand MJST communi cate the weaker of the
strength of the connection it received the command on and the
Astrength val ue comunicated fromthe last entity.

A server MAY choose to reject a conmand with a "410 AStrength Too
Weak" error because it does not come with sufficient authentication
strength (either as reported by the Astrength val ue or based on the
connection fromthe i nmediate requestor). A relay MJST NOT reject a
response on the basis of insufficient authentication strength.

Note that, separately from connection-Ievel authentication, an
operation may be authenticated using an end-to-end signature. The
Astrength header does not bear any relation to this kind of

aut henti cati on.
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An exanpl e scenario: a PRIM USER AGENT connects to a server for
exanpl e. net and authenticates using a weak nechanism |t then issues
a "send" comand from alice@xanple.net to bob@onai n.com The
exanpl e. net server connects to dommin.com authenticates using
DNSSEC- signed public keys and forwards the IMwith "Astrength: weak"
because the previous link was authenticated with a weak. The
domai n. com server sends the command to the clients receiving conmands
for bob@omain.comwith "Astrength: weak" since that was the

aut henti cation value cl ai ned by exanple.net, even though donmai n. com
recei ved the command over a strongly authenticated |ink

Anot her exanple scenario: a PRIMclient connects to a server for
exanpl e. net and aut henticates using sone strong SASL nechani sm as
alice. It then issues a "send" command from ali ce@xanpl e.net to
bob@onai n.com The exanpl e. net server connects to domai n. com and
aut henti cates, but exanple.net’s public key DNS record is not signed,
so it could have been forged by a DNS spoofing attack. The
exanpl e. net server sends the IMwith "Astrength: strong" because it
received the conmand from Alice over a strongly authenticated |ink
however, the domain.comserver will weaken the Astrength to "Medi unt
when forwardi ng the command to Bob’s clients.

9.1.9. User-Agent-1D
For a single PRINCIPAL, nutliple USER AGENTS can open TCP connections
to a server. A User Agent IDis used to distinguish these USER
AGENTS of the same PRINCIPAL by the server. A User Agent IDis

generated by the server and contained in a response to a LOG@ N
command.

user-agent-i d- header = "User-Agent-1D: " 1*(unreserved / escaped)

[ This header mi ght be unnecesary once we discarded multiple
connections.]

9.1.10. Max-Content-Length

Used by the USER AGENT to indicate to the server that it MJST NOT
send conmands with [ ength greater than the val ue suppli ed.

max- cont ent - | engt h- header = "Max-Content-Length: " 1*DIGAT
9.1.11. Date
Specifies the date and tine this command was originally issued. PRIM
adopts the date syntax as defined in Section 15.5, i.e. specified in
[ RFC1123] .
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dat e-header = "Date: " date-tinme
as defined in Section 15.5

[It will be affected by the CPI M specification because it woul d be
preferable to have the sanme format with it. Need nore discussions.]

9. 2. Presence Headers

9.2.1. dass

Identifies the class(es) to which the PRESENCE TUPLE shoul d be
published (See Section 14.1).

"Class: " class [ SP class ]
1*(unreserved / escaped)

cl ass- header
cl ass

9.2.2. Tuple-ID

Identifies the PRESENCE TUPLE that is being published. This can be
any string that uniquely identifies the tuple or it MAY be the
CONTACT ADDRESS for the communicati on neans that corresponds to the
PRESENCE TUPLE

tupl e-id-header = "Tuple-1D: " 1*(unreserved / escaped)

9.2.3. Duration

Specifies the anount of seconds this command should remain in effect.
Used for the | eased operations.

duration-header = "Duration: " 1*DIGA T

9.2.4. Pl-Type

I ndi cat es whet her new | eased PRESENCE | NFORVATI ON i s bei ng published
an existing | ease is being renewed, a pernanent value is being
publ i shed, or a | eased value is being replaced with a permanent

val ue.

pi -type- header = "PI-Type: "
( "leased"

/[ "permanent"
/[ "renew'

/[ "revert")
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9.2.5. Watcher-Type

Used by the NOTI FYWATCHER conmand to specify whether a FETCH or
SUBSCRI BE operati on has occured.

wat cher -t ype- header = "Watcher-Type: " ("fetch" / "subscribe")

9. 3. I M Header s
9.3.1. Message-I1D
The message-i d-header specifies the identifier of each IM which
di stingui shes the nessage fromothers. The sender nust generate a
uni que nessage-id for each | Msent.
nmessage- i d- header = "Message-I1D" 1*(DIA T / ALPHA) ": " imid
9.3.2. Conversation-I1D
The conversation-id is used in the SEND command to identify the
conversation channel shared by the participants of an I M exchange. A
"conversation channel"” neans a virtual channel which consists of a
thread of IMs. When a PRINCIPAL replies to an IM the reply MJST
have the sane conversation-id header.
conversation-id-header = "Conversation-1D; " 1*(unreserved / escaped)
9.3.3. Reply-To
The reply-to-header is optionally specified in a SEND conmand. It
i ndi cates an | NSTANT | NBOX identifier where the sender woul d prefer
to receive any replies. The recipient SHOULD use the "reply-to"
header, instead of the "from' header, if the former exists.

reply-to-header = "Reply-To: " imid

10. Commpon Conmands

The conmands described in this section apply to both the PRESENCE and
| NSTANT MESSAG NG servi ces.

10. 1. Connection Setup - LOG N
Direction: C>S

Requi red Headers: from header,
aut h- st at e- header,
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SASL- mechani sm header
max- content -1 ength
Optional Headers: none
Command Body: Required

The initiating client MJUST issue a LOA N request to the server in
order to start the authentication process. As described in Section
13. 2, server-server connections are not authenticated at connection
tinme.

If the authentication process is not successful the TCP connection
MUST be dropped. The LOG N request MAY be preceded by the STARTTLS
request when the inplenmentations support TLS for a secure connection
Any ot her requests that are received before the authentication

conpl eted MJST receive an "Unaut horized" response.

The aut hentication process is not necessarily conpleted in a single
request/response pair, but it can be fulfilled in a sequence of the
request/response pairs. The auth-state-header MJST be used to
indicate the state of the authentication process.

The conmand-body in the LOG N request carries the challenge
i nformati on for the respective SASL nechani sm

Ret urn Codes:

100 Authentication Continued: This response may possibly carry a
conmand- body with information pertaining to the SASL chal | enge, and
a SASL- nechani sm header specifying the SASL nmechani sm supported by
the server. The originator needs to send other LO@ N conmand, with
aut h- st at e- header as "continue", and the response to the chall enge
in the comuand- body.

200 OK: The sender is authenticated and the connection may be used
to transport further commands. The server MJST include the user-
agent-id-header in its response. |If this is the first connection
froma USER AGENT, the server will assign a new val ue, unique to
the connecting PRESENTITY or INSTANT INBOX. |If this is an
addi ti onal connection, the server will sinply return the header as
sent by the client.

406 Aut horization Failed: The operation failed to authenticate the
connection. No further commands are all owed and the receiver MJST
term nate the connecti on.

409 Already Authenticated: This is returned if a LO@ N conmand has
al ready succeeded.
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10.

10.

10.

2. Connection Setup - STARTTLS

Direction: C>S, S>S
Requi red Headers: none
Optional Headers: none
Conmmand Body: none

A client or server MAY issue STARTTLS request to upgrade a TCP
connection to a TLS [TLS] enabled one. |Inplenmentations that support
TLS MAY issue a STARTTLS request prior to issuing any other requests.

Once the client credentials are successfully exchanged using TLS
negoti ati on, the "EXTERNAL" SASL nmechani sm MAY be used in the
subsequent LOG N process. The "PLAIN' SASL nmechani sm SHOULD NOT be
used if the STARTTLS upgradi ng process fails to establish a fully
strong encryption |ayer.

The Response MJUST NOT carry a comrand- body.
Ret urn Codes:

200 OK: The TLS negotiation should start. Once a STARTTLS comand
i ssued, the initiator MJST NOT issue further requests until a
server response is received and the TLS negotiation is conpleted.

501 Not Inplenented: TLS is not inplenented and thus the client
nmust authenticate itself using the LOG N net hod.

3. Connecti on Shutdown - LOGOUT

Direction: G>S, S->S
Requi red Headers: none
Optional Headers: none
Conmand Body: none

The recei ver of the LOGOUT comand MUST NOT send any response.

4, Testing a connection - PING

Direction: CG>S, S->S, C>S
Requi red Headers: none
Optional Headers: none
Conmand Body: none

When a peer in a connection wants to verify if the connection is
alive, it may send a PING conmand. No response is expected fromthe
ot her peer.
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10.

10.

A successful transm ssion of a PING does not guarantee its reception
at the other end, nor does it verify that all is well with its peer

However the transmi ssion of the PING nay provoke an error, and

t hereby causing the sending peer to realize there is a problemwith

the connection. |If this happens the USER AGENT or server assunmes an
inmplicit LOGOUT conmmand.

5. Verifying a server’s authority - VERI FYSERVER

Direction: S >S

Requi red Headers: server-address-header
Optional Headers: none

Conmand Body: none

As described in section 13.2, when a server needs to verify whether
anot her server (known through its | P address) belongs to a given
domain, it perforns one or nore DNS | ookups. Large domains with a
significant amount of servers mght not be able to publish every
entry for every server, due to DNS linitations. Thus a DNS | ookup
m ght not be sufficient to determ ne whether a given server bel ongs
to a given domain.

If it is not possible to verify the domain of a server through a DNS
| ookup, a VERI FYSERVER command can be issued.

The VERI FYSERVER MAY be issued in a new TCP connection, w thout
previous LOG@ N The verifying server will issue the conmand to any
of the addresses returned in the DNS | ookup

The server-address-header specifies the | P address of the server that
needs verification

The response MJUST NOT have a conmand body.
Ret urn Codes:

200 OK: the server does belong to that donain.

403 Resource Not Found: the server does not belong to this domain.
6. Access Control
The PRESENCE and | NSTANT MESSAG NG SERVI CES use the Access Control
Lists to determ ne what operations PRESENTI TI ES and | NSTANT | NBOXES
are pernitted to performon protected resources. The operations that
can be perfornmed on PRESENTITIES are different than those for | NSTANT

| NBOXES. However, the access control nechanisnms are the sane and
thus we will describe themtogether.
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10.

6.1. SETACL

Direction: C>S

Requi red Headers: from header
Optional Headers: none
Conmmand Body: Required

This operation is used by the USER AGENT to send an access control
list to the server.

The conmand- body MUST carry a valid XM. docunent according to the DID
given in Section 14.

The from header specifies the PRESENTITY or I NBOX this ACL pertains
to.

The Response MJUST NOT have a command- body.
Ret urn Codes:

200 OK: The access control list sent replaced the one currently
active in the server.

400 Bad Request: The command was mal formed or the comrand- body did
not carry a valid XM. docunent. The access control |ist did not
repl ace the current one.

402 For bi dden: The PRI NCI PAL authenticated in the current
connection does not own the requested resource, thus cannot set the
ACL for it. The access control list did not replace the current
one.

403 Resource Not Found: The resource (PRESENTITY or | M| NBOX) does

not exist. The access control list did not replace the current
one.
6.2. CETACL
Direction: C>S
Requi red Headers: from header
Optional Headers: none
Conmmand Body: Required
This method is issued to retrieve the current access control list for

a specific resource froma Presence or | M server

The from header specifies the identifier of the resource (PRESENTITY
or IMINBOX) for which the ACL is required.
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11.

11.

The Return Codes are:

200 OK: The command- body of the Response has a valid XM. documnent
according to the DTD presented in Section 14, representing the
current ACL for the resource requested.

402 For bi dden: The PRI NCI PAL authenticated in the current
connection does not own the requested resource, thus cannot get the
ACL for it. No comand-body is present.

403 Resource Not Found: The resource (PRESENTITY or | MI|NBOX) does
not exist. No comand-body is present.

Presence Servi ce Commands

This section describes the details of the protocol for the PRESENCE
SERVI CE

1. Pl acenent, Renewal and Renpval of SUBSCRI PTI ONS
1.1. SUBSCRI BE

Direction: C>S, S >S
Requi red Headers: from header
t o- header,
dur at i on- header,
ast rengt h- header (optional on G >S)
Optional Headers: none
Conmmand Body: none

The SUBSCRIBE nethod is used to express a WATCHER s interest on the
PRESENCE | NFORMATI ON of a PRESENTITY. There are two scenari os where
the nmethod is issued: when a

0 WATCHER wi shes to establish a new SUBSCRI PTI ON to a PRESENTI TY,
or

o0 Presence Server or USER AGENT needs to renew a SUBSCRI PTI ON on
behal f of a WATCHER

The from header identifies the PRESENTITY requesting the
SUBSCRI PTI ON

The to-header specifies the PRESENTITY to subscribe to.

The duration-header specifies the anbunt of seconds that this
subscription is valid for.
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11.

The Return Codes are:

200 OK: The SUBSCRI PTI ON was pl aced successfully. The conmand- body
carries the current PRESENCE | NFORMATI ON for the PRESENTITY.

201 Duration Adjusted: The SUBSRI PTI ON was pl aced successfully, yet
a different duration was set and this is indicated in the duration-
header of the response.

402 For bi dden: The PRESENTI TY authenticated in the current
connection does not have rights (through the current ACL) to
SUBSCRI BE to the PRESENTITY requested. No command-body is present.

403 Resource Not Found: The PRESENTI TY does not exist. No conmand-
body is present.

505 Too Many Subscriptions: The maxi nrum anount of SUBSCRI PTI ONS f or
t hat PRESENTI TY has been reached. No command-body is present.

If a SUBSCRI PTI ON al ready exists between a WATCHER and a PRESENTI TY,
then a successful SUBSCRI BE request fromthe WATCHER updat es the
duration of the SUBSCRIPTION to the value carried in the request.

1. 2. UNSUBSCRI BE

Direction: G>S, S->S
Requi red Headers: from header
t o- header,
ast rengt h- header (optional on G >S)
Optional Headers: none
Conmand Body: none

The UNSUBSCRI BE net hod i ndicates that a WATCHER i s no | onger
interested in receiving NOTIFI CATI ONS for changes i n PRESENCE
| NFORVATI ON of a PRESENTITY.

It may either be issued by a USER AGENT or a Presence Server on
behal f of the WATCHER

The from header identifies the WATCHER requesti ng the SUBSCRI PTI ON
cancel | ati on.

The t o-header specifies the PRESENTITY to unsubscribe from

The Response MUST NOT carry a command- body. The Return Codes in the
Response are:
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11.

200 OK: The SUBSCRI PTI ON was renpved.

404 Subscription Not Found: there is no SUBSCRI PTION fromthe
specified WATCHER to the specified PRESENTITY.

Not e: When the duration of a SUBSCRI PTI ON el apses, wi thout the
reception of a renewal, the Presence Server MJST assune an inplicit
UNSUBSCRI BE net hod has been received.

1. 3. CANCELSUBSCRI PTI ON

Direction: S->S, S->C
Requi red Headers: from header,
t o- header,
ast rengt h- header
Optional Headers: none
Conmand Body: none

The CANCELSUBSCRI PTI ON met hod i s used when a PRI NCI PAL controlling a
PRESENTI TY deni es SUBSCRI PTI ON access (through a SETACL) to a current
WATCHER.

The Presence Server, realizing that the WATCHER al ready had a
subscription, will send a CANCELSUBSCRI PTI ON command to t he WATCHER,
letting it know that its SUBSCRI PTI ON has been cancelled. No future
NOTI FI CATIONS wi | | be sent to this WATCHER

The from header specifies the PRESENTITY that is cancelling the
subscri ption.

The to-header specifies the WATCHER who' s SUBSCRI PTI ON has been
cancel | ed.

No response is needed for this command.
1.4. FETCH

Direction: C>S, S >S
Requi red Headers: from header,
t o- header,
ast rengt h- header (optional on G >S)
Optional Headers: none
Conmand Body: none

The FETCH net hod is used when a WATCHER wi shes to retrieve the
present val ue of the PRESENCE | NFORVATI ON for a PRESENTI TY.

The from header identifies the WATCHER requesti ng the PRESENCE
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11.

| NFORVATI ON

The to-header specifies the PRESENTITY that the WATCHER is interested
in.

The Return Codes are:

200 OK: The FETCH was successful. The command-body carries the
current PRESENCE | NFORMATI ON for the PRESENTITY

402 For bi dden: The PRESENTITY authenticated in the current
connection does not have rights (through the current ACL) to FETCH
the PRESENCE I NFO. No command-body is present.

403 Resource Not Found: The PRESENTI TY does not exist. No conmand-
body is present.

2. Publ i cati on & Renpval of PRESENCE | NFORMATI ON
2.1. PUBLI SH

Direction: C>S
Requi red Headers: from header
pi -type- header,
dur at i on- header,
cl ass- header,
t upl e-i d- header
Optional Headers: none
Command Body: Required

This method is used to publish one TUPLE of PRESENCE | NFORMATI ON f or
a PRESENTITY. It is used to set the |eased and pernmanent val ues of
t he PRESENCE | NFORNMATI ON

The conmand- body MJST carry one XM. docunent as described in Section
15, corresponding to the PRESENCE TUPLE the USER AGENT wi shes to
publ i sh.

The USER AGENT SHOULD ensure that at nost one PRESENCE TUPLE is
published for a given address at any nonent for a specific class.

Al'l successful PUBLI SH operations will cause NOTI FI CATIONS to be sent
to all the SUBSCRI BERS of that PRESENTITY, except:

0 Renewal of an existing | ease
0 Publishing of permanent PI, while a valid | ease exists

In addition, the expiration of a |ease will al so cause NOTI FI CATI ONS
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to be sent to all the SUBSCRI BERS of the PRESENTI TY.
The headers used for this nethod are:

fromheader: identifies the PRESENTI TY publishing the PRESENCE
| NFORMATI ON

pi -type-header: if this header carries the value "l eased", the
PRESENCE | NFORMATION wi Il be valid only for the period of tine
specified in the duration-header (in seconds). After that tine
el apses and the lease is not renewed the PRESENCE | NFORVATI ON
reverts to its permanent val ue.

The | eased val ue can be renewed if the USER AGENT issues a PUBLI SH
operation with a "renew' pi-type-header.

The | eased val ue can be renmpved if the USER AGENT issues a PUBLI SH
operation with a "revert" pi-type-header.

If "permanent” is specified, this determ nes that value that the
PRESENCE | NFORMATION wi Il | revert to when the | ease expires

durati on-header: only available for the "l eased" value in the type-
header, it represents the anmount of seconds for which the PRESENCE
TUPLE sent will be valid. After that period, if no PUBLISH nethod
is received, the server MJST publish the permanent val ue of the
PRESENCE TUPLE or, if no permanent value exists it MJST renove the
PRESENCE TUPLE

cl ass-header: the C asses the PRESENCE TUPLE shoul d be published
to. This value is used to determ ne which WATCHERS shoul d recei ve
this information.

tupl e-id-header: identifies the PRESENCE TUPLE that is being
publ i shed. The server uses this value to deterni ne which existing
PRESENCE TUPLE it nust renove or replace with the current one

The Response for this command MJUST NOT carry any conmmand- body. The
Return codes for this conmmuand are:

200 OK: the PRESENCE TUPLE has been accepted. If it is |leased or
if it is permanent and no | ease exists, the PRESENTI TY' S PRESENCE
INFOw Il be distributed to all SUBSCRIBERS in the cl asses
specified in the class-header

400 Bad Request: The conmmand was nmal forned or the conmand-body did

not carry valid PRESENCE | NFORVATI ON as defined in section 15. The
PRESENCE TUPLE was not accept ed.
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402 For bi dden: The PRESENTI TY authenticated in the current
connection does not have rights (through the current ACL) to
PUBLI SH PRESENCE | NFORVATI ON for this PRESENTITY.

403 Resource Not Found: The PRESENTI TY does not exi st.
11.2. 2. REMOVE

Direction: C>S
Requi red Headers: from header
cl ass- header,
t upl e-i d- header
Optional Headers: none
Conmand Body: none

This nethod is used to renpve one TUPLE of PRESENCE | NFORVATI ON for a

PRESENTI TY. Once renoved the PRESENCE TUPLE will no | onger be
publ i shed to WATCHERS

This command will renpove both the | eased and pernanent val ues of the

tuple, and also trigger the appropriate NOTI FI CATI ONS

The headers used by this nmethod are:

fromheader: identifies the PRESENTI TY publishing the PRESENCE

| NFORVATI ON

cl ass- header: the Classes from which the PRESENCE TUPLE shoul d be

renmpved from This value is used to determ ne whi ch WATCHERS

shoul d receive this information.

tupl e-id-header: identifies the PRESENCE TUPLE that is being
renoved.

The Response for this command MJUST NOT carry any conmnand- body.
Return codes for this comand are:

200 OK: the PRESENCE TUPLE has been renoved

402 For bi dden: The PRESENTI TY aut henticated in the current

The

connection does not have rights (through the current ACL) to REMOVE

any PRESENCE TUPLES.

403 Resource Not Found: The PRESENTI TY does not exist or the tuple

does not exi st.

The successful renpval of a PRESENCE TUPLE will trigger the server to

send NOTI FI CATI ON conmands to all the SUBSCRI BERS for that
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PRESENTI TY.
3. Propagati on of PRESENCE | NFORMATI ON - NOTI FY

Direction: S->S, S->C
Requi red Headers: from header
t o- header,
ast rengt h- header (optional on G >S)
Optional Headers: none
Conmand Body: Required

The NOTI FY conmand i nforms WATCHERS when the PRESENCE | NFORMATI ON of
t he PRESENTI TY they have SUBSCRI PTIONS to has changed. This command
is always issued by Presence Servers.

When a successful PUBLISH nethod with "l ease" type is processed by
the Presence Server, it will go through the list of SUBSCRI PTI ONS
filtered by the Class Table, and identify all the WATCHERS t hat need
to be notified of the change. It will then send one NOTIFY conmand
for each of these WATCHERS

When sone tuple of | eased PRESENCE | NFORMATI ON expires (the duration
time el apses) without receiving another PUBLI SH conmand, that
PRESENCE | NFORMATI ON needs to be reverted to the permanent val ues.
The Presence Server, then, with the sane al gorithm as before, sends
new NOTI FY conmands to the WATCHERS. The NOTIFY will carry the whole
PRESENCE | NFORMATI ON and not just the nodified tuple.

The conmand- body MJST carry a valid XM. docunment as described in
Section 15, corresponding to the PRESENCE | NFORVATI ON for the
PRESENTI TY.
The headers for this conmand are:

from header: the PRESENTITY this NOTI FI CATION i s about

t o- header: the WATCHER that needs to receive this information

The Response MJUST NOT carry any comand-body. The Return Codes are:

200 OK: the PRESENCE | NFORMATI ON was received and processed
correctly.

400 Bad Request: The command was mal formed or the comrand- body did
not carry a valid XM. docunent. The PRESENCE | NFORMATI ON was not
accept ed.

403 Resource Not Found: no such WATCHER exi sts.
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4, Presence Privacy Managenent
4.1. Access Control List

For the purposes of the PRESENCE SERVI CE the operations available for
the SETACL and GETACL nethods defined in Section 10.6 are restricted
to FETCH, SUBSCRI BE, PUBLI SH and REMOVE

4.2. SETCLASSTABLE

Direction: C>S

Requi red Headers: from header
Optional Headers: none
Conmand Body: Required

Thr ough the SETCLASSTABLE net hod, the USER AGENT sets the list of
WATCHERS bel onging to a given C ass.

The conmand- body of the SETCLASSTABLE command MJST carry a CLASSTABLE
XM. El enent, as described in Section 14.1

The from header specifies the PRESENTITY for which this Cass Table
shoul d be set.

The Response MUST NOT carry a command- body. The possible Return
Codes are:

200 OK: The class table sent replaced the one currently active in
the server.

400 Bad Request: The conmmand was nal fornmed or the conmand-body did
not carry a valid XM docunent. The Class table did not replace
the current one.

402 For bi dden: The PRESENTI TY authenticated in the current
connection does not own the PRESENTITY specified in the from
header. The Class table did not replace the current one.

403 Resource Not Found: The PRESENTI TY does not exist. The O ass
table did not replace the current one.

4.3. CETCLASSTABLE

Direction: CG>S

Requi red Headers: from header
Optional Headers: none
Conmand Body: none
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The GETCLASSTABLE nethod is used by the USER AGENT to retrieve the
Class Table for a given PRESENTITY. The response to GETCLASSTABLE
conmand contai ns a CLASSTABLE XM. el enent in the conmand- body.

The from header specifies the identifier of the PRESENTITY for which
the Class Table is required.

The Return Codes are:

200 OK: The command- body of the Response carries a CLASSTABLE XM
El enent, as described in Section 14.1., representing the d ass
Tabl e for the PRESENTITY request ed.

402 For bi dden: The PRESENTI TY aut henticated in the current
connecti on does not own the PRESENTITY in the from header. No
conmand- body i s present.

403 Resource Not Found: The PRESENTI TY does not exist. No conmand-
body is present.

4. 4. STARTWATCHERNOTI FY

Direction: C>S

Requi red Headers: from header
Optional Headers: none
Conmmand Body: none

This command instructs a server to start sending watcher information
to a USER AGENT.

The from header identifies the PRESENTITY requesting the
NOTI FI CATI ONS

The Response to STARTWATCHERNOTI FY nay carry a conmand- body,
dependi ng on the return Code:

200 OK: The server will start sending NOTI FI CATI ONS when new
SUBSCRI PTI ONS are placed or when the a FETCH is perfored on the
PRESENTI TY. The conmand-body carries an XM. docunent SUBSCRI BERS
with the informati on about the current SUBSCRI BERS of the specified
presentity.

402 For bi dden: The PRESENTI TY authenticated in the current
connection does not have rights to performthe requested operation
No command- body is present.

403 Resource Not Found: The PRESENTI TY does not exist. No command-
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body is present.

The XML docunent carried in the conmand-body if the operation is
successful MJUST be valid under the follow ng DTD

<! ELEMENT SUBSCRI BERS (subscri ber)*>
<! ELEMENT subscri ber (#PCDATA) >

Each subscri ber elenment carries the identifier of one WATCHER
SUBSCRI BED to the requested PRESENTITY.

11. 4. 5. STOPWATCHERNOTI FY

Direction: C>S

Requi red Headers: from header
Optional Headers: none
Conmand Body: none

This command instructs a server to stop sending watcher infornmation

to a USER AGENT.

The from header identifies the PRESENTITY requesting the termnation

of the NOTI FI CATI ONS
The Response to STARTWATCHERNOTI FY MUST NOT carry a conmand- body.

200 OK: The server will stop sending watcher information
NOTI FI CATI ONS

402 For bi dden: The PRESENTI TY aut henticated in the current

connection does not have rights to performthe requested operation

403 Resource Not Found: The PRESENTI TY does not exist.
11. 4. 6. WATCHERNOTI FY

Direction: S->C
Requi red Headers: from header
t o- header,
wat cher -t ype- header
Optional Headers: none
Conmmand Body: none

Notifies the PRINCIPAL that a FETCH or SUBSCRI BE operati on was
perfornmed on the PRESENTITY indicated in the to-header, by the
PRESENTI TY i ndi cated in the from header.

The headers for this nethod are:
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fromheader: identifies the PRESENTITY perform ng the FETCH or
SUBSCRI BE

to- header: specifies the PRESENTITY that the FETCH or SUBSCRI BE was
perfornmed upon.

wat cher -t ype- header: specifies whether a FETCH or SUBSCRI BE
occurred.

I nstant Messagi ng Servi ce Comuands
1. Li stening to | NSTANT | NBOXes
1.1. LISTEN
Direction: C>S
Requi red Headers: from header
Optional Headers: none
Conmmand Body: none

Whenever a USER AGENT needs to receive nessages targeted to an
I NSTANT | NBOX, it MUST issue a LISTEN comrand to its | M Server.

The from header specifies the I NSTANT I NBOX identifier that the
PRI NCl PAL wi shes to listen to.

The Response MUST NOT carry a conmmand- body either, and the possible
Ret urn Codes are:

200 OK: the PRINCIPAL is now listening to the I NSTANT | NBOX, and
will receive any nessages sent to it.

402 For bi dden: The PRI NCI PAL authenticated in the current
connection does not have rights (through the current ACL) to LISTEN
to the I NSTANT | NBOX request ed.

403 Resource Not Found: The | NSTANT | NBOX does not exi st.

12.1. 2. SILENCE

Direction: C>S

Requi red Headers: from header
Optional Headers: none
Conmmand Body: none

When a PRINCIPAL is not interested to receive any nore nessages from
an | NSTANT I NBOX, it issues a SILENCE nethod, through which it
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instructs the I M Server not to forward any nessages arriving to the
specified I NBOX through its connection.

The from header specifies the | NSTANT | NBOX i dentifier the PRINCI PAL
does not want to listen to any nore.

The response to this command MJUST NOT have any conmand-body either,
and the return codes are:

200 OK: the PRINCIPAL will not |onger receive any nessages for the
specified INBOX. This does not inply that the INBOX is closed,
since there nmay be other PRINCIPALS |istening to the sanme | NBOX

403 Resource Not Found: The | NBOX does not exi st.

408 Inbox |Is Closed: the PRINCIPAL is not currently listening to
that | NBOX.

2. Sendi ng Messages - SEND

Direction: G>S, S->S S>C
Requi red Headers: from header,
t o- header,
nmessage- i d- header,
conver sati on-i d- header,
ast rengt h- header (optional on G >S)
Optional Headers: reply-to-header
Command Body: Required

[Note. It would be necessary to make the "SEND' conmand synt ax
conpatible with the CPIM specification. W need nore discussion.]

The SEND command is used to transport an | NSTANT MESSAGE fromt he
SENDER s USER AGENT to the RECEI VER s USER AGENT.

The conmand- body carries an | NSTANT MESSAGE, as described in section
16.

The from header identifies the SENDER of the nmessage.
The to-header identifies the I NSTANT | NBOX the nessage is sent to.

The astrength-header indicates the | owest authentication strength for
previous hops of the conmand.

The nmessage-i d-header specifies a unique identifier for each | NSTANT
MESSAGE.
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The conversation-id-header specifies a unique identifier to
di stinguish a given conversation thread between multiple
partici pants.

The reply-to-header indicates an | NSTANT | NBOX identifier where the
sender woul d prefer to receive any replies.

The response to this method MUST NOT carry any command- body, and MAY
have the follow ng return codes:

101 Unknown Delivery Status: The I M Service cannot assure that the
message was delivered.

200 OK: the I NSTANT MESSAGE was delivered at |east to one PRI NCl PAL
that was listening to the recipient | NSTANT | NBOX.

402 Forbi dden: The PRI NCI PAL authenticated in the current
connection does not have rights (through the current ACL) to send
nessages to the recipient | NSTANT | NBOX.

408 I nbox Is O osed: the I NSTANT MESSAGE coul d not be delivered
because the recipient | NSTANT | NBOX was cl osed. This may be issued
by either the IM Server if there is no-one listening to that inbox,
or by a USER AGENT if it decides to block the sender (see

expl anati on bel ow) .

The response code sent by the I M Server hosting the recipient | NSTANT
INBOX i s always the npst positive response fromall the connections
listening to that INBOX. Thus, if at |east one USER AGENT

acknow edges the nessage, then its server will acknow edge it too.

Note: It is inportant to renmenber that PRESENCE | NFORVATI ON may be
reveal ed through the responses to | NSTANT MESSAGES. For exanple, it
may be possible for sonmeone to "ping" an | NSTANT | NBOX by sendi ng
messages to it, in order to deduce PRESENCE | NFORVATION fromthe
state of that INBOX. USER AGENT i nplenentations can prevent that if
necessary by returning 408 Inbox Is Cosed if the sender of an

| NSTANT MESSAGE shoul d not know that the | NBOX i s OPEN

3. Access Control Lists
For the purposes of the | NSTANT MESSAG NG SERVI CE t he operations

avail able for the SETACL and GETACL net hods defined in Section 10.6
are restricted to LISTEN, SILENCE and SEND.

Aut henti cati on

Mazzol di et al. [ Page 38]



| NTERNET DRAFT PRI M Speci fication March 2001

13.

PRI M i npl ements security on a per-connection basis: each connection
end-point is authenticated in order to establish the PRESENTI TI ES and
| NBOXES on behal f of which that end-point can conmuni cate.

After authentication succeeds, the other end-point will accept
requests pertaining to those PRESENTI TI ES or | NBOXes, and direct
requests to them over that connecti on.

1. Client-Server Authentication

Wien a USER AGENT establishes a connection to a server it issues a
LOG N command to authenticate its PRINCI PAL. The authentication
procedure in PRI Muses SASL [ SASL]. The LOG N request and response
MUST i ncl ude a SASL-Mechani sm header field so that the USER AGENT and
the server could negotiate the SASL nmechanismto be used. As SASL
mechani sns, every PRIMinpl enentati on MJST inpl enent PLAIN [ SASL-
PLAIN] and is RECOVWENDED to inplenment CRAM MD5 [ CRAMt MD5], and
EXTERNAL [SASL]. It MAY also inplenent other mechani sms as needed.

If the authentication process succeeds, the server associates that
connection with the specific PRINCIPAL. After that, the server MJST
ensure each request it receives through that connection pertains to
that PRINCIPAL. |If a request pertains to an unauthorized principal
the server returns an error nessage.

The LOG N aut hentication procedure is sketched as foll ows;
(1) The initial LOG N request

A USER AGENT issues a LOd N request including the Auth-State header
with the value "init". It MJST also contain the SASL-Mechani sm

header whose value is a conma-separated |ist of SASL mechani sns the
USER AGENT is capable to use in the descending order of preference.

[ Exanpl €]

LOA N PP/ 1.0 0224 0O

From pres:suga@rimfujitsu.com
Aut h-State: init

SASL- Mech: CRAM MD5 PLAIN

If the LOG N request is acceptable, the server SHOULD respond wth
’100 Aut hentication Continued response. |t MJST contains the
SASL- Mechani sm header with the value of at |east one selected SASL
mechani sm by the server. |f a chall enge-response nechanismis

sel ected, the response MJUST contain a challenge data in the body.

PP/ 1.0 0224 48 100 Aut hentication Conti nued
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From pres:suga@rimfujitsu.com
Aut h-State: init
SASL- Mech: CRAM MD5

<20010226095208. 1018677043. f ool. bar. fujitsu. conp

(2) The subsequent LOG N requests

If a USER AGENT receives a '100 Authentication Continued response
to the initial LOG N request, it SHOULD try another LOG N request
with the header 'Auth-State: continue’. This LOG N request MJIST
contain the SASL- Mechani sm header with the single value of selected
SASL machani sm

The LOGA N request MAY contain the PRINCI PAL's authentication
information in the body required by the sel ected mechanism Details
in the case of CRAM MD5, PLAIN, and EXTERNAL are described in the
foll owi ng subsecti ons.

If the LOG@ N request is validated, the server respond with a ' 200
X' response. |If the same PRINCIPAL is already authenticated by a
preceding LOG N procedure, the server MAY respond with a ' 409

Al ready Authenticated’ . Oherw se, a '406 Authentication Failed
response SHOULD be returned to the USER AGENT. In this case, the
USER AGENT MJST NOT send any other request conmands in this
connecti on.

(2-a) CRAM MD5

The USER AGENT cal cul ates the response data using the keyed MD5
al gorithm [ KEYED- MD5] where the key is the shared pass phrase and
the text is the challenge data. Then, it sends the hexadeci mal
string of the response octets prepended by the user nane and CRLF
in the body of the LOG N request.

[ Exanpl €]

LOA N PP/ 1.0 0225 55

From pres:suga@rimfujitsu.com
Aut h- St ate: continue

SASL- Mech: CRAM MD5

Cont ent - Type: text/plain

suga@rimfujitsu.com
106d12b16f c323dc2f 3d19b587f 8dOf f

Mazzol di et al. [ Page 40]



| NTERNET DRAFT PRI M Speci fication March 2001

(2-b) PLAIN

The PLAIN nmechanismis intended to be used only on a fully secured
connection, such as one already encrypted using a prior STARTTLS

command. In this case, the body part of the LOG N request contains
the user nane and the pass phrase in a plain text separated by
CRLF.

[ Exanmpl e]

LOAd N PP/ 1.0 84505230 32

From pres:suga@rimfujitsu.com
Aut h- State: conti nue

SASL- Mech: PLAIN

Content - Type: text/plain

suga@rimfujitsu.com
hi there!

(2-c¢) EXTERNAL

The EXTERNAL mechanismis intended to be used in the case that the
PRI NCl PAL has been al ready authenticated with some externa

aut henti cation nethod, such as TLS client authentication. The LOG N
conmmand using this mechani smcontains nothing in the body.

13. 2. Server - Server Authentication

Wien a server establishes a connection to another server, that
connection end-point can be authorized to conmuni cate on behal f of
mul ti pl e PRESENTI TI ES or | NBOXES. This authorization can take place
ei ther at connection tine, or throughout the duration of the
connecti on.

If the connection uses TLS, then the domains served by each end- poi nt
are established in the beginning, through the certificates provided.

If the connection does not use TLS, then each end-point wll
establish that a domain is being served by the other end-point when
the first request pertaining to that domain is received. This can
happen nore than once per connection

For exanple, if server A receives a subscription request from server
B, on behal f of user thanos@etworkprojects.com server A MJIST verify
that server B is one of the servers of the networkprojects.com
domain. If so, it will then accept other requests from server B that
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pertain to users of the networkprojects.com donain.

Verification that a given server is responsible for a given donain is
done by performng a nane resolution (as described in section 7.2).

It is possible that due to DNS limtations, in the case of a domain
with a |l arge number of servers, only partial DNS records are
advertised. Thus, the address of the server initiating the
connection may not be in the records received. In this case a

VERI FYSERVER nethod is perforned to establish whether the initiating
server has authority over the corresponding domain. This is
described in Section 10.5.

Privacy Managenent
1. Presence Publication Contro

When a USER AGENT publishes a PRESENCE TUPLE, it issues a PUBLISH
request to the server. It MJST contain a Cl ass header which
specifies the class of WATCHERS that wi |l receive that PRESENCE
TUPLE. The server retrieves the rel evant WATCHERS from the d ass
Tabl e when it receives the PUBLI SH request.

1.1. dass Table

Class Tables are stored at the server and mani pul ated by the USER
AGENTS t hrough the GETCLASSTABLE and SETCLASSTABLE commands. A
SETCLASSTABLE request and GETCLASSTABLE response contain an XM
encoded Class Table in its body. The DID of the Cass Table is
defined as foll ows:

<! ELEMENT CLASSTABLE (cl ass)*>

<! ELEMENT cl ass (wat cher)*>

<! ATTLI ST cl ass nanme CDATA #REQUI RED>
<! ELEMENT wat cher (#PCDATA) >

The mat ching of WATCHERS to entries in the C ass Tabl e goes from

1.2. Exanple

As an exanple, consider the follow ng C ass Tabl e docunment for
bob@wr kdornai n. com

<cl asst abl e>
<cl ass nane="inportant_peopl e">
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<wat cher >wi f e@xanpl e. conx/ wat cher >
<wat cher >@wr kdonmai n. conx/ wat cher >

</ cl ass>

<cl ass nane="not _so_i nportant _peopl e">
<wat cher >f ri end@t her exanpl e. conx/ wat cher >
<wat cher >uncl e@t her donmai n. conx/ wat cher >
<wat cher >sl acker @wr kdomai n. conx/ wat cher >

</ cl ass>

<cl ass nane="everyone">
<wat cher >, </ wat cher >

</ cl ass>

</ cl asst abl e>

Every publication of a PRESENCE TUPLE for "inportant_people" wll
only be distributed to "w fe@xanpl e.cont and all WATCHERS from

"wor kdonai n. com' (except "sl acker @wr kdonai n. cont') .

Every publication of a PRESENCE TUPLE for "not_so_inportant_peopl e"
will only be distributed to "friend@t herexanpl e. cont',
"uncl e@t her donmai n. com’ and "sl acker @wr kdonmai n. cont'.

Finally, every publication of a PRESENCE TUPLE for "everyone" will go
to all WATCHERS that their identifier doesn't match any of the above
cl asses.

2. Access Control
2.1. Overview

There are two kinds of protected resources: PRESENTI TIES and | NSTANT
I NBOXES. Certain requests pertaining to those resources are subject
to access control and nay only be invoked on behalf of a restricted
set of PRINCIPALS. Thus each protected resource has an access
control list.

In order to decide if a particular request for an I NBOX or a
PRESENTI TY is permtted, an access control list is used. Abstractly,
t he deci sion depends on three paraneters, the originator of the
request, the operation requested, and the paraneters of the
operation. The originator of the request is identified in the "Front
field of a request. There are several operations that pertain to
PRESENTI TY ACLs, sone that pertain to | NSTANT | NBOX ACLs, and sone
that pertain to both.

Access control decisions on behalf of the PRI NCI PALS are nade at
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their hone servers. The USER AGENT sets the access control |ist on
the Presence and | nstant Messagi ng servers.

More specific ACL entries are evaluated before | ess specific ones:

o If the ACL object has an entry with the requestor’s
identifier as a key, the value of that entry is the list of
permitted operations.

o Next, if the ACL object has an entry with domain nane of the
requestor’s identifier, the value of that entry is the list of
permtted operations.

0 Next, if there is an entry with the key ".", the value of that
entry is the list of permtted operations.

o Finally, no operations are permtted if there is no correspondi ng
key.

In representing an access control list as an ACL object, each key is
either a PRIMidentifier, a Domain identifier (preceded by "@) or
"." for everybody. The value associated with a key is a set of

el enents representing pernitted operations.

Note that the Server may distinguish if each ACL object is
referencing a PRIMidentifier, a donmain or "everybody" by conparing
the first character with "@ and ".".

SUBSCRI BE, FETCH, PUBLI SH and REMOVE give the target the right to
performthat operation to the ACL owner’s PRESENCE | NFORMATI ON

SEND, LI STEN and SILENCE give the target the right to performthat
operation to the ACL owner’s | NSTANT | NBOX.

14. 2. 2. PRESENTITY ACL

The ACL for a PRESENTITY confornms to the following DID. This is used
by the GETACL and SETACL commands, described in Sections 10.6.1 and
10. 6. 2.

<! ELEMENT ACL (entry)*>

<! ELEMENT entry (target, allow)>

<!l ELEMENT target (address+)>

<! ELEMENT addr ess #PCDATA>

<l ELEMENT al |l ow (fetch | subscribe | publish | renove)*>

<! ELEMENT fetch EMPTY>
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<! ELEMENT subscri be EMPTY>
<! ELEMENT publish EMPTY>
<! ELEMENT r enmove EMPTY>

14.2.3. I NSTANT | NBOX ACL

The ACL for an I NSTANT | NBOX conforns to the following DID. This is
used by the GETACL and SETACL commands, described in Section 10.6.1
and 10.6. 2.

<! ELEMENT ACL (entry)*>

<!l ELEMENT entry (target, allow)>

<!l ELEMENT target (address+)>

<! ELEMENT addr ess #PCDATA>

<l ELEMENT allow (send | listen | silence)*>

<! ELEMENT send EMPTY>
<! ELEMENT |isten EMPTY>
<! ELEMENT sil ence EMPTY>

14. 2. 4. Exanpl e

A sanpl e access control list represented as an ACL object follows.
In this exanpl e:

0 The user permts all operations from "secretary@rconpany. cont
Note that she can even PUBLI SH nmy PRESENCE | NFORVATI ON

o Forbids all operations fromany user at "badguys.cont, except
"goodfri end@adguys. com’ who is permitted to FETCH and SUBSCRI BE

0o Permits FETCH and SUBSCRIBE fromall users from"@yconpany. coni.
o Allows FETCH operations fromall other users.
<ACL>

<entry>
<t ar get >
<addr ess>secr et ary@ryconpany. conk/ addr ess>
</target>
<al | ow>
<FETCH >
<SUBSCRI BE/ >
<PUBLI SH >
<REMOVE/ >
</ all ow>
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</entry>

<entry>
<t ar get >
<addr ess>@ryconpany. conx/ addr ess>
<addr ess>goodf ri end@adguys. conx/ addr ess>
</target>
<al | ow>
<FETCH >
<SUBSCRI BE/ >
</ al |l ow>
</entry>

<entry>
<t ar get >
<addr ess>@adguys. conx/ addr ess>
</target>
<al | ow>
</ al | ow>
</entry>

<entry>
<t ar get >
<addr ess>. </ addr ess>
</target>
<al | ow>
<FETCH >
</ al | ow>
</entry>

</ ACL>

Presence I nformati on Data Format (Pl DF)

[Note: This section should be rewitten in order to conformto CPIM
when the presence format of CPIMis defined.]

1. General Design

Presence information in PRIMis encoded as a M Me-encapsul ated XM
object. XM is adopted for a base format because of its
expressiveness for structured data and its broad acceptance on the
Internet. MME is used to wap presence XM. objects to suit with the
[ RFC822] style command syntax of PRIM M ME woul d al so be preferable
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when M ME based security nmechanism (S/MME or PGP/M ME) is needed for
end-to-end security.

We have designed PIDF so that the XML part can be transfered end-to-
end without requiring any interpretation or nodification of the
contents at the Home Servers and any relaying servers. Furthernore,
as we assune a case that different devices (e.g. PC, PDA, and cel
phone) can update parts of PRESENCE | NFORVATI ON of a single
PRESENTI TY, PIDF is designed so that the presence servers can handl e
each part independently of others. This is inportant to solve the
race-condi tion induced by this use case.

The snallest unit of transporting PRESENCE | NFORMATI ON i s a PRESENCE
TUPLE. Thus, a tuple is a single XM. docunent encapsul ated by M ME.
The M ME type for a tuple is "application/presence". 1In a case that
multiple tuples are to be transferred in a single PRIM comand, those
tuples are conmbined in a single MME object by a MME nultipart
mechanim The M ME type used for such a conposite object is

"mul tipart/mxed".

2. Requi red Headers for PIDF

Al PRIM comrands transporting PIDF formatted presence docunents MJST
have a Content-Type header, whose value is the M ME type of the
presence docunent.

A tuple, a MME object whose MME type is "application/presence"
MUST have a non-M ME-rel ated header: tuple-id-header. The tuple-id-
header header is used to identify the TUPLE by the USER AGENTs and
the presence server storing the PRESENCE | NFORVATI ON

Fol l owi ng the M ME specification, the topnost MME entity MJST have
the M ME- Ver si on header

The Content-Transfer-Encodi ng header MJUST NOT appear in any PRI M
conmands. O her M ME rel ated headers, such as Content-1D or Content-
Description, MAY be appear in a presence docunent, but they MJUST NOT
af fect the server behavior at all

3. XML Format Definition

The XML part of a presence docunent MJST be a well-forned XM
docunent [ XM.]. The presence XM | anguage is defined as a DID in
section 15.7. However, clients and servers are not required to
val i date the presence docunments according to that DID

A presence docunent SHOULD NOT include any processor instructions or
CDATA sections. dient inplenmentations MAY discard themsilently.
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This is because PRI M assunmes the existence of resource-limted
termnals, that may have only a very sinple parser

El enents not defined in this document MAY appear in a presence
docunent. But, such elenents do not have any particul ar neaning, and
SHOULD be silently discarded by clients

4, XML tags and attributes definitions

4.1. The <presence> el enent

The root elenment of the presence docunent is defined as <presence>.
This el ement contains one optional <presentity> el enent and zero or
nore <contact> el enents.

The root elenment has two attributes as defined bel ow

0 address: this attributes indicates the unique identifier of the
PRESENTI TY publishing this presence docunent.

0 date: this attribute contains an indication of the date and tine
when this presence docunment was published. The format for
expressing date and time is defined in 15.5.

4.2. The <presentity> el enent

The <presentity> el ement contains one <display-nanme> el enent, an
optional <note> elenent, and an optional <other-markup> el enent.

The intention of this elenent is to contain information not rel ated
to any <contact> information but related to the PRESENTITY itself.
Exanpl es for such information may include the user’s nental state
(contained in <note>) or some profile of the user like vcard info
(rmaybe contai ned in <ot her-mar kup>).

4.3. The <contact> el enent

The <contact> el enent contains the PRESENCE | NFORMATION rel ated to
one PRESENCE TUPLE. It MJST contain <display-name> and <stat us>
el ements, and MAY be followed by <preference> <note> and <ot her-
mar kup> el enent s.

The <contact> el enent al so MUST contain one "address" attribute, that
contains the URL form [RFC1738] of the conmmunication address.

4.4, The <status> el enent

The <status> el enent has no children elenments, but it has the "val ue"
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attribute containing the status value. |In order to sinplify client
i npl enent ati ons, the sane values will be used for all types of
contact addresses (IM e-mail, phone, ...).

The val ue of the "value" attribute MJUST be one of the foll ow ng
strings:

open
cl osed

"open" inplies that the contact address is in normal working order
and nessages will be read in a tinely fashion. "closed" inplies that
the contact address will tenmporarily not work.

The <status> el enent MAY have a optional attribute "details", which
describes the detailed infornmati on about status. Currently, the only
val ue specified for this attribute is "deferred", which inplies that
a greater than nornmal delay will be experienced before the principa
recei ves communications sent to the contact address.

4.5, The <di spl ay- name> el enent

The <di spl ay- name> el enent contains a string for the purpose of the
di splay by the USER AGENT.

4.6. The <note> el enent

The <note> el enent of the presence docunent contains some coments
related to one PRESENTITY or address. This elenment SHOULD only
contain text, wi thout any tags.

Note that, in future versions, the specification may support XM
nanmespaces, what would all ow nmore advanced formatting of these notes
very easily (e.g. by including sone XHTM. nmar kup)

The content of the note SHOULD be sufficiently snall to be rendered
in several user interfaces, including a small GSM screen, a "tooltip"
on a PC screen and ot her space-limted situations.

4.7. The <preference> el enent

The <preference> elenent is an enpty el enent which has only the

"val ue" attribute. The value of this attribute is an unsigned

i nteger, represented in deciml, specifying the preference of a
contact relative to the other contacts. Preference values MJST be

| ess than 27232. A lower preference value indicates a nore desirable
contact address. A contact without a preference value is |ess
desirabl e than any contact address with a preference val ue.
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5. Dat e For mat

As the format for expressing "date", PRI M adopts the syntax from

[ RFC822] section 5 as anended by [RFCl1123] section 5.2.14. Tine
zones MUST be expressed nunerically. For reference, the ABNF
resulting fromthese references and restrictions is (note that ABNF
strings are case-insensitive, so ASCI| case-fol ding MJST be perforned
when mat ching day and nmonth strings):

date-tine = [day ","] date tine
day = "Mon" / "Tue" / "Wed" / "Thu" / "Fri"

/ "Sat" [/ "Sun"

date = 1*2DIA T nonth 4DIG T

nonth = "Jan" / "Feb" / "Mar" [/ "Apr" [/ "May"
/[ "Jun" [ "Jul" [ "Aug" / "Sep" / "Cct"
/ "Nov" [/ "Dec"

time = hour zone

hour = 2DIGT ":" 2DIGT [":" 2D A T]

zone = ("+" [/ "-") 4DIA T ; hours+min (HHW)

Exanpl e: date = "Thu, 30 Mar 2000 09: 59: 34 -0500"

6. Exanpl es

The following exanple is a sinple, but conpl ete PRESENCE | NFORVATI ON
record that could be sent fromthe Presence Service to a WATCHER
i ncl udi ng | NSTANT MESSAG NG and t el ephone addresses.

Cont ent - Lengt h:  xxx
Content-Type: multipart/ m xed; boundary="0123456789"
M ME-Version: 1.0

--0123456789
Cont ent - Type: application/presence
Tuple-1D. imfoo@ar.com

<presence identifier="pres:foo@ar.cont
date="Thu, 5 Sep 2000 15:45: 45 -0500">

<presentity>
<di spl ay- name>FQO (~")v</di spl ay- nane>
<not e>l" m Hungry. </ not e>

</presentity>

<cont act address="i mfoo@ar.coni>
<di spl ay- name>l M/ di spl ay- nane>
<status val ue="open"/ >
<pref erence val ue="1"/>

</ cont act >
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</ presence>

--0123456789
Cont ent - Type: application/presence
Tuple-1D: tel:+1-800-1GOTYQU

<presence identifier="pres:foo@ar.cont
dat e="Thu, 5 Sep 2000 16: 30: 28 -0500" >
<contact address="tel:+1-800-1 GOTYQU" >
<di spl ay- name>Phone( O fi ce) </ di spl ay- nanme>
<status val ue="open" detail ="deferred"/>
</ cont act >
</ presence>

--0123456789
15. 7. Presence Docunent DTD

<IENTITY % URI " CDATA">

<IENTITY % st atuses "open|cl osed">

<l-- The entity "details" is defined as CDATA for
extensibility. But, the only distiuguished val ue
"deferred" has a nmeaning at present. -->

<IENTITY % details "CDATA">

<l-- the presence tag is the top-level tag for presence. -->
<! ELEMENT presence (presentity?,contact)>
<I ATTLI ST presence identifier %JRl; #REQU RED>
<! ATTLI ST presence date CDATA #REQUI RED>
<! ELEMENT presentity (display-nanme, note?, other-narkup?)>
<! ELEMENT di spl ay- name (#PCDATA) >
<! ELEMENT not e (#PCDATA) >
<! ELEMENT ot her - mar kup (#PCDATA) >
<I-- the contact tag is for each tuple. -->
<! ELEMENT cont act (display-nane, status
pref erence?, note?,
ot her - mar kup?) >
<I ATTLI ST contact address %JRI; #I MPLI ED>
<! ELEMENT st atus EMPTY>

<I ATTLI ST status val ue (%t atuses;) #REQU RED>
<I ATTLI ST status detail %letails; #l MPLI ED>
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<! ELEMENT preference EMPTY>
<I ATTLI ST preference val ue CDATA #REQUI RED>

I M For mat

| NSTANT MESSAGES are opaque payl oads transferred by SEND conmands
tagged by a MME [M ME] content type.

A SEND conmand MJST contain a Content-Type header which specifies the
content type of the payload. It MAY contain any proper M ME header
whi ch may not be defined here.

For the CPIM confornmance, A USER AGENT MJST understand and generate
messages of the content type 'nmessage/cpimM[CPIMMSG. In
particular, a USER AGENT MJUST generate an | NSTANT MESSAGE of the type
"message/cpim if it sends the nessage to other donai ns which do not
or may not understand PRIM The correspondence between the PRI M and
CPI M nmessage format is described in Section 17.

The PRI M servers MJUST forward the nessage as i s when the nessage is
relayed to the clients or other servers. That is, the servers MJST
NOT del ete or nodify any header which appears in the comrand.

CPI M PRI M Mappi ng
1. Presence Protocol
CPI M defines a slightly different subscription nodel as a conmon
protocol framework for the presence service. In CPIM a "subscribe"
operation will invoke a response reporting only the result of the
operation and anot her inmediate "notify" operation conveying the
PRESENCE | NFORMATI ON, while the response of the SUBSCRI BE conmand in
PRI M cont ai ns the PRESENCE | NFORMATI ON at the sane tine.

A CPI M gat eway SHOULD be inplenented to absorb this difference when
the "subscribe" operation is gatewayed.

[[Note: More investigation needed. Another choice would be to nodify
the PRIM spec to align the CPIM franework.]]

When the CPI M presence format is finished, the mapping between the
el enents of PRI M presence format and those of CPIMwi Il be described.

2. I nstant Messagi ng Protocol

The CPI M nessage format document [ CPI M M5SG defines the comon format
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for | NSTANT MESSAGES for the sake of interoperability and the
capability to achieve end-to-end security.

A gateway to ot her domai ns which does not or may not understand PRI M
MUST send | NSTANT MESSAGES in the CPI M nessage format of the content
type 'nessage/cpini. The gateway MJUST convert the SEND request to
the corresponding request to the "nessage" operation [CPIM of the
protocol on the other side. The inconi ng response MJST be converted
to the correspondi ng PRI M response message. [Details will be
described in the next revision. ]

If a USER AGENT send a signed or encrypted | NSTANT MESSAGES, it MJST
conpose themin the CPI M nessage format.

For mapping the PRIM comand fornmat to the CPI M nessage format, the
followi ng rul es SHOULD be applied. [Note: Cbviously, nore
i nvestigation i s needed.]

0o To, From and Date headers in a PRIM conmmand are copied to the
message header part in the CPIM nmessage. [Reply-to, too?]

0 Message-1D and Conversation-ID headers in a PRIM conmand i s
converted using the CPIM nanespace nechani sm and noved to the
nmessage header part in the CPIM nmessage as foll ows;

NS: PRIM <http://ww. fujitsul abs.conlprini>
PRI M Message-ID: [[a unique id for this nessage]]
PRI M Conversation-1D: [[a unique id for this conversation]]

o Content-type header in a PRIM conmand are noved to the content
header part in the CPI M nessage.

Security Considerations

There exists many kind of security threats in the Presence / Instant
Messagi ng services and applications as described in the | MPP
Requirements [ RFC 1778] and the CPI M docunment [CPI M.

PRI M speci fi es mechani sms to achi eve connection security and to
realize access control including presence publication control.

The future PRI M specifications will conformto the expected CPI M data
formats for secure and interoperable Presence information and I M
exchanges [CPIM CPIMMSG . It will acquire the nessage |evel
security such as end-to-end confidentiality and integrity.
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19. Appendi x A: Response Codes

The policy for assigning response codes follows the convention used
in HTTP/ 1.1 [HTTP1.1].

o 1xx: Informational - Request received, continuing process

0 2xX: Success - The action was successfully received, understood,
and accepted

0 3xx: Redirection - Further action nust be taken in order to
conpl ete the request

0 4xx: Request Error - The request contains bad syntax or cannot be
fulfilled

0 5xx: Server Error - The server failed to fulfill an apparently
valid request

100 Aut hentication Conti nued

The request for authentication has been accepted and the
aut henti cation process is continued.

101 Unknown Delivery Status
The server was unable to deternmine that the nessage was
successfully delivered to an | NSTANT | NBOX or that the transm ssion
failed. This could be because the nessage was delivered on a best-
effort basis, or it was delivered to an "offline" nmessage store.

200 &K
Everything i s dandy!

201 Duration Adjusted
The SUBSRI PTI ON was pl aced successfully, yet its duration was not
acceptable to the server. A new duration was set and this was
indicated in the duration-header of the response.

300 Redirect
The server was unable to deal with the request and instructs the
caller to reconnect to a different server and rei ssue the operation

t here.

400 Bad Request
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The request coul d not be understood by the server due to nmal forned
syntax of the headers or nmal formed content. The client SHOULD NOT
repeat the request w thout nodifications.

401 Unaut hori zed

The request requires user authentication. The client MJST
authenticate itself through the LOd N request.

402 For bi dden
The server understood the request, but it has not been authorized.
403 Resource Not Found
The specified resource was not found at the server
404 Subscription Not Found
The SUBSCRI PTI ON specified in the Subscription-1D header was not
found at the resource. This status code MAY appear in the response
to the UNSUBSCRI BE and CANCELSUBSCRI PTI ON requests, and the
SUBSCRI BE request in "renew' node.
406 Aut hentication Failed

The aut hentication process has failed. The reason for it is one of
the foll ow ng:

0 The authentication process using the specified SASL-Mechani sm
failed.

o The LOG N request specifies an inappropriate SASL Mechani sm
0 In the mdst of the authentication process, the client tries to
start another authentication process by specifying 'Auth-State:
init’.

407 Ti neout

The server timed-out after waiting for a response from anot her
client or server.

408 I nbox |Is O osed
The I NSTANT INBOX is not currently accepting nessages.

409 Al ready Authenticated

Mazzol di et al. [ Page 55]



| NTERNET DRAFT PRI M Speci fication March 2001

20.

The connection was authenticated previously through a LOG@ N
comand.

410 Astrength Too Weak

The conmand was rej ected because the server requires a higher |eve
of security and this could not be provided.

500 Internal Server Error

The request has not been fulfilled because of the error internal to
t he server.

501 Not | npl enent ed

The server does not support the functionality required to fulfill
t he request.

503 Versi on Not Supported

The server or client does not support the specified protoco
versi on used for the request.

505 Too Many Subscri ptions

The SUBSCRI BE request has not been fulfilled because the request
exceeds the specified maxi mum nunber of SUBSCRI PTIONS at the
resource. Wen this status code is received, the client SHOULD NOT
retry the SUBSCRI PTI ON i nmedi ately.
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kind, provided that the above copyright notice and this paragraph are
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the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages other than
Engl i sh.

The linted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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