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Status of this Meno

This docunent is an Internet-Draft and is in full conformance with
all provisions of Section 10 of RFC2026. Internet-Drafts are working
docunents of the Internet Engineering Task Force (lIETF), its areas,
and its working groups. Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any

time. It is inappropriate to use Internet-Drafts as reference mate-

rial or to cite themother than as ‘‘work in progress.’

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htnl .

To learn the current status of any Internet-Draft, please check the
‘*lid-abstracts.txt’’ listing contained in the Internet-Drafts Shadow
Directories on ftp.is.co.za (Africa), nic.nordu.net (Europe),
munnari.oz.au (Pacific Rm, ds.internic.net (US East Coast), or
ftp.isi.edu (US West Coast).

Abstract

This neno describes how to use TLS to secure HTTP connecti ons over
the Internet. Current practice is to layer HITP over SSL (the prede-
cessor to TLS), distinguishing secured traffic frominsecure traffic
by the use of a different server port. This document docunents that
practice using TLS. A conpani on docunent describes a nethod for using
HTTP/ TLS over the sane port as normal HITP

1. Introduction
HTTP [ RFC2616] was originally used in the clear on the Internet.
However, increased use of HITP for sensitive applications has
required security neasures. SSL, and its successor TLS [TLS] were
designed to provide channel -oriented security. This docunent
descri bes how to use HTTP over TLS.

1.1. Discussion of this Draft

This draft is being discussed on the "ietf-apps-tls" mailing list. To
subscri be, send a nessage to:

ietf-apps-tls-request@nt.org
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with the single word
subscri be

in the body of the nessage. There is a Wb site for the mailing list at
<http://ww.inc.org/ietf-apps-tls/>.

1.2. Requirenents Term nol ogy

Keywords "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT" and
"MAY" that appear in this docunent are to be interpreted as described
in [RFC2119].

2. HITP Over TLS

Conceptual ly, HTTP/TLS is very sinple. Sinply use HTTP over TLS pre-
cisely as you would use HTTP over TCP

2.1. Connection Initiation

The agent acting as the HTTP client should also act as the TLS
client. It should initiate a connection to the server on the appro-
priate port and then send the TLS CientHello to begin the TLS hand-
shake. When the TLS handshake has finished. The client may then ini-
tiate the first HITP request. Al HITP data MJST be sentas TLS
"application data". Normal HTTP behavior, including retained connec-
tions should be foll owed.

2.2. Connection Closure

TLS provides a facility for secure connection closure. Wen a valid
closure alert is received, an inplenentation can be assured that no
further data will be received on that connection. TLS inplenenta-
tions MUST initiate an exchange of closure alerts before closing a
connection. A TLS inplenentation MAY, after sending a closure alert,
cl ose the connection without waiting for the peer to send its closure
alert, generating an "inconplete close". Note that an inplenentation
whi ch does this MAY choose to reuse the session. This SHOULD only be
done when the application knows (typically through detecting HTTP
nmessage boundaries) that it has received all the nessage data that it
cares about.

As specified in [TLS], any inplenentation which receives a connection
close without first receiving a valid closure alert (a "premature
close") MJST NOT reuse that session. Note that a premature close
does not call into question the security of the data already

recei ved, but sinply indicates that subsequent data m ght have been
truncated. Because TLS is oblivious to HTTP request/response
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boundaries, it is necessary to exam ne the HTTP data itself (specifi-
cally the Content-Length header) to determ ne whether the truncation
occurred inside a nessage or between nessages.

2.2.1. dient Behavior

Because HITP uses connection closure to signal end of server data,
client inplenentations MIUST treat any prenmature closes as errors and
the data received as potentially truncated. Two cases in particul ar
deserve special note:

A HTTP response without a Content-Length header. Since data length in
this situation is signalled by connection close a premature cl ose
generated by the server cannot be distinguished froma spurious

cl ose generated by an attacker

A HTTP response with a valid Content-Length header cl osed before
all data has been read. Because TLS does not provide docunent
oriented protection, it is inpossible to determ ne whether the
server has nisconputed the Content-Length or an attacker has
truncated t he connection.

When encountering a premature close, a client SHOULD treat as com
pleted all requests for which it has received as nmuch data as speci -
fied in the Content-Length header.

A client detecting an inconplete close SHOULD recover gracefully. It
MAY resune a TLS session closed in this fashion

Clients MIUST send a closure alert before closing the connection
Cients which are unprepared to receive any nore data MAY choose not
to wait for the server’'s closure alert and sinply close the connec-
tion, thus generating an inconplete close on the server side.

2.2.2. Server Behavi or

RFC2068 pernits an HTITP client to close the connection at any tine,
and requires servers to recover gracefully. |In particular, servers
SHOULD be prepared to receive an inconplete close fromthe client,
since the client can often determ ne when the end of server data is.
Servers SHOULD be willing to resune TLS sessions closed in this fash-
i on.

| mpl enentation note: In HTTP inpl enmentati ons which do not use persis-
tent connections, the server ordinarily expects to be able to signa
end of data by closing the connection. Wien Content-Length is used,
however, the client may have already sent the closure alert and
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dropped the connection

Servers MJST attenpt to initiate an exchange of closure alerts with
the client before closing the connection. Servers MAY close the con-
nection after sending the closure alert, thus generating an i ncom
plete close on the client side.

2.3. Port Nunber

The first data that an HTTP server expects to receive fromthe client
is the Request-Line production. The first data that a TLS server (and
hence an HTTP/ TLS server) expects to receive is the UientHello. Con-
sequently, common practice has been to run HTTP/ TLS over a separate
port in order to distinguish which protocol is being used. Wen

HTTP/ TLS is being run over a TCP/IP connection, the default port is
443. This does not preclude HTTP/ TLS from bei ng run over another
transport. TLS only presunmes a reliable connection-oriented data
stream

2. 4. URI For mat

HTTP/ TLS is differentiated fromHITP URIs by using the 'https’ proto-
col identifier in place of the "http' protocol identifier. An exanple
URI specifying HTTP/ TLS is:

htt ps://ww. exanpl e. com ~sni t h/ hone. ht m
3. Endpoint ldentification
3.1. Server ldentity

In general, HTTP/TLS requests are generated by dereferencing a URI.
As a consequence, the hostnanme for the server is known to the client.
If the hostnane is available, the client MJST check it against the
server’'s identity as presented in the server’s Certificate nessage
in order to prevent man-in-the-m ddle attacks.

If the client has external information as to the expected identity of
the server, the hostnane check MAY be omitted. (For instance, a
client may be connecting to a nmachi ne whose address and hostnanme are
dynamic but the client knows the certificate that the server will
present.) In such cases, it is inportant to narrow the scope of
acceptable certificates as nmuch as possible in order to prevent man
in the mddle attacks. |In special cases, it may be appropriate for
the client to sinply ignore the server’'s identity, but it nust be
understood that this | eaves the connection open to active attack
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If a subjectAltNane extension of type dNSNane is present, that MJST
be used as the identity. O herw se, the (nost specific) Conmon Nane
field in the Subject field of the certificate MIST be used. Although
the use of the Conmon Nane is existing practice, it is deprecated and
Certification Authorities are encouraged to use the dNSNane i nstead.

Matching is perfornmed using the matching rul es specified by [PKIX]

If nore than one identity of a given type is present in the certifi-
cate (e.g. nore than one dNSNane name, a match in any one of the set
i s considered acceptable.) Names may contain the wildcard character *
which is considered to match any single domai n nane conponent or com
ponent fragnment. E.g. *.a.com matches foo.a.com but not
bar.foo.a.com f*.com matches foo.com but not bar.com

If the hostnane does not match the identity in the certificate, user
oriented clients MUST either notify the user (clients MAY give the
user the opportunity to continue with the connection in any case) or
term nate the connection with a bad certificate error. Automated
clients MUST log the error to an appropriate audit log (if avail able)
and SHOULD termi nate the connection (with a bad certificate error).
Aut omat ed clients MAY provide a configuration setting that disables
this check, but MJUST provide a setting which enables it.

Note that in nany cases the URI itself cones froman untrusted
source. The above-described check provides no protection agai nst
attacks where this source is conprom sed. For exanple, if the URI was
obt ai ned by clicking on an HTM.L page which was itself obtained wth-
out using HITP/TLS, a man in the mddle could have replaced the UR
In order to prevent this formof attack, users should carefully exam
ine the certificate presented by the server to determine if it neets
their expectations.

3.2. dient ldentity

Typically, the server has no external know edge of what the client’s
identity ought to be and so checks (other than that the client has a
certificate chain rooted in an appropriate CA) are not possible. If a
server has such know edge (typically fromsone source external to
HTTP or TLS) it SHOULD check the identity as described above.
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