Net wor k Wor ki ng Group D. Crocker

I nternet-Draft Br andenbur g Consul ting
Expires: May 2, 2001 A. Diacakis
F. Mazzol di

Net wor k Projects Inc.
C. Huitema

M crosoft Corporation
G Klyne

Cont ent Technol ogi es
M Rose

I nvi sible Wrlds

J. Rosenberg

R Sparks
dynani csof t
H. Sugano

Fujitsu Laboratories Ltd.
Novenber 2000

A Common Profile for Instant Messaging (CPIM
draft-ietf-inmpp-cpi mo1l
Status of this Meno

This docunent is an Internet-Draft and is in full confornmance with
all provisions of Section 10 of RFC2026.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that other
groups nmay al so distribute working docunents as Internet-Drafts.
Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
tinme. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm.

This Internet-Draft will expire on May 2, 2001.
Copyright Notice
Copyright (C The Internet Society (2000). Al Rights Reserved.

Abst r act

Crocker, et. al. Expires May 2, 2001 [ Page 1]



I nternet-Draft

CPIM

Novenmber 2000

Semantics and data formats for common services of |nstant Messagi ng

and online Presence,
infrastructure,

i ndependent of underlying transport

are described. The CPIMprofile neets the

requi renents specified in RFC 2779 using a mininalist approach

all owi ng interoperation of a w de range of

Tabl e of Contents

N -

PRRMONNNNNE

N -

WwWwwWwN R

CONOOAUTNAERARAPROOWOWRWRWWONNDNNNPNNNNNNDNDNDERERE
N AADMDWONR

>>>
-

wWN P

Cr ocker,

i
wN e

et.

I nt roduction .

Ter m nol ogy

A Note on The Exarrpl es .

Abst r act

Messagi ng Service .

Overvi ew of the Messagi ng Service
Identification of | NSTANT | NBOXes
Addr ess Resol ution .

Domai n Nanme Lookup .

Processing SRV RRs . .
Processing Multiple Addresses

For mat of

I nstant Messages .

The Messagi ng Service
The Message Operati on

Loopi ng
Abst r act

Presence SEI’VI ce

Overvi ew of the Presence Service .
Identification of PRESENTI TIES .
Format of Presence Infornation .
The Presence Service .

The Subscribe Operation

The Notify Operation .

The Unsubscri be Operation
Security Considerations

Threats

Hop- by- hob éecunty
End-t o-end security

I nst ant

nessages .

Presence service .
I ANA Consi der ati ons

The
The
The
The
The
The

Schene

Schene

Common Service DID . .
Messagi ng Service DID
Presence Service DID .
Presence I nformati on DTD .
Ref erences .

Aut hor s’ Addresées:

I M URL | ANA Regi stration Terrpl ate
URL schene name .
URL schene syntax

al .

Expires May 2, 2001

I M and Presence systens.

QoOoo~N~NoOOoOOoO OO h~pMDM

[ Page 2]



I nternet-Draft CPI M Novenmber 2000

A3 Character encoding considerations . . . . . . . . . . . . 32
A4 Intended usage . . . . . . . . . . . . . . . . . . . ... 32
A5 Applications and/or protocols which use this URL schene

name . . e e e 32
A 6 Interoperab|l|ty conS|derat|ons < V4
A7 Security considerations . . . . . . . . . . . . . . . . . 33
A 8 Rel evant publications . . .. . . . . 33
A9 Person & emnil address to contact for further i nformati on 33
A. 10 Aut hor/ Change controller . . . . 33
A 11 Appl i cations and/or protocols mhrch use thrs URL schene

name . . e . . . . . . . . . 33
B. PRES URL IANA Reg|strat|on Tenplate < 7
B. 1 URL schene nane . . . e
B.2 URL schene syntax . . . R
B.3 Char acter encoding con3|derat|ons 7
B. 4 I ntended usage . . . 7
B.5 Appl i cations and/ or protocols mhich use this URL schene

name . . . e 7
B. 6 Interoperab|l|ty c0n3|derat|ons e 7
B.7 Security considerations . . . . . . . . . . . . ... . .35
B.8 Rel evant publications . . . . . . . . 35
B.9 Person & email address to contact for further i nformation 35
B. 10 Aut hor/ Change controller . . . . 35
B. 11 Appl i cations and/or protocols mhlch use thrs URL schene

name . . . . . . . . . . . . . . . . . . . . . . .. ...35
C. | ssues of Interest . . . . . . . . . . . . . . . . . . . . 36
C1 Address Mapping . . . . . . . . . . . . . . . . . . .. . 36
C1l1 Source-Route Mapping . . . . . . . . . . . . . . . . . . . 36

Full Copyright Staterent . . . . . . . . . . . . . . . . . 37

Crocker, et. al. Expires May 2, 2001 [ Page 3]



I nternet-Draft CPI M Novenmber 2000

1. Introduction

To achieve interoperation of IMsystens that are conpliant with RFC
2779[ 8], there nust be a compn agreenent on both | nstant Messagi ng

and Presence services. This neno defines such an agreenent according
to the phil osophy that there nust be no | oss of information between

I Msystens that are mininally conformant to RFC2779.

This meno focuses on interoperation. Accordingly only those aspects
of IMthat require interoperation are discussed. For exanple, the
"open instant inbox" operation is not applicable as this operation
occurs within a single I Msystem and not across systens.

Service behavior is described abstractly in terns of operations

i nvoked between the consumer and provider of a service. Accordingly,
each | M service nust specify how this behavior is nmapped onto its own
protocol interactions. The choice of strategy is a local matter
providing that there is a clear relation between the abstract
behavi or of the service (as specified in this menmo) and how it is
faithfully realized by a particular | Mservice.

The paraneters for each operation are defined using an abstract
syntax. Al though the syntax specifies the range of possible data

val ues, each | M service nust specify how well-formed instances of the
abstract representation are encoded as a concrete series of bits.

For exanple, one strategy mght transmt presence information as
key/val ue pairs, another might use a conpact binary representation
and a third m ght use nested containers. The choice of strategy is a
|l ocal matter, providing that there is a clear relation between the
abstract syntax (as specified in this neno) and howit is faithfully
encoded by an particular |IMservice.

1.1 Term nol ogy

This menos nakes use of the vocabulary defined in RFC 2778[7]. Ternms
such as as CLOSED, | NSTANT | NBOX, | NSTANT MESSACGE, OPEN, PRESENCE
SERVI CE, PRESENTI TY, SUBSCRI PTI ON, and WATCHER are used in the sane
nmeani ng as defined therein.

1.2 A Note on The Exanpl es

In the exanples which follow, this nmenp uses tine-sequence di agramns
annotated with XML fragnents to illustrate operations and their
paraneters. The use of XML is an artifact of this neno’'s presentation
style and does not inply any requirement for the use of XML in an I M
system
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I nternet-Draft CPI M Novenmber 2000

2. Abstract Messagi ng Service
2.1 Overview of the Messagi ng Service

When an application wants to send a nessage to an | NSTANT | NBOX, it
i nvokes the nmessage operation, e.g.,

| appl. | -- nessage ------ S| M|

<message source="imfred@xanpl e. con

destinati on="i m bar ney@xanpl e. coni
transID="1 />

Content - Type: text/plain; charset="us-ascii"

Yabba, dabba, doo!

The service i mediately responds by invoking the response operation
contai ning the sanme transaction-identifier, e.g.

| appl. | <----- response -- | IM |

<response status='success’ transiD="1 />

Crocker, et. al. Expires May 2, 2001 [ Page 5]
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2.2 ldentification of | NSTANT | NBOXes

An | NSTANT I NBOX is specified using the IM UR (Section 5.1)f RFC
822[1] (i.e., "local @omain") is used, where the |ocal-part MJST be
interpreted and assigned semantics only by the systemspecified in
the donmain part of the identifier. Representation of non-ASCl I
character sets in local-part strings is limted to the standard

net hods provided as extensions to RFC 822[1]

2.2.1 Address Resol ution

A client deternines the address of an appropriate systemrunning a
server by resolving the destination domain nane that is part of the
identifier to either an internediate relay systemor a final target
system

Only resolvable, fully-qualified, domain nanes (FQDNs) are pernitted
when domai n nanmes are used in the messaging service (i.e., donain
nanes that can be resolved to SRV 9] or A RRs).

2.2.1.1 Domain Nane Lookup

Aclient lexically identifies a domain to which instant nessages will
be delivered for processing, a DNS | ookup MJUST be perforned to
resol ve the domain[2]. The names MJUST be fully-qualified domai n nanmes
(FQDNSs) Al mechanisms for inferring FQDNSs from partial names or local
aliases are a local matter.

The lookup first attempts to locate SRV RRs associated with the
domain. If a CNAME RR is found instead, the resulting domain is
processed as if it were the initial domain.

If one or more SRV RRs are found for a given domain, a sender MUST
NOT utilize any A RRs associated with that domain unless they are
located using the SRV RRs; otherwise, if no SRV RRs are found, but an
A RR is found, then the A RR is treated as if it was associated with

an implicit SRV RR, with a preference of 0, pointing to that host.
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2.2.1.2 Processing SRV RRs

To process an IMURI, a lookup is perforned for SRvVs for the target
domain and a desired IMtransport protocol

For exanple, if the destination |INSTANT INBOX is
"imfred@xanpl e.com', and the sender wi shes to use an I Mtransport
protocol called "SIP', then a SRV | ookup is performed for

_im _sip.exanpl e.com
The returned RRs, if any, specify the next-hop server

The choice of IMtransport protocol is a |local configuration option
for each system

Using this nmechanism seam ess routing of IMtraffic is possible,
regardl ess of whether a gateway is necessary for interoperation. To
achieve this transparency, a seperate RR for a gateway nust be
present for each transport protocol and domain pair that it serves.

2.2.1.3 Processing Miultiple Addresses

When t he | ookup succeeds, the mapping can result in a list of
alternative delivery addresses rather than a single address, because
of multiple SRV records, multihomng, or both. For reliable
operations, the client MUST be able to try each of the rel evant
addresses in this list in order, until a delivery attenpt succeeds.
However, there MAY al so be a configurable limt on the nunber of

al ternate addresses that can be tried. In any case, the client SHOULD
try at |east two addresses. Two types of information are used to rank
the host addresses: multiple SRV records, and nul ti honed hosts.

Mul tiple SRV records contain a preference indication that MIUST be
used in sorting. Lower nunbers are preferrable to higher ones. If
there are multiple destinations with the sane preference, and there
is no clear reason to favor one (e.g., by recognition of an easily-
reached address), then the sender MJST randoni ze themto spread the
| oad across nultiple servers for a specific destination

The destination host (perhaps taken fromthe preferred SRV record)
may be nultihoned, in which case the resolver will return a list of
alternative |IP addresses. It is the responsibility of the resolver to
have ordered this |ist by decreasing preference if necessary, and the
sender MUST try themin the order presented.

Crocker, et. al. Expires May 2, 2001 [ Page 7]
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2.3 Format of Instant Messages

An | NSTANT MESSACGE conprises a M ME Miltipart/Rel ated,
Type=nmessage/ RFC822+XM. obj ect, as defined in XM./M ME[ 5] .
Representation of non-ASCI|I character sets in MME is a standard
feature of M M

Note that the | ETF provi des numerous technol ogies that allow end-
users to exchange authenticated and private nessages formatted as
M ME objects, c.f., PG>-MME 4] and S/ M Ve 6] .
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I nternet-Draft CPI M Novenmber 2000

2.4 The Messagi ng Service

Section 6 and Section 7 define the abstract syntax of the operations
i nvoked with the service.

Note that the transaction-identifier paraneters used with the service
are potentially long-lived. Accordingly, the values of transaction-
identifiers should appear to be unpredictable.

2.4.1 The Message Qperation

When an application wants to send an | NSTANT MESSAGE, it invokes the
nmessage operation

The nmessage operation has these paraneters:

0 the source paraneter specifies the | NSTANT | NBOX on whose behal f
this message is sent (using an M URI);

o the destination paraneter specifies the I NSTANT | NBOX that the
message should be delivered to (using an M URI);

o the transl D paraneter specifies the transaction-identifier
associ ated with this operation; and,

o the nessage to be sent.

Crocker, et. al. Expires May 2, 2001 [ Page 9]
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When the service is informed of the nessage operation, it perforns
t hese steps:

1. If the source or destination does not refer to a valid | NSTANT
| NBOX, a response operation having status "failure" is invoked

2. |If access control does not permt the application to request this
operation, a response operation having status "failure" is
i nvoked.

3. O herw se:

1. If the service is able to successfully deliver the nessage, a
response operation having status "success" is invoked.

2. If the service is unable to successfully deliver the nessage,
a response operation having status "failure" is invoked.

3. If the service nmust delegate responsibility for delivery, and
if the delegation will not result in a future authoritative
indication to the service, a response operation having status
"indeterm nant" is invoked.

4. If the service nust delegate responsibility for delivery, and
if the delegation will result in a future authoritative
indication to the service, then a response operation is
i nvoked i mediately after the indication is received.

Wien the service invokes the response operation, the transiD
paraneter is identical to the value found in the nessage operation
i nvoked by the application

2.4.2 Looping

The dynami c routing of instant nessages can result in |ooping of a
message through a relay. Detection of |oops is not always obvious,
since aliasing and group |ist expansions can legitimtely cause a
nmessage to pass through a relay nore than one tine.

[[[ I'n Internet Mail, counting the nunber of Received headers is the
accepted techni que for guessing that |looping is occurring. Use of
this technique will require Instant Messaging to support Received
headers. /editor ]]]

Crocker, et. al. Expires May 2, 2001 [ Page 10]
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3. Abstract Presence Service
3.1 Overview of the Presence Service

When an application wants to (periodically) receive the presence
i nformation associated with a PRESENTITY, it invokes the subscribe
operation, e.g.

<subscri be wat cher="pres: wi | na@xanpl e. coni
target =" pres: fred@xanpl e. com
duration="86400" transID="2" />

The service imedi ately responds by invoking the response operation
contai ning the sane transaction-identifier, e.g.

<response status='success’ translD="2" duration="3600" />

A WATCHER nmay have at nobst one subscription for a PRESENTITY.

Crocker, et. al. Expires May 2, 2001 [ Page 11]
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If the response operation indicates success, the service i medi ate
i nvokes the notify operation to conmuni cate the presence information
to the WATCHER, e.g.

<notify wat cher="pres:w | m@xanpl e. coni
target =" pres: fred@xanpl e. com
transl D=" 1234’ >
<presence entitylnfo="http://ww. exanpl e.comfred/’ >
<tupl e destination="imfred@xanpl e. coni
st atus=' open’ />
</ presence>
</notify>

If the duration paraneter is non-zero, then for up to the specified
duration, the service invokes the notify operati on whenever there are
any changes to the PRESENTITY' s presence information. O herw se,
exactly one notify operation is invoked, achieving a one tine poll of
the presence information. Regardless, there is no application
response to the notify operation (i.e., the application does not

i nvoke a response operation when a notify operation occurs).

The application my prematurely cancel a subscription by invoking the
unsubscri be operation, e.g.

<unsubscri be wat cher="pres: w | ma@xanpl e. com
target =" pres: fred@xanpl e. com
transID="3 />
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The service i mediately responds by invoking the response operation
contai ning the sane transaction-identifier, e.g.

<response status='success’ translD="3 />
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3.2 ldentification of PRESENTI TI ES

A PRESENTITY is specified using the PRES URI (Section 5.2) schene.
Briefly, the "addr-spec" syntax of RFC 822[1] (i.e., "local @omain")
is used, where the |ocal-part MJST be interpreted and assi gned
semantics only by the host specified in the domain part of the
identifier. Representation of non-ASCI| character sets in |ocal-part

strings is linmted to the standard nethods provided as extensions to
RFC 822[ 1]

To resolve identifiers associated with the Presence service, the
mechani sm defined in Section 2.2.1 is used, except that the
processing of a PRES URI is perforned by |ooking up SRV RRs for a
desired presence transport protocol.

For exanple, if the destination PRESENTITY is
"pres: fred@xanpl e.cont, and the sender wi shes to use a presence
transport protocol called "PEPP', then a SRV | ookup is perfornmed for:

_pres. _pepp. exanpl e. com
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3.3 Format of Presence |Information

Section 9 defines the syntax for presence information using an XM
DTD.

Each PRESENTI TY's presence information contains an "entitylnfo"
attribute, and contains one or nore "tuple" elenents:

o the "entitylnfo" attribute specifies arbitrary information about
the PRESENTITY (using a URlI); and,

o each "tuple" element specifies information associated with the
PRESENTI TY.

Each "tupl e" elenent has a "destination" attribute, a "status"
attribute, and contains arbitrary content:

o the "destination" attribute specifies a URl
o the "status" attribute is either OPEN or CLOSED; and,

o the content of the "tuple" elenent contains arbitrary infornmation
about the tuple.
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3.4 The Presence Service

Section 6 and Section 8 define the abstract syntax of the operations
i nvoked with the service.

An inplenentation of the service nmust maintain infornmation about both
presence information and in-progress operations in persistent
st or age.
Note that the transaction-identifier paraneter used with the service
is potentially long-lived. Accordingly, the values generated for this
par aneter should appear to be unpredictable.

3.4.1 The Subscribe Operation
When an application wants to (periodically) receive the presence
i nformation associated with an PRESENTITY, it invokes the subscribe
operation.
The subscri be operation has these paraneters:

o the watcher paraneter specifies the WATCHER associated with the
subscri ption;

o the target paranmeter specifies the PRESENTITY associated with the
presence information;

o the duration paranmeter specifies the maxi num number of seconds
that the SUBSCRI PTI ON shoul d be active; and,

o the transl D paraneter specifies the transaction-identifier
associated with this operation.
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When the service is informed of the subscribe operation, it performs
t hese steps:

1. If the watcher or target parameter does not refer to a valid
PRESENTI TY, a response operation having status "failure" is
i nvoked.

2. If access control does not permit the application to request this
operation, a response operation having status "failure" is
i nvoked.

3. If the duration paraneter is non-zero, and if the watcher and

target paraneters refer to an in-progress subscribe operation for
the application, a response operation having status "failure" is
i nvoked.

4, O herw se:

1. A response operation having status "success" is inmediately
i nvoked. (If the service chooses a different duration for the
subscription then it conveys this information in the response
operation.)

2. A notify operation, corresponding to the target’s presence
infornmation, is imediately invoked for the watcher

3. For up to the amount of tine indicated by the duration
parameter, if the target’s presence information changes, and
if access control allows, a notify operation is invoked for
t he wat cher.

Note that if the duration parameter is zero-valued, then the
subscri be operation is naking a one-tine poll of the presence
i nformation. Accordingly, Step 4.3 above does not occur

When the service invokes a response operation as a result of this

processing, the translD paraneter is identical to the value found in
t he subscri be operation invoked by the application
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3.4.2 The Notify Operation
The service invokes the notify operation whenever the presence
i nformati on associ ated with a PRESENTI TY changes and there are
subscribers to that information.

The notify operation has these paraneters:

o the watcher paranmeter specifies the WATCHER associated with the
subscri ption;

o the target paranmeter specifies the PRESENTITY associated with the
presence information;

o the transl D paraneter specifies the transaction-identifier
associated with this operation; and,

o the presence information for the PRESENTITY.

There is no application response to the notify operation
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3. 4.3 The Unsubscribe Operation

Wien an application wants to terminate a subscription, it invokes the
unsubscri be operation

The unsubscri be operations has these paraneters:

o the watcher paranmeter specifies the WATCHER associated with the
subscri ption;

o0 the target paranmeter specifies the PRESENTITY associated with the
presence information; and,

o the translD paraneter specifies the transaction-identifier
associated with this operation.

When the service is informed of the unsubscribe operation, it
performs these steps:

1. If the watcher and target paraneters do not refer to an in-
progress subscribe operation for the application, a response
operation having status "failure" is invoked.

2. Oherw se, the in-progress subscribe operation for the
application is term nated, and a response operation having status
"success" is invoked by the service.

Note that follow ng a successful unsubscribe operation, the WATCHER
may receive further notifications. Although the service will no

| onger invoke the notify operation after successfully processing a
unsubscri be operation, earlier notify operations may still be in

pr ogr ess.
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4, Security Considerations

This meno makes no specific requirenents on security procedures for
i nteroperation between | Msystens. Accordingly, trust between
interconnected I Msystens is deternined in a bilateral natter

However this neno does require that each I M systemcontrol access to
its Instant Messaging and Presence services. Consult both RFC 2778
and RFC2779 for a discussion of security considerations for for IM
syst ens.

4.1 Threats

Attacks, of concern for instant nessaging, include access, deletion
insertion, reordering and nodification of nmessages by unauthorized
principals. Replay is a conbination of a subset of these attacks.

These attacks can take place in the conmunication |inks between
sending client and its server, between two servers, between the
receiving client and its server, or by attacking any of the hosts
i nvol ved. This docunent, not being concerned with client-server

i nterchanges, only addresses threats ained at server-server
communi cat i on.

Count er neasur es agai nst unaut hori zed access are encrypted
conmuni cati on and encrypted nessages.

Count er neasur es agai nst insertion of false nessages are
aut henti cation and authorization of sending servers and strongly
si gned nessages.

Count er neasur es agai nst reordered nessages are date-stanped or

seri al - nunbered nmessages, coupled with digital signatures that
include the date or serial nunber, if nodification is not otherw se
guar ded agai nst .

Count er neasur es agai nst repl ayed nessages are date stanps and uni que
nmessage | Ds, coupled with digital signatures that include the date or
serial nunber, if nodification is not otherw se guarded agai nst.

Count er neasur es agai nst del eti on of nessages are integrity-protected
connecti ons between servers where the server’'s identity is verified.
Seri al - nunbered nmessages can al so be useful in detecting del eted
nessages.

Attacks that target the server hosts rather than the conmunication

channel s can successfully defeat all counterneasures that depend on
host security. Digital signatures and encrypted nessages do not
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depend on host security, for internmedi ate systens, but cannot by
t hensel ves guard agai nst deletion or reordering of nessages.

For presence, the attacks include giving presence information to
unaut hori zed watchers, not reporting watcher information back to a
presentity, and insertion, nodification, deletion and replay of
presence update nessages. The sane set of counternmeasures are

rel evant.

I nstant nessagi ng and presence systens can provide security at two
| evel s;: hop-by-hop and/or end-to-end.

4.2 Hop-by-hop security

A useful but inperfect |level of security can be provided on a hop-by-
hop basis, with all aspects of the communication including nmessage
content and originator verification, using transport |evel security
bet ween servers. The main drawback of this approach is that it
requires that each server that handl es nessage or presence
informati on nust be trusted. But it is relatively easy to depl oy,
because it depends only on bilateral arrangenents between directly
conmuni cati ng servers.

The underlying principles for using hop-by-hop security are:

(a) each server and/or domain nust keep their own house in order
ensuring that operations and information accesses are allowed only to
appropriately authorized parties, and

(b) each server and/or domain nust nmake its own choi ces about the

| evel s of trust to be established to any other server and/or donain
with which they directly comrunicate. [[[Sone debate about the degree
of trust necessary between servers. /dc]]]

When passing | Mand presence informati on between services using
different protocols, a gateway system MJST be capabl e of using
security nechani sns appropriate to each of the protocols concerned,
and nmust have access to keys needed to authenticate any other system
with which it needs to directly comunicate in a secure fashion

[[[ SUGGESTION: to allow the use of commbn keys across different
protocols, we mght say that hop-by-hop security should be based on
SASL, and specify specific profiles that should be used. This
doesn’t buy anything at the protocol level, but it might nake it
easier to | everage sone common key-distribution infrastructure, and
avoid having to distribute different keys for comunicating with a
gateway using different protocols.]]]
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4.3 End-to-end security

End-to-end security is widely regarded as being nore satisfactory

t han hop-by-hop security, as the need to trust internediate parties
is reduced. However, sone aspects of end-to-end security are
difficult to achieve because they need bilateral arrangenent between
any pair of comunicating parties about acceptable security standards
to use, and key exchange. Reliance on bilateral agreenents does not
scale well. A noderating alernative is a third-party certification
service and this approach, so far, has not found | arge-scal e use.

The two | ETF standards for end-to-end M ME object security are
QpenPGP[ 7] and S/IMME[8]. They require a public key operation for
each nmessage. For repeated, short transactions, this overhead can be
onerous. A version of these specifications which permted re-use of
the public key across nultiple nessages would greatly reduce instant
messagi ng over head.

4.3.1 Instant nessages

End to end security for instant nessages can be provided using any of
the M ME-based security nechanisns (SIMME [8], OpenPGP [7]), as

i nstant nessage payl oad content is not interpreted or reformatted in
transit.

[[[NOTE: nay need to say sonething about allowable MME C T-Es?]]]

This specification allows any pair of conmmunicating parties to use
any M ME-based security franmework for instant nmessages (c.f. section
2.3), but mechanisns for establishing the required bilatera
arrangenents and key exchange are not specified here.

4.3.2 Presence service

The situation regarding end-to-end security for presence services is
uncl ear, as there is no conmon encapsul ation framework specified for
presence, and the presence data itself is not invariant across
different I M services.

[[[NOTE: this raises a case for fixing the presence information to a

specific format if end-to-end security capability is to be a
requirenent.]]]
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5. | ANA Consi derati ons
The |1 ANA assigns the "im' and "pres" URL schenes.
5.1 The M URl Schene

The Instant Messaging (IM URI schene designates an |nternet
resource, nanely an | NSTANT | NBOX.

The syntax of an IM URL has the form

im" addr-spec
where "addr-spec" is defined in RFC 822.
5.2 The PRES URI Schene

The Presence (PRES) URI schene designates an Internet resource,
nanely a PRESENTI TY or WATCHER

The syntax of a PRES URL has the form

"pres:" addr-spec

where "addr-spec" is defined in RFC 822.
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6. The Common Service DTD

<l--
DTD for the IMconmon profile, as of 2000-08-16

Refer to this DID as:

<IENTITY % | MCOVWWON PUBLIC "-//Bl ocks//DTD | M COWON / EN"
"http://xm .resource.org/syntaxes/| Mimconmon. dtd">
% MCOMVON,;
-->
<l--
DTD data types:

a | anguage tag

LANG c.f., [RFC- 1766] "en", "en-US", etc.
seconds
SECONDS 0..2147483647 600

uni que-identifier
UNIQ D 1..2147483647 42

authoritative identity
URI c.f., [RFC 2396] http://invisible. net/
-->
<IENTITY % LANG " NMIOKEN' >
<IENTITY % SECONDS " CDATA" >
<IENTITY % UNI Q D " CDATA" >
<IENTITY % URl " CDATA">
<l--
Abstract syntax for the response operation
-->
<! ELEMENT response (#PCDATA) >
<I ATTLI ST response
status (success | failure | indeterm nant) #REQU RED
transl D %N Q D, #REQUI RED
durati on %SECONDS; #| MPLI ED
xm :lang Y4ANG #| MPLI ED
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7. The Messagi ng Service DID

<l--
DID for the abstract | M nessaging service, as of 2000-08-16

Refer to this DID as:

<IENTITY % | MMESSAG NG PUBLI C "-//Bl ocks// DTD | M MESSAG NG / EN'
"http://xm .resource.org/syntaxes/| Mimnmessagi ng. dtd">
% MVESSAG NG,
—
<IENTITY % | MCOWON PUBLI C "-// Bl ocks//DTD | M COWON / EN'
"http://xm .resource.org/syntaxes/| Mimcomon. dtd">
% MCOMVON;
<l--
DTD data types:

entity synt ax/ ref erence exanpl e
I NBOX c.f., Section 5.1  imfred@xanple.com
<l EN'I>'I TY % | NBOX " CDATA" >
| _—
© Abstract syntax for the nessage operation
-->

<! ELEMENT nessage (#PCDATA) >

<I ATTLI ST nessage
source % NBOX; #REQUI RED
destination % NBOX; #REQUI RED
transi D %N Q D, #REQUI RED
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8. The Presence Service DID

<l--
DTD for the abstract | M presence service, as of 2000-08-16

Refer to this DID as:

<IENTITY % | MPRESENCE PUBLI C "-// Bl ocks// DTD | M PRESENCE/ / EN"
"http://xm .resource.org/syntaxes/|I Mimpresence.dtd">
9% MPRESENCE;
-->
<IENTITY % | MCOVMMON PUBLI C "-// Bl ocks//DTD | M COVMON/ / EN"
"http://xm .resource.org/syntaxes/| Mimcomon. dtd">
% MCOMVON,
<l--
DTD data types:

PRESENTI TY c.f., Section 5.2 pres: fred@xanpl e. com

-->
<IENTITY % PRESENTI TY " CDATA">
<l--
Abstract syntax for presence information
-->

<! ELEMENT presence (tuple+)>
<! ATTLI ST presence
entitylnfo %R ; ""
>
<! ELEMENT tupl e (#PCDATA) >
<! ATTLI ST tuple
destination %JRl; #REQUI RED
status (open | closed) #REQU RED
>
<l--
Abstract syntax for the subscribe operation
-->
<! ELEMENT subscri be EMPTY>
<I ATTLI ST subscri be
wat cher 9%PRESENTI TY; #REQUI RED
target 9PRESENTI TY; #REQUI RED
durati on %SECONDS; #REQUI RED
transi D %N Q D, #REQUI RED
>
<I--
Abstract syntax for the notify operation
-->
<! ELEMENT notify (presence)>
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<! ATTLI ST notify
wat cher 9%PRESENTI TY; #REQUI RED
target 9YPRESENTI TY; #REQUI RED
transi D %N Q D, #REQUI RED
>
<I--
Abstract syntax for the unsubscribe operation
-->
<! ELEMENT unsubscri be EMPTY>
<! ATTLI ST unsubscri be
wat cher 9%PRESENTI TY; #REQUI RED
target 9PRESENTI TY; #REQUI RED
transi D %N Q D, #REQUI RED
>
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9. The Presence Informati on DTD

<l--
DTD the I M presence information of 2000-11-6

Refer to this DID as:

<IENTITY % | MPRESENCEI NFO PUBLI C "-// Bl ocks// DTD | M PRESENCE/ / EN'
"http://xm .resource.org/syntaxes/|IMimpresence-info.dtd">
9% MPRESENCEI NFQ,
-->

<IENTITY % | MCOVWON PUBLI C

"-//Blocks//DTD | M COWON / EN"

"http://xm .resource.org/syntaxes/ | Mimconmon. dtd">
% MCOMVON;

<l--
DTD data types: entity syntax/reference exanple

PRESENTITY c¢.f., Section 5.2 pres: Fred@xanpl e. com
-->

<IENTI TY % PRESENTI TY " CDATA" >
<l--

Abstract syntax for presence information -->

<!l ELEMENT presence (tuple+)>
<! ATTLI ST presence

entitylnfo %JRI; ""
>

<! ELEMENT tupl e (#PCDATA) >
<! ATTLI ST tuple
destination %Rl ; #REQUI RED

status (open | closed) #REQU RED
>
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Appendi x A. I M URL | ANA Registration Tenpl ate

This section provides the information to register the im instant
nmessagi ng URL.

A.1 URL schene nane
i m
A. 2 URL schene synt ax

The syntax replicates the existing mailto: URL syntax specified in
RFC2368. The ABNF i s:

IMURL = "im" [ to] [ headers ]
to = #mail box

header s = "?" header *( "&" header )
header = hnanme "=" hval ue

hnane = *urlc

hval ue = *urlc

A. 3 Character encoding considerations

Representation of non-ASCI| character sets in local-part strings is
limted to the standard nethods provided as extensions to RFC 822[ 1]

A. 4 I ntended usage

Use of the im URL follows closely usage of the mailto: URL. That is,
i nvocation of an IMURL will cause the user’s instant messagi ng
application to start, with destination address and nessage headers
fill-in according to the information supplied in the URL.

A.5 Applications and/or protocols which use this URL scheme nane

It is anticipated that protocols conpliant with RFC2779, and neeting
the interoperability requirements specified here, will nake use of
this URL schenme nane.

A.6 Interoperability considerations

The underlying exchange protocol used to send an instant nessage nay
vary fromservice to service. Therefore conplete, Internet-scale

i nteroperability cannot be guaranteed. However, a service confornmnng
to this specification permits gateways to achieve interoperability
sufficient to the requirenments of RFC2779
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A.7 Security considerations
When | M URLs are placed in instant nessagi ng protocols, they convey
the identity of the sender and/or the recipient. In sone cases,
anonynous nessagi ng nay be desired. Such a capability is beyond the
scope of this specification

A. 8 Rel evant publications
RFC2779, RFC2778

A.9 Person & enail address to contact for further information
Dave Crocker<dcrocker @crocker. net >

A. 10 Aut hor/ Change controller

This schene is registered under the | ETF tree. As such, |ETF
mai nt ai ns change contr ol

A. 11 Applications and/or protocols which use this URL scheme nane

I nst ant nessagi ng service; presence service
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Appendi x B. PRES URL | ANA Regi stration Tenpl ate

This section provides the information to register the pres: presence
URL .

B.1 URL schene nane
pres
B.2 URL schene syntax

The syntax replicates the existing mailto: URL syntax specified in
RFC2368. The ABNF i s:

PRES-URL = "pres:" [ to] [ headers ]
to = #mail box

header s = "?" header *( "&" header )
header = hnanme "=" hval ue

hnane = *urlc

hval ue = *urlc

B. 3 Character encodi ng considerations

Representation of non-ASCI| character sets in local-part strings is
limted to the standard nethods provided as extensions to RFC 822[ 1]

B. 4 | ntended usage

Use of the pres: URL follows closely usage of the mailto: URL. That
is, invocation of an PRES URL will cause the user’s instant nessagi ng
application to start, with destination address and nessage headers
fill-in according to the information supplied in the URL.

B.5 Applications and/or protocols which use this URL schene nane

It is anticipated that protocols conpliant with RFC2779, and neeting
the interoperability requirements specified here, will nake use of
this URL schenme nane.

B.6 Interoperability considerations

The underlyi ng exchange protocol used for presence nmay vary from
service to service. Therefore conplete, Internet-scale

i nteroperability cannot be guaranteed. However, a service confornmnng
to this specification permits gateways to achieve interoperability
sufficient to the requirenments of RFC2779
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B.7 Security considerations
When PRES URLs are placed in presence protocols, they convey the
identity of the sender and/or the recipient. In sone cases, anonynous
messagi ng nay be desired. Such a capability is beyond the scope of
this specification.

B. 8 Rel evant publications
RFC2779, RFC2778

B.9 Person & enmmil address to contact for further information
Dave Crocker<dcrocker @crocker. net >

B. 10 Aut hor/ Change controller

This schene is registered under the | ETF tree. As such, |ETF
mai nt ai ns change contr ol

B. 11 Applications and/or protocols which use this URL schene nane

I nst ant nessagi ng service; presence service
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Appendi x C. Issues of Interest

Thi s appendi x briefly discusses issues that nmay be of interest when
desi gning an interoperati on gateway.

C. 1 Address Mappi ng

When mappi ng the service described in this neno, mappings which place
special information into the im address |ocal-part MJST use the
met a- syntax defined in RFC 2486[ 10].

C. 1.1 Source-Route Mpping

The easi est mapping technique is a formof source-routing and usually
is the least friendly to humans having to type the string. Source-
routing also has a history of operational problens.

Use of source-routing for exchanges between different services is by
a transformation that places the entire, original address string
into the im address local part and nanes the gateway in the donmin
part.

For exanple, if the destination |INSTANT I NBOX is
"pepp://exampl e.com fred", then, after perforning the necessary
character conversions, the resulting nmapping is:

i m pepp=exanpl e. coni fred@ el ay-domai n
where "rel ay-domain" is derived fromlocal configuration information
Experi ence shows that it is vastly preferrable to hide this mapping

from end-users Au if possible, the mapping should be performed
automatically by the underlying software.
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Ful I Copyright Statenent
Copyright (C The Internet Society (2000). Al Rights Reserved.

This docunent and translations of it may be copied and furnished to
others, and derivative works that conment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linmted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

This docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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